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Stage-Zero (pre-transfer setup): Four Parts

(1) Asset state verification
(2) Actors Identity Verification

(3) Establishment of TransferContext structure
incorporating verified parameters

(4) The “binding” of the TransferContext to the SATP
gateways who perform the transfer (burn-and-mint)

Aside from currency tokens (i.e. Stablecoins), the tokenized Real-World Assets (RWA) are

the main type of requlated tokenized assets that require pre-transfer verification of
actors and assets.



Support for a Multiplicity of Registries

* Stage-Zero protocol must support multiple registries
* Each side may have their chosen Artifacts Registries,
ldentity Verifiers, and Audit Log Registries
* Audit Log Registries:

* Immutable & append-only ledger where actors can record
parameters agreed-upon so far

* Discourages cheating during Stage-Zero
* Provides data for audit & dispute resolution

The term “registry” is used in the sense of open append-only database
QOO0+
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github.com/ietf-satp/draft-avrilionis-satp-setup-stage/blob/main/figures/satp-stagezero-flows-v11PNG.png

Message flows intentionally very verbose

Actors and Registries
_— e

IETF SATP - Stage Zero

| A? [ Asset Network ] [Orchest

| O
: : : : NW2 ator 02 ! “
@ _ﬁﬁ__ﬁ_ﬁﬁ\:\;\ i i/:/:/(W_,_,,__W_,_,_____,_____.M.___,.M___ —

Identities Identities
Registry Registry
(v1i1) IR1 IR2
: :
|
User U1 | : User U2
| |
Originator - ------—-—————— - - - - - N¢----- N : : e e . Beneficiary
Orchoel Asat NotWork }\ || Artifacts Audit Log Audit Log Artifacts | |
| rator O1 NW1 ‘f : Reg. AR1 Reg. AL1 Reg. AL2 Reg. AR2 :

\ ;)

Co

UserlD_U2, AR1, Authz_ U1_U2) @— 1 —»

|
:<} Out of band agreement to transfer asset has occurred between User U1 (App1) and U2 (App2) >:
H | | | | ‘
: : : : ! . : :
| |
1 (_Authorize * Find token on-chain and check that its owned by User U1. |
:.—> (1) verifyTokenOnChain [Asset_ID1] e | ook-up its smart contract address from the token. :
(Transfer: Asset_ID1 .NW2 e Find the smart contract code on-chain (TAR Executable Code) :
’ = y e [ ook-up the location of the Artifacts Registry AR1 holding the i
|
|
|
|

; TAR Smart Pointers file.

: <« 2 —o : I | | | :

I | | |
(2) returnPubKey[Asset_ID1, ChainPubKey_U1] : : : : :
Assume that ! I I I I :
identity (VLEI) of : : j : ! I
Originator U1 is : I I I I :
already known to . . | ! ! ! ! |
Oiche a0, (3) verifyArtifacts [Asset_ID1] : : : : : :

3 | 1 1 I

= ! » * Go to Artifacts Registry AR1
:MA:.

SATP - IETF126 4
1 ETF




Asset Artifacts (Metadata) Registries

* It is the “database” (registry) where the legal state of
the off-chain asset (RWA) can be verified

 Examples:

* Schema for specific asset classes (e.g., bonds)

* Digitized records of the real-world (physical) asset

* Standardized smart contract code for specific ledgers

* Pointers to other locations holding related information

* APls and access flows to the Registries are future work
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Asset Artifacts (Metadata) Registries - continue
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Actor Identity Verification Registries (Verifiers)

* For regulated assets, FATF Travel Rule (2018) require
identity verification of all parties involved in the actual
transfer

* Originator & Beneficiary (User U1 and U2)
* Gateway Operators (owner of G1 and G2)
* Trust-anchor operators

e Consent to receive:

* The beneficiary must explicitly agree to receive the

transfer
el Toans



Actor |dentity Verification Registries (Verifiers)

\I P - Stage Zero

Identities ldentities
Registry Registry
IR1 IR2
User U1 User U2
Originator  ——----------— - N e e mmmm e e . Beneficiary

\

-

e ) B I R S | g S R R e e m
| 1

< Out of band agreement'to transfer asset has occurred between User U1 '(App 1) and U2 (App2) >
2 | | | | 2
! ! | | | | '

: I
(5) verifyBeneficiarylD [UserlD_U2, NW2] :
: I

| |
| |
| |
| |
| |
| |
| |
\ | . . . . | /
@® | (Orchest Asset Network G 1 | Artifacts Audit Log Audit Log Artifacts | | | Qo Asset Network Orchest ) | F]
“ i | rator O1 NWA1 b Reg. AR1 Reg. AL1 Reg. AL2 Reg. AR2 L NW?2 rator 02 ) | “
N S S - W | . : . H | : ’
| |
| |
1 |
|
|
I

1
e— 5 »! e Go to Identity Registry IR1 to look-up Beneficiary (UserlD_U2)
: ¢ Obtain the vLEIl for the Beneficiary (vLEI_U2)

|
< 6 e : f : :

(6) returnUserData [UserlD_U2, NW2, ChainPubKey_U2, vLEI_U2, FATFstatus_U2]

(Consent for receiving is not shown in v11)
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TransferContext and its Binding to Actors

* The point in the Stage-Zero flows where gateways G1 and G2
agree to proceed with the transfer (by commencing the SATP
transfer protocol)

* Ties together:
* All the actors involved in the transfer
* The parameters agreed-upon as recorded in the Audit Logs
* The selection of G1 and G2

* The consent to hand-over control over the asset (token) to be
transferred to G1 and G2
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Next Steps

* Continue collaborative discussions on Stage-Zero flow

* Open for anyone to participate

* Update the draft

* Will request Stage-Zero as work-item in Recharter



Thank You and Q&A





