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Accuracy of CC and prefix set:
Built by Validating AS <= Built by Source AS <= 100%

Key Observation and Main Idea
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1. Run EFP-uRPF or other algorithms

to build CC of Source AS and prefix
set of CC.

. Source prefix allowlist is generated

based on CC and prefix set of CC.

. Suppose Source AS builds CC for

itself.

. Source AS can build more accurate
CC and prefix set than Validating AS.

Building more accurate allowlist based on CC and prefix set :
Built by Validating AS and Source AS

Validating

AS 1. Combine CC and prefix set built by

Validating AS and Source AS.
2. Generate more accurate allowlist.

SPA Messages

1. Advertise locally built CC and prefix
set through SPA messages.

2. Reduce the payload size by just
advertising the info not included in
the BGP rib-out.

Customer Cone
(CC) of Source
AS




Usagel: SPA for Supplementing Source Prefixes
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O Case description

€ AS1 (Validating AS) deploys the allowlist
building algorithm (e.g., EFP-uRPF).

€ Both AS1 and AS2 (Source AS) support SPA.
@ Source AS do not advertise P1 and P2 in
BGP to Validating AS due to DSR and No-
export.
O Without SPA
€ Allowlist does not include P1 and P2.
€ Improper block.

O With SPA
@ Allowlist includes P1 and P2.
€ No Improper block.



Usagel: SPA for Supplementing Source Prefixes
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O Case description

€ AS1 (Validating AS) deploys the allowlist
building algorithm (e.g., EFP-uRPF).

& AST, AS2 (Source AS), and ASa support SPA.
€ ASa do not advertise P1 and P2 in BGP to
AS2 due to DSR and No-export.
O Without SPA
€ Allowlist does not include P1 and P2.
€ Improper block.

O With SPA
@ Allowlist includes P1 and P2.
€ No improper block.

O The higher the deployment rate, the higher
the accuracy.



UsageZ2: SPA for Excluding Source Prefixes

Get ROA Data

AS1 {ASb: P1, P2}
Validating

AS

Allowlist = Allowlist - {P2}
BGP Update: P1[ASZ,ASb]‘
P1: visible to the

HSPA: Exclude P2
Internet (full transit)

P2: visible to AS2 and \\ Source AS
ASa (partial transit)

BGP Update : P1, P2[AS2,A P\Update : P1, P2[ASb]

Enterprise

Register ROA
{ASb: P1, P2}

O Case description

€ AS1 (Validating AS) deploys the allowlist
building algorithm (e.g., EFP-uRPF).

€ AST and AS2 (Source AS) support SPA.
@ AS2 will not forward traffic with source P2
to AS1 due to partial transit policies.
O Without SPA
@ Allowlist does not include P1 and P2.
€ Improper permit.
O With SPA
@ Allowlist includes P1 and P2.

€ No improper permit.



One hop case
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Security Considerations

Multiple hops

AS1 O BGP session protection mechanisms can be adopted,
Validating

i including GTSM/TTL-security [RFC5082], BGP-MD5, and TCP-
AO [RFC5925].

H SPA-1 O Source AS should have little incentive to intentionally

advertise incorrect or malicious SPA information.

AS2 _
Source AS\ "€ generate SPA

: € Any false or malicious SPA advertisements would harm the
Valldating based on local built S A ¢ 3 ivit q "
e CC and SPA-2 ource AS's own network connectivity and security.

€ Conventional DDoS attackers cannot collude with operators of
SPA-2 legitimate Source AS networks.

m re-generate SPA O Attention should be paid to avoiding unintentional false SPA.

Validating based on local built
AS CC and SPA-3

H SPA-3

O If the mechanism is deployed within a single trusted domain,
many of the aforementioned security risks can be mitigated.
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