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Outline of the Talk

Intra-domain solution component of BAR-SAV

Security considerations

» Coordination between routing security and SAV

ROA and ASPA derived Denylist to assist prefix filtering
» This in turn reduces improper admits in the SAV table
Dual utility of BAR-SAV: SAV and prefix filtering



Intra-domain Solution Component of BAR-SAV

A prefix user SHOULD create a ROA,; it helps with SAV at ASes one or more
hops away from the origin AS

However, for the origin AS, the local configuration information for that prefix
use takes precedence over the ROA

Origin AS originates a route based on mutually agreed config info with the
customer (prefix user)

Also, it allows/blocks a prefix for source address based on the config info

The ROA for the prefix must not be utilized by itself for route announcement
at the origin AS (except for egress ROV) because:

» There may be multiple prefixes in the ROA, or a maxLength present
» So, prefix user must inform the origin AS about the desired config info

= About which prefixes must be configured for routing announcements
and which prefixes must be allowed/disallowed for SAV



Intra-domain Solution Component of BAR-SAV

Origin AS@

Config info:

Announce p/23, q/24

[Allow anything announced in the SAV table also by default]
Additionally, allow z/24 in the SAV table

ROA info:
ROA: {p/23, px/24, py/24, q/24, z/24; AS1}

Customer Q

Note: Aggregate p/23 = px/24 + py/24

Note: Customer has registered ROA for z/24 also; uses it for
SA currently; ROA includes it for readiness for route
announcement in the future



Security Considerations:
Coordination Between Routing Security and SAV (1 of 3)

Security and robustness of BAR-SAV are strengthened by supporting

mechanisms for detecting and dropping BGP routes that are mis-originations
or leaks.

» Use of ROAs and Route Origin Validation (ROV)
» Use of ASPAs and ASPA verification

» Use of Only to the Customer (OTC) [RFC 9234]
» Use of prefix filtering by operators

By disregarding any BGP Updates in the RIBs-In that are evaluated as Invalid,

these routing security measures (e.g., ROV, ASPA, OTC) help BAR-SAV to reduce
improper admit.



Security Considerations:
Coordination Between Routing Security and SAV (2 of 3)

The primary advantage of BAR-SAV is its ability to achieve zero improper block,
which significantly bolsters operator confidence in deploying the solution

While some improper admits are possible during partial deployment, this
remains an operationally acceptable tradeoff

Even in the absence of route leaks and other BGP AS_PATH attacks, some

improper admits can occur due to partial deployment of SAV within customer
cones

However, increasing adoption of BAR-SAV across multiple tiers of a customer
cone builds transitive defensive strength, progressively reducing improper
admits toward zero across all participating ASes. Notably, this compounding
benefit is realized even under partial global deployment of ROA/ROV and ASPA



How OTC, ASPA, and Prefix Filtering Help SAV to Reduce

Improper Admit
 BAR-SAV helps achieve zero improper

block (for the scenarios of interest in the
problem statement draft)
AS6 * The leak can cause improper admit of

c2p

2/24 leaked z/24 in SAV at AS6 on interface with AS4
by AS4 /  |If undetected at AS6, the leak may
Update = propagate to AS7
flow Asa ) @  But OTC and ASPA help detect the leak

* Route prefix filtering also sometimes
\ helps with eliminating a hijacked/leaked

@ @ @ prefix from the routing table
* All of this helps reduce improper admit

Customer Cone



ROA and ASPA Derived Denylist to Assist Prefix Filtering
(reduces improper admits in the SAV table)

 AS4 is aware from config info that it has
suballocated p3 to AS3

e |t sees from ASPA data that AS1, AS2, and AS3
are all single homed (single transit provider)

* AS4 also sees from the ROA data that prefixes
pl, p2, and p3 are all single homed (single
origin AS — AS1, AS2, and AS3, respectively)

* AS4 can use the set of prefixes {p1, p2, p3} as
a denylist for rejecting them if seen in BGP
Updates received on the interface with AS5 or
any other peering interface (besides the one
with AS3)



Dual utility of BAR-SAV — SAV and Prefix Filtering:

Same Set of Discovered Prefixes Apply for Both

ASPAs:

AS3 {AS4, AS9}
AS5 {AS1}

AS6 {AS1}

AS8 {AS2}

Customer
Cone of AS3

ROAs:
P2a AS2
P5 AS5
P6 AS6
P8 AS8

P6 [AS1 AS6]
P7 [AS1 AS7]

P5 [AS5] No_EXPORT
c2p: Customer to Provider

P6 [ASG]i
p2c: Provider to Customer

p2p: peer to peer (lateral non-transit)

Interface in
consideration

p2c or p2p or c2p

~

AS9

c2p

P2 [AS3 AS2]
P6 [AS3 AS1 AS6]

P7 [AS3 AS1 AS7]
c2p

c2p

P2 [AS2] Community: AS9

P2

P7 [AST] c2p

=P

P8 [AS8] No_ExPORT

O<:

AS7

Has ROA

No ROA

3@

At AS4’s interface with AS3:

Visible in ASPA
and AS_PATH

Visible only

inAs_pATH | ASM

Visible only
in ASPA

Not visible in ASPA
(indirectly visible in
AS_PATH; BAR-SAV
helps find it)



Thank you.

Questions / Comments?
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