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Brief Introduction

* Main Design = 2=

» Use AS relationships to abstract routes for inter- AS 1
domain Source Address Validation (SAV). s
-

» Set Validation Router (VR) for exchanging and
generating ASN SAV rules.
» Set AS-IP Prefix Mapping Server (AIMS) for e
maintaining mapping from ASN to IP prefixes. @ Q
AS 2 AS 3

AIMS

* Previous Work & History

» Original idea proposed in RFC 5210, 2008
» Presentations on draft updates in IETF 118, IETF 122, IETF 123 SAVNET WG
» draft-rly-savnet-inter-domain-as-relationships-07, IETF 126 SAVNET WG




Comments

e Comment 1. Lacks discussion about the inter-domain SAV scheme in
the typical complex scenario, Internet eXchange Point (IXP).

» Response: We add discussions about the ARBIF scheme in IXP
scenarios in Section 6, investigate how ARBIF handles AS
connections and AS relationships in IXP scenarios.

* Comment 2. Hope to learn more details of the algorithm and
calculation process in the scheme design.

» Response: We add an introduction to AIMS data structure and
provide more detailed procedures of ARBIF scheme in Section 4.



Main Updates

* Add term for AIMS data structure in Terminology Section (Section 2).

e Add discussion on how ARBIF scheme handles inter-domain SAV in
Internet eXchange Points (IXP) scenarios in Section 6.

* Add descriptions of the data structure in AIMS design and detailed
procedures for how AIMS maintains the mapping data and how it
responds to VRs queries in Section 4.



AS-IP Prefix Mapping Server (AIMS)

* AS-Prefix Mapping Table

» Record the mapping from ASNs to IP address prefixes owned by ASes
» Offer corresponding IP address prefixes of ASNs to VRs

* Add mappings * Delete mappings
» AS sends a message to AIMS » AS sends a message to AIMS
carrying ASN and new prefixes. carrying ASN and old prefixes.
» If no entry for this AS, insert one » AIMS deletes the record for ASN
into AS-Prefix Mapping Table. and old prefixes in the entry.

» AIMS adds a record for ASN and » |f the entry has no record, delete
new prefixes to the entry. it from AS-Prefix Mapping Table.



* Query Prefixes with ASN

» VR sends a message to AIMS carrying
its needed ASN.

» AIMS searches for an entry with ASN
in AS-Prefix Mapping Table.

» AIMS replies the query results to VR.

* AIMS based on RPKI

» Use ROA objects maintained by RPKI,
use Relying Party for synchronization.

» Design an extension for AIMS function.| CULEELLEElE S
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Internet eXchange Point Scenario

* IXP

» A Layer 2 LAN built with one or many AS 1 AS 2
Ethernet switches interconnected
together across physical buildings.

‘ﬁ‘
* AS connections in IXP N

Exchange Point Switch

» To reduce the number of BGP sessions,
IXPs usually set Route Servers to

provide service for all RS-Clients. @




Internet eXchange Point Scenar

O

* Route Server In IXP

» RS-Clients advertise network reachability
information to the Route Server.

» Route Server forwards the information to
connected RS-Clients based on its configuration,
without forwarding traffic itself.

» |t appears ASes peer directly with each other.
* ARBIF In IXP

» Treat typical IXP scenarios as several fully-
connected peering ASes.




Next Step

* Are there any complex scenarios in the IXP that require additional
discussion? Are there any more special scenarios? We will apply
current implementations to more scenarios to optimize our ARBIF
system and supplement it for more and more cases.

o Still, we will insist on refining the ARBIF system: enhance the security
and efficiency, reduce the overhead.



Thank you!
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