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Source protection enables incremental SAV deployment

A voluntary bilateral relation gives the requesting AS a direct protection outcome.

Service role Technical responsibility

Subscriber

Requests protection, defines authorized prefix 

scope, and computes provider-specific 

predecessor state.

Provider

Accepts the relation, installs validation rules, 

and filters spoofed traffic on behalf of the 

subscriber.
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SOA reuses RPKI for trust bootstrap—not routing state

Existing trust

RPKI authenticates AS resources and signed service profiles.

Minimal profile

SOA carries role, service descriptor, endpoint, protocol, channel public 

key, and an optional serial.

No new global trust system

Deployments reuse repositories, certificates, validation, and relying-

party software.

Dynamic state stays off-RPKI

Predecessor updates use authenticated private synchronization, 

avoiding object churn and repository delay.
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Stable trust and dynamic SAV state use separate tiers

Tier 1 — RPKI / SOA

The subscriber discovers a profile, validates its publisher, and authenticates 

the advertised endpoint and key.

Tier 2 — TLS + CBOR

An accepted bilateral relation carries a provider-specific predecessor set, 

evidence tags, and freshness state.

Update model

SNAPSHOT replaces state; DELTA and WITHDRAW update it; sequence gaps 

trigger RESYNC.

Deployability effect

The signed RPKI object remains stable while bilateral state can change 

promptly.
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A bilateral workflow supports incremental deployment

01. Publish profiles

Subscriber and provider advertise role, service descriptor, endpoint, and 

channel key.

02. Discover + validate

RPKI validation authenticates the publisher and bootstrap material.

03. Provider accepts relation

The provider checks compatibility and local policy before any service state is 

trusted.

04. Authenticate channel

The TLS peer key must match channelPublicKey in the validated SOA.

05. Synchronize and install

SNAPSHOT, DELTA, WITHDRAW, and RESYNC maintain provider-specific 

state and installed rules.
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Fresh path state is checked within authorized scope

The result is path consistency—not proof that the claimed source AS generated the 

packet.

Outcome Technical meaning

Spoofed Incoming predecessor is outside the fresh verified set for an authorized prefix.

Path-consistent Incoming predecessor is in the fresh set; this does not prove source authenticity.

Not found No accepted relation or authorized protection scope applies.

State unavailable
The relation exists, but synchronized state is missing, stale, or awaiting 

resynchronization.
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SOA complements existing SAVNET mechanisms

It adds a service-bootstrap and state-distribution layer; it does not replace SAVNET 

validation logic.
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Integration 

point
Existing element SOA contribution

Capability 

discovery
SiSPI Advertises service role and authenticated endpoint

Prefix 

authorization
TOA / ROA Uses authorized scope; does not redefine ownership

Rule model SAV Capability Supplies accepted relation and predecessor inputs

Dynamic 

updates
Routing / local computation

Synchronizes provider-specific state over private 

channel

Boundary Existing SAV methods
Adds a deployability pattern; does not replace 

validation logic



What SOA may contribute to SAVNET

Direct operational outcome

A provider protects subscriber prefixes; participation is bilateral and incremental.

Reusable trust bootstrap

Existing RPKI authenticates role, endpoint, and channel key.

Dynamic state distribution

Private synchronization carries provider-specific predecessor state with freshness 

and replay handling.

Architectural complement

The model fits beside SiSPI, TOA / ROA, SAV Capability, and existing validation 

methods.

Focused question

Is this stable-bootstrap / dynamic-state split a useful supplement to SAVNET?
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Thank you for any comments!

Questions & Answers

Gang Ren, Minglin Jia, Xia Yin, Shuqi Liu
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