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IPR Disclosure

● This draft has the following IPR Disclosures

– https://datatracker.ietf.org/ipr/7403/

– https://datatracker.ietf.org/ipr/7404/

https://datatracker.ietf.org/ipr/7403/
https://datatracker.ietf.org/ipr/7403/
https://datatracker.ietf.org/ipr/7404/
https://datatracker.ietf.org/ipr/7404/
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Problem Statement

● Many Devices uses dynamically allocated 
addresses:

– DHCP (Full IPv4 address) 

– DHCPv6 (Prefixes, PD, Full Address)

– SLAAC (Prefix)

– Privacy Addresses (Generate IID)

● Applying SCHC in environments to device with 
dynamically acquired IP address implications:

– Losing a lot of compression efficiency

– Need to maintain rules matching assigned 
address, i.e. frequent rule updates

– Device specific rules
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Mobile Network Challenges

● No L2 Address in link layer

– DevIID  and AppIID  CDA do not work

● IPv6 IID generated per 

– RFC 7217: Stable IIDs within subnet

– RFC 8981: Temporary Privacy Addresses

● IP addresses assigned at PDU Session 
establishment

● Tethered subnets such as for WIFI access point 
usage of a mobile use:

– IPv6 DHCPv6 Prefix Delegation

– IPv4 NAT

● SMF is responsible for assign IP addresses per 
PDU session

– IPv4 in PDU session establishment

– IPv6 SLAAC in PDU session establishment

– DHCPv6 PD sent within PDU session to UPF 
which forwards to SMF
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Compute Address CDA Proposal

● For IPv4, IPv6 Prefixes

– Collects addresses  for relevant interface(s)

● When device act as router or tether other 
devices multiple prefixes and interfaces

– Filter out non relevant addresses

– Sort the address info for each category in 
indexed table

– Gateway uses allocation data to build 
corresponding table

– Tables are cached for efficiency

– CDA compress/decompress using table

● Residual is index
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Compressing the IID

● Build table of expected IIDs for device

● How does the gateway know which will be 
generated on the device side?

● RID = F(Prefix, Net_Iface, Network_ID, 
DAD_Counter, secret_key)

– Synchronize generation information:

● DAD Counter used instead of index as residual 

– Collision expected to be rare so 1-2 bits 
are sufficient.

● Privacy IIDs include time in the hashed input:

– RID = F(Prefix, Net_Iface, Network_ID, Tis, 
DAD_Counter, secret_key)

● Assume Device and Gateway have clocks synchronized 
within a couple of seconds or minutes even

– Quantize the Tis value in configurable offset and 
parts

● Tis in the above would be 12:34:125

● Resulting address is indexed as 6:0 i.e. LSB of Time 
quantization counter: DAD Counter

● Index values needed are number of Quantization 
interval that longer than Max_Lifetime

– Residual of 4+2 bits would enable new Tis value 
every 15 minute for max lifetime of 4 hours and 4 
different DAD addresses. 
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Feedback?

● IPv4 and IPv6 Prefix appears straightforward 
and matches information given in DHCP and 
SLAAC

● Interest at all

● What parts to pursue

● The IID compression is much more invasive as it 
requires update to address generation in device

● Sharing of the secret generation key used in this 
network to the SCHC gateway
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