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Problem Statement

SCHC contexts face scalability issues in modern deployments:

Context growth: more devices, payload compression -
duplicated field descriptions, frequent updates

Rule matching latency: larger rule sets - slower matching

Combinatorial explosion: N address variants x M protocols =
NxM rules with duplicated IPv6 fields

Variable headers: IPv6 extension headers require a separate
rule per combination



1. Rule Referencing CDAs — static
composition

Proposed solution

ref (N) : reference another rule —
unconditionally

ref-edit (N, M) : reference —
with field overrides

2. Rule Fragment Branching —
dynamic composition

branch CDA: select next rule
fragment at de/compression time
match-mapping MO: branch
on explicit header field values
match-rule MO: branch by
probing candidate rules against
payload



ref (N) CDA — Static Rule Composition

ref (N) suspends current rule, oo o |
applies Rule N, then resumes e
Eliminates duplication of shared e TR T U RO |

protocol layers

Example: UDP rule references
shared IPv6 rule



ref-edit (N, M) CDA — Reference with

Overrides
ref-edit (N, M) extends ref(N) e
by modifying M field descriptions: S
1. Load referenced Rule N j%ﬁf}ffiifﬁiff_+?_;_f;f__%_f?fi;_iff:ffff_____+
2. Repla ce M fields (match ed by D S S
FID) with overrides from current
rule

3. Apply the modified rule

Example: TCP rule uses ref -
edit (2, 1) tochange IPv6 Next
Header from 17 (UDP) to 6 (TCP)



branch CDA — Dynamic Rule Fragment Selection

* Encodes a selection among alternative rule fragments into the

residual
— FL> 0: branch on actual header field value (match-mapping)

— FL =0: branch on payload probing (match-rule)
— branch(NULL): terminate further processing



branch CDA —match-mapping

Used when it is possible to i mmenw Gw e e
match a field valueto TV, e.g., IP oo e hedder s L 1a T iein) i) omens
Next Header | DL mene omots |
| | | | | 60 | mapping| branch(6) |0b011 |

o I I R B mapping| branch (7 0b100
TV contains an array of values | 1051 mepmingl beanchaui) 05501 |
............ O O P N TSP | |

The first value matching triggers
the use of the branched Rule ID



branch CDA —match-rule

R et T B e R e T e B Fommm o +

Used when no header field identifies what | r1p FLIFEIDI| TV | 1O | coa | sent |

R et T B e R e T e B Fommm o +

follows (e.g., UDP payload): o e leaberl ee | eeeeeeeeaenns e ]

. | UDP.PayProto |10 |1 |Bi| | match-rule(8) | branch (8) | 0b00 |

1. Save current paCket location | Lo | match-rule(9) | branch(9) | 0b01 |
. , . | | | | | | match-rule (NULL) | branch (NULL) | 0bl0 |

2. Try each candidate rule’s matching | Lol el o | e | e | |

operations

3. First successful match = encode its index
as residual

4. No match + no NULL entry - compression
fails

Example: After UDP header, probe for RTP
(Rule 8), CoAP (Rule 9), or fall back to NULL



Security Considerations

e Circular references: implementations MUST validate rule
graph is a DAG

* Resource exhaustion: enforce limits on reference depth,
mapping table size, match-rule candidates, and processing
time

* Context integrity: provisioning/update mechanisms MUST
ensure authenticity and integrity of rule definitions
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