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Problem Statement & Requirements

Session identification: Discriminate Sessions and route
PDUs to the correct processing handler (for example, a SCHC

Instance).
Endpoint
Layer independence: Operate over any link layer that VT 1
. . . . Session A | | Session B
carries compressed traffic, whether identified by an | #mmmmmmmmmee- $  Ammmmmmeeeo +
| | Instance A | | Instance B |
Ethertype, IP Protocol Number, or UDP port [0 SCHC over R +
| tommmm - Fommmm - +
| | how to |
L. . | | discriminate? |
Original EtherType/port recovery (optional): Restore the | | |
L e +
original EtherType, UDP port number or IP Next Header I
when the carrier uses the SCHC EtherType SCHC UDP port. e L .
| Lower Layer headers | SCHC Data Unit |
. . . . | no content discriminating | e.g. Rule ID + |
Integrity protection (optional): Detect the corruption of [ Sessions A& | residus !
the VOICI header and Data Unit.
Content identification: how the PDU is encoded when the
link carries PDUs from multiple mechanisms PR S
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CEINMENSE

Mechanism Multiplexing Integrity Overhead Link Coverage
Ethertype No No 0 bytes IEEE 802 only
MPLS Yes No 4+ bytes Ethernet, IP

IP Protocol Num  No No 0 bytes IP only

UDP Port Yes Yes 8 bytes over UDP only
QuIC Yes Yes 32+ bytes  over QUIC only
VOICI Yes Opt. 1 byte Any
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VOICI, In a Nutshell

Header structure

V (1 bit): Version, 0 for current.
O (1 bit): Original EtherType/Port carried if set.
I (1 bit):  Integrity flag. CRC-16 field if set.
CI (2 bits): Content Identifier for the datagram.
0 01 for SCHC
SSS (3bits): Short Session ID, values 0-6 inline,
7 indicates an extended Session ID.

Session ID (variable length, LEB128, offset +7): Identifies
the logical session that owns this Datagram.

CRC (16 bits, optional): CRC-16/CCITT-FALSE
covers all VOICI fields + SCHC Data Unit

Original EtherType/Port (1-2 bytes, optional): Carries the
EtherType, IP Next Header, UDP port number that was
replaced by VOICI identifier.

e 1 2
1234567898123 4567898123 bits
e et I +
|[V|O|T|CI | SSS | Session ID (long) |
T e T L +
T +
| CRC | (optional, present if I=1)
T -
R I NS + (optional, present if 0=1,
| Original EtherType/Port | 2B for Ethertype or UDP port,
oo oooeseaaa + 1B for IPv6 Next Header)

81234567 bit
s T T

|IVIO|I|CI |S S S| (inline wvalue, 1 byte)
+t—t—t-——t-————+

minimal header (1byte)
SessionID <7

-0 0 0.0+
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Integration in the SCHC Framework

VOICI proposed as *a* dispatcher, VOICI header as *a* SCHC Control Header

If multiplexing is required, we could use VOICI for multiplexing within SCHC.
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VOICI, compressed

What if 1 byte is too much?

Compress VOICI using SCHC.

® V, 0,1, CIfields have fixed values within a
deployment scenario

V (1 bit): :=0
O (1 bit): :=0
I (1 bit): :=0

CI (5 bits): 01 (SCHC)
Session ID (3 bits): <7

standardized C/D Rules for VOICI

81234567 bit

e e s S
|V|O|I|CI |S S S| (inline value, 1 byte)
e e e e s

FID Field Size

VOICLV Version 1 bit

VOICI.O Original ET/Port flag 1 bit

VOICLI Integrity flag 1 hit

VOICI.CI Content Identifier 2 bits

VOICI.SSS Session ID prefix 3 bits

VOICLSID Session ID (LEB128) variable

VOICLEXT_CI Extended CI (LEB128) wvariable

VOICI.CRC CRC-16 16 bits

SO+
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VOICI, compressed

Scenario: VOICI with 2 SCHC Sessions

S el S s mll T temmmm== fommm +

| FID |FL| FPIDI| TV | MO | CDA |

; P i e e it ST S o tmmmm e +

® VOICI used with SCHC as Content, no Original Ethertyp | VOICI.V | 1] 1 |Bi| @ | equal | mot-sent |
Header Value/UDP Port, no CRC. | VOICI.O | 1] 1 |Bi| @ | equal | not-sent |

| VOICI.I | 1] 1 |Bi| 8 | equal | not-sent |

. . | VOICI.CI | 2| 1 |Bi| BxB1| equal | not-sent |

® 2 SCHC Sessions multiplexed (SSS ={0b000, Ob001} | VOICI.SSS | 3| 1 |Bi| @ | MSB(2)| LSB |
=== ===t === temmmm=— tommm +

Session B (S55=BbBBA) --> MSB(2) match --> residue: 8
Session 1 (SSS=0b881) --=> MSB(2) match --> residue: 1

01 bit residue

Residue: 1 bit

NB: 0 bit if single M 2 X0

session S




VOICI compressed, example

6Lo mesh network with

® 6LN (end device)
® O6LR (mesh router),
® ©6LBR (border router)
_ T + PR + SCHC ~ #---n-mm- +
® Session 0, shared over 6Lo mesh network | 6LN | SCHC Sess.® | 6LBR | Sess.@ | Server | SCHC Sess.1
| | Sess. 1 | | | | Sess.2
| | Sess.2 +----| [— + |
Internet | | [ | | |
. . to-—t---t | e + tommm oo +
® Server running CoAP and CoAPs reachable via 6LBR | |
| f=l==f=e=t
| | 6LR | SCHC
Traffic b + | Sess.@
® 6LN CoAP and CoAPS traffic to Server I I
® 2 SCHC Sessions multiplexed (SSS = {0b000, 0b001} A *
shared between 6LN and Server 6Lo Network Internet
P X
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VOICI compressed, example

+- - o + —+
Sess.ID1 | | CoAP |CoAPS| | Sess.ID
3 strata | doome s H
+===] | UDP | |---+
® COAP/UDP, Session ID 1. | T e A
® CoAPS/UDP, Session ID 2. | |
® IPV6/VOICI, Session ID 0. N N e L
| SCHC Dat.1] |SCHC Dat.2|
e -t o ———— +
On 6LN | |
oo m oo o +
SSS:0b0BB | SSS:0b0O1T
® Inst.1 compresses UDP/CoAP and produces SCHC Dat.1 - oo o +
Sess.IDO | | VOICI |
| o - +
® Inst.2 compresses UDP/CoAPS and produces SCHC Dat.2 T--I | IPv6 I
+- - +
I
® VOICI encapsulates SCHC Dat1./Dat.2 with SSS:=0b00{0,1} +§(_:|:|(_:+|3_E_é+
IPv6 Next Header set to SCHC Jl, ______ ?_L_Jl,

® Inst.0 compresses IPv6/VOICI and produces SCHC Dat.0

(VOICI.SSS MO/CDA set to MSB/LSB and TV set to 0b00) M. 0
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VOICI compressed, example

Transport over 6Lo Network
® 6LN encapsulates the resulting datagram, i.e.,
concatenates SCHC Dat.0 and SCHC Dat.1/2
in the 802.15.4 payload with the SCHC
Dispatch byte set and sends it to 6LR.

6LR detects the SCHC dispatch byte and
dispatch the frame to Inst.0. Inst.0
decompress SCHC Dat.0, retrieves IPv6
header (and VOICI) and forwards to 6LBR.

6LBR detects the SCHC dispatch byte and
dispatch the frame to Inst.0. Inst.0
decompress SCHC Dat.0, reconstructs IPv6
and VOICI headers. 6LBR forwards the IPv6
frame to its destination, outside of the 6Lo
network.

oo +
Inst.o +-1-> IPv6 -
decompresses | +------------ +
ittt + : S ettt +
[SCHC Dat.1/2| | |SCHC Dat.1/2]
Fommmmmm - R = = s o T +
|SCHC Dat.® | +-|-SCHC Dat.@ |
ommmmmooo- + T +
| 6Lo | | 6Lo |
Fommm e + e it +
| 882.15.4 | | 862.15.4 |
to—m - oo + Fommmm - +--——t
I A

| 6LN forwards | | 6LR
+-———- to-6LR----- + +----t

6LN 6LR

-+
|
|
| +=====----- +
| |SCHC Dat.1/2]
|
|
|
|
|
|
|

Fommmm e m + Inst.® reconstructs

| SCHC Dat.f--|--------- +

Fommmm - + |

| 6Lo | \%

Fommmm + Fomm - +

| 8062.15.4 | | VOICI |

Fommmm + Fomm - +
v A | IPv6 |
forwards | L E LR EE e +
0-6LBR----+

6LBR
E:\/\//\/\:a
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VOICI compressed, example

Transport over the Internet,
processing at destination

Fomm - +
) | CoAP |
® ©6LBR forwards the IPv6 frame to its R +
.. | UDP |
destination. o e e +
A
. . . e + OO e + $SS:6bo606
® Destination dispatches SCHC Dat. to Inst.1/2 |SCHC Dat.1/2| |SCHC Dat.1/2|--------- .!.
e + OO e + | SSS:6boa1
based on SSS value. | vorcr | | vorcr | v
Fommm - + Fommm - + R +
® Inst.1/2 decompress UDP, CoAP/S headers l____f'f‘_’f’____l l _____ f'f‘_’f’___l ,',_(_:?’f?_l
| Eth | | Eth. | | UDP |
F-——- +----= + +---——- A + Fomm - +
® CoAP/S server process the message. | |
| 6LBR forwards
+----to-dest.------ +
6LBR Dest
PR S
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VOI(CI, voila

In short,

® Proposed as Multiplexer for SCHC (and beyond)
that we can use as Dispatcher/SCHC Control Header

® Modular multiplexing only,
+ Integrity,
+ Original Eth/Pn/NH restoration
® Adaptive (1 byte <7 sessions), 2 bytes for <134 sessions, 3 bytes for > 134

® SCHC-Compressible 1 bit for 2 Sessions (0 bit for 1 Session)
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References & Working Group Feedback

Document available at

First impressions? Did I miss something or should we do differently?

Thank you for you attention
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https://datatracker.ietf.org/doc/draft-lampin-voici/
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