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Why Agents Need a SCIM Resource Type

AI agents are entering production workflows, automating tasks, calling APIs, and querying data, and they 
need a first-class SCIM resource, just like users and groups.

User + Group
The SCIM resource types most used today; 
there is no Agent concept

Ad-hoc
How agent accounts get provisioned without 
a standard, outside identity management

CURRENT STATE

– SCIM has User and Group resources but no Agent concept.

– No standard way to say who owns an agent or what groups it is 

in.

– Ad-hoc solutions emerge that do not integrate with existing 

identity management.

GOAL

Define a SCIM ‘Agent’ resource extension so agents can be provisioned, authenticated, authorized, and managed through 
the same identity infrastructure as users.
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Changes Since IETF 125

SINGLE DRAFT   The two prior drafts (draft-abbey-… and draft-wahl-…) are replaced by one consolidated draft:

datatracker.ietf.org/doc/draft-wzdk-scim-agent-resource

WHAT CHANGED

– Numerous attributes dropped from the core Agent schema - the draft trims the resource down to a 

deliberately minimal set.

– The intent is a minimalistic core schema defined alongside the Agent resource itself.

– Additional attributes are expected to be added through extension schemas layered on the Agent resource, 

not the core.
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What Is an Agent? (in the context of SCIM, identity lifecycle management and governance)

“Agent” is overloaded. It can name the persistent definition we govern — or a single, task-bound instance spun up for one job, then 

gone. That distinction is what decides what belongs in the SCIM resource.

The Template BLUEPRINT · CLASS

e.g. “the Travel Assist Agent”

– A persistent, reusable definition — identity, 

ownership, permission envelope — managed like a User

– Not task-bound; no running workload of its own

– No runtime credentials of its own — could carry the 

SPIFFE ID URI pattern (spiffe://example.com/foo/*) and 
OAuth client IDs its instances use/inherit (potential, 
not in current IETF drafts)

A Running Instance RUNTIME

e.g. Danny books an IETF flight via Travel Assist

– Ephemeral, task-bound instantiation of the 

blueprint

– Spun up for one job, then gone

– Is issued its own SPIFFE ID / workload identity

– Too short-lived to manage directly via SCIM or 

other governance APIs — inherits from the managed 
template instead

SCIM Agent = the template. No SPIFFE ID on the resource itself — but its runtime envelope (which trust domains its instances 

may run in, how many can run at once) is what belongs here.
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The Agent Resource

A distinct SCIM resource type, not a special kind of User, so human and agent accounts are never conflated.

Attribute Type Required Details

agentUserName String Yes Unique, human-readable identifier (like userName)

displayName String Yes Human-readable name for the agent

description String No What the agent does

active Boolean Yes Administrative status; can be deactivated

owners Complex[] No Users, Groups, or Agents responsible for this agent

CORE SCHEMA   urn:ietf:params:scim:schemas:core:2.0:Agent

id
server-assigned

externalId
provisioning key

meta
resource metadata

schemas
schema URNs
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Example Agent Resource

{

"schemas": ["...core:2.0:Agent"],

"agentUserName": "tour-guide-agent",

"displayName": "Tour Guide Assistant",

"active": true,

"owners": [ ... ]

}

A single Agent resource, owned and managed like any User. Full JSON in the appendix.

K E Y  F I EL D S

– agentUserName: unique, human-

readable handle

– displayName and description: what it 

is and does

– owners: responsible Users, Groups, or 

Agents

– active: deactivate without deleting
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The owners Attribute

STRUCTURE

Sub-attributes

– value: the id of an owner 

(immutable)

– $ref: URI of the owner (read-

only)

– displayName: for convenience 

(read-only)

SEMANTICS

What owners means

Multiple owners allowed:

– a person and a team can both 

be responsible

– owners can be Users, Groups, 

or Agents

– Governance and accountability

only, not authorization

– No on-behalf-of rights; 
permissions set separately

USE CASES

Why it is useful

– Accountability: who is 

responsible for the agent

– Delegated management: a team 

owns the lifecycle

– Nested: an Agent owned by an 

Agent owned by a team
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Provisioning & Lifecycle

OPERATIONS  Agents are provisioned and managed with ordinary SCIM CRUD on the /Agents endpoint.

FILTERING   Standard SCIM filters apply: by agentUserName, displayName, active, or owners.

filter  agentUserName eq "tour-guide-agent"   ·   owners[value eq "user-123"]

CORE SCIM OPERATIONS

Operation Method Purpose

/Agents POST Create a new agent

/Agents/{id} GET Retrieve a single agent

/Agents GET List and filter agents

/Agents/{id} PATCH Update agent attributes

/Agents/{id} DELETE Deprovision an agent
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Authentication & Authorization

The extension defines how an agent identity is represented, not how it authenticates or is authorized.

scope: out

– How agents authenticate (OAuth, 

JWT, API keys)

– How services authorize agent 

actions

– Whether agents inherit group 

permissions

// implementation-specific

scope: in

– Representing the agent identity 

(who / what it is)

– Representing ownership and 

accountability

– Integrating agents into group 

structures

// the identity model

why: tight

– Authn and authz are 

implementation-specific

– Service models differ (embedded 

vs external)

– Tight scope increases adoptability

// keeps scope adoptable

IN SCOPE vs OUT

The profile says who / what the agent is and who is accountable; how it proves its identity and what it may do are left to 

implementations.
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Call for Working Group Adoption

We ask the SCIM Working Group to adopt 

draft-wzdk-scim-agent-resource as a working group item.

– One consolidated draft replaces the two prior drafts.

– A deliberately minimal core schema, extensible via extension schemas.

– Tightly scoped to identity representation and accountability, for high adoptability.
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Full Agent Resource (JSON)

{

"schemas": ["urn:ietf:params:scim:

schemas:core:2.0:Agent"],

"id": "95cfaafb-0827-4c60-8236-...",

"agentUserName": "tour-guide-agent",

"displayName": "Tour Guide Assistant",

"description": "Handles tour bookings",

"active": true,

"owners": [

{ "value": "user-123",

"$ref": ".../Users/user-123",

"displayName": "Alice Manager" },

{ "value": "group-456",

"$ref": ".../Groups/group-456",

"displayName": "AI Team" }

],

"externalId": "ext-agent-001",

"meta": { "resourceType": "Agent",

"location": ".../Agents/95cfaafb" }

}

The complete Agent resource, including externalId and meta.

K E Y  F I EL D S

– agentUserName: unique, human-

readable handle

– displayName and description: what it 

is and does

– owners: responsible Users, Groups, or 

Agents

– active: deactivate without deleting
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