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Binding Levels

Level Secret Handshake state

1 DH shared secret (g xy ) g x from ClientHello and g y from Server
2 Client’s handshake traffic key (htsc) complete ClientHello and ServerHello
3 Client’s application traffic key (atsc) ClientHello up to ServerFinished

• Increasingly stronger binding to the connection

G3 ⇒ G2 ⇒ G1 (1)
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Binding to Client Handshake Traffic Secret is Not Sufficient
Devil is in the Details!

log_HC......

log_HS......

......log_HC

......log_HS

log_FS...... ......log_FS

1

2

log_CRTS......

log_CVS......

......log_CRTS

......log_CVS

log_FC...... ......log_FC
{Finished}kch2d

Role Legend
TLS
RA

Initial knowledge

ClientHello (+ gx)

ServerHello (+ gy)

{Certificate = cert}ksh    

{Finished}ksh

1a

2a

1b

2b

2c

{CertificateVerify = sig}ksh   

Unauthenticated
 Key Exchange

Authentication

Private key
Public key
Running hash
Secret Key

Colour Legend

Verifying RP
Client

pubAK
Attester
Server

privEK

log_EES...... ......log_EES
{EncryptedExtensions}ksh1c

exp0 = f1(log_HC)
Compute gy and gxyexp0 = f1(log_HC)

kch = f3(htsc) kch = f3(htsc)
htsc = f2(gxy, log_HS)

atsc = f4(gxy, log_FS)
kc = f3(atsc)

atsc = f4(gxy, log_FS)
kc = f3(atsc)

3 [Secret]kc 3 Application
Traffic

Level 1

Level 2

Level 3

{ } HS traffic
[ ] App traffic

Compute gx

htsc = f2(gxy, log_HS)
Compute gxy

Encryption legend

• htsc: used for encryption of clientFinished message (2d).
• Irrelevant for security goals
• Server not yet authenticated at this point

• atsc: used for encryption of application data (client’s secret, e.g.,
decryption key)

• Relevant for security goals
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	Relay Attacks in Intra-handshake Attestation

