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Binding Levels

Level | Secret Handshake state
1 DH shared secret (g) g* from ClientHello and g¥ from Server
2 Client’s handshake traffic key (htsc) | complete ClientHello and ServerHello
3 Client's application traffic key (atsc) | ClientHello up to ServerFinished

® |ncreasingly stronger binding to the connection
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Binding to Client Handshake Traffic Secret is Not Sufficient

Devil is in the Details!
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® htsc: used for encryption of clientFinished message (2d).

® [rrelevant for security goals
® Server not yet authenticated at this point

® atsc: used for encryption of application data (client’s secret, e.g.,

decryption key)
® Relevant for security goals
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	Relay Attacks in Intra-handshake Attestation

