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job@bsd.nl

What's this slot?

Interactive informal open-microphone session about ASPA
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We've been working on it for some time! :-)

BGP AS_PATH Verification Based on Autonomous
System Provider Authorization (ASPA) Objects
draft-ietf-sidrops-aspa-verification-27
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The objective & current status

Get the following three documents across the finish line:

» draft-ietf-sidrops—aspa-verification
» draft-ietf-sidrops-aspa-profile
» draft-ietf-sidrops-8210bis

These three documents currently are in WGLC
Outside-WG reviews seem to be ok so far:

» Disambiguated CAS vs CAs
P Added security section

» Spelling/grammar fixes

> ...

Todo: ordering of 8210bis sections?
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Implementation - ASPA AS_PATH verification

OpenBGPD

BIRD

NIST-BGP-SRx

rtrlib

FreeRTR

. and commercial vendors have tangible plans

vVvyVvyVyYVYYy
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Implementation - ASPA profile (signed object)

Signer

> RIPE NCC
Krill
APNIC
ARIN
BaRRy

vvyyvyy

R

T

rpki-client
Routinator
Fort
rpki-prover

Currently ~ 2,400 ASPA objects in the global RPKI!

vvyyvyy

Seems a sealed deal.
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Implementation - RFC8210bis
> Tom's integration matrix testing is HERE

Interoperability testing

See https://github.com/APNIC-net/rpki-rtr-demo/tree/main/interop [© .

Servers
openrtrd (main)  rtrtr (0.3.3)  rpki-rtr-demo (main)
v0_connect Y Y Y
v1_connect Y Y Y
v2_connect Y Y Y
accepts_reset_query Y Y Y
sends_cache_response Y Y Y
sends_end_of_data Y ¥ Y
sends_serial_notify Y Y Y

mamanta marial mnarg ma As v v v
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https://wiki.ietf.org/en/group/sidrops/implementations/draft-ietf-sidrops-8210bis

Interop issue

One minor state machine aspect came up:

» Section 5.1/5.3 Cache Reset vs Error Report ambiguity
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Any other business?

AOB TO SHIP ASPA ASAP
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