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The update moves routing-dependent SAV state out of RPKI

OLD: Profile-01 / Usage-02
One SOA bound a subscriber, a provider, an optional destination prefix, and a
predecessor list in RPKI.

Why we change it?
Pair-specific routing state caused signed-object churn, synchronization delay, and
unnecessary global disclosure.

NEW: Profile-02 / Usage-03
SOA is now an AS-level service profile; dynamic predecessor state moves to an
authenticated private channel.

Core principle
RPKI carries stable trust bootstrap; the bilateral channel carries fresh SAV state.



Main change 1 — SOA becomes a stable bootstrap profile

The RPKI object changes only when the service profile changes.

Object Object

Pair-specific authorization AS-level service profile

Carries Carries

subscriber  provider ¢ optional dstIP « predecessor list role « descriptor * endpoint « protocol * public key ¢ serial
Updated when Updated when

Routing-dependent state changes Endpoint, key, or profile epoch changes



Main change 2 — state synchronization becomes bilateral

01. Publish profiles
Subscriber and provider advertise role, service descriptor, endpoint, and channel key.
02. Discover + validate
RPKI validation authenticates the publisher and the bootstrap material.
03. Accept relation
The provider checks compatibility and local policy; no service relation exists before
acceptance.
04. Authenticate channel
The TLS peer key must match channelPublicKey in the validated SOA.
05. Synchronize state
CBOR SNAPSHOT establishes state; DELTA and WITHDRAW update it; gaps trigger
RESYNC.



Predecessor state Is provider-specific and evidence-aware

Per-provider computation

The subscriber derives a provider-specific predecessor set; the exact inference algorithm
remains for later version.
Evidence-aware entries

Entries may be BGP-only, data-plane-confirmed, bgp-and-data-plane, operator-confirmed, or
temporary-exception.
Minimal disclosure

Only the required provider-specific set is shared—never raw paths, traceroutes, or complete
policy.
Fresh-state gate

Only Fresh state may yield path-consistent; stale or missing state triggers resynchronization
and fail-open handling.



The redesign improves deployability and preserves trust

Less RPKI churn

Only profile, endpoint, key, or epoch changes require a new signed object.
Faster convergence

Triggered snapshots and deltas avoid repository polling for routing-dependent updates.
Clearer authorization

Provider acceptance creates the service relation; TOA or ROA matching separately defines
protected prefix scope.
Safer failure handling

Sequence, freshness, and replay checks expose stale or unavailable state; the data plane fails
open and resynchronizes.



Thank you for any comments!
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