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History

* This draft, presented at the IETF 116 in SPRING WG.
- 1. mechanism for legitimate SRv6 traffic passing thru firewall.
- 2. mechanism for preventing falsified VPN SID.
« InIETF 123, comments are mainly on preventing falsified VPN SID.
- People thought the scenario for this mechanism is theoretical
* InIETF 125, update the draft per comments from IETF 123
- remove “mechanism for preventing falsified VPN SID” from the draft.
- Keep only mechanism for legitimate SRv6 traffic passing thru firewall
- In this revision, update draft per comments received from 125 meeting and mail discussion
- Add non-VPN SID for source
- Arecommendation is added when a packet matches multiple SIDs of varying granularities.
- ICMP handling for SRv6 ping and ICMP error generated on transit node

- Add Implementation/Security Consideration/Compressed SID Consideration



Problem & Solution Recap
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Update 1: Section 2(SID as source)

* Section 2.1 (User traffic)
e Add section 2.1.1 (IP VPN over SRv6)
« 3 granularities (per-ac, per-vrf, or per-prefix) coesist case
* use the most granular available SID as source address
e Add section 2.1.2 (Global IP over SRv6)

 use the DT*/DX* as source address

* Section 2.2 (ICMP traffic)
* More specific on what SID can be used
* SRv6 ping, MAY use End SID in order to verify the return path
* ICMP error generated in SRv6 transit node, MAY use SID on which the error triggered

* the head-end can immediately pinpoint exact SID and node on which the error occurred



Update 2: Section 4~6

* Section 4: Considerations on SRv6 Compression
* Recommended: the last destination address remains uncompressed and be carried as the last
elementin the SRH.
* Section 5: Implementation Status
* New H3C Technologies
 H3C CR16000 and CR19000 series routers(running version 7.1.119 and above)
* Section 6: Security Considerations
* Impacts:
* Larger space of source address may impair traceability mechanisms that rely on source
address validation
* Potential firewall session table overflow
* Recommendation:

* Deployment of this mechanism requires strict operational controls



Next Step

 Would like to have WG feedback
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