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History

version 00

» Initial proposal: hop-by-hop crypto + basic TLV
e version 01
* Replace the linear combination of HMAC with iteration HMAC computing on each node. And
introduce new TLV
e version 03
* IANA update to TBD
* version 04
* Added detailed description of the verification process
* version 05
* Added two specific algorithms (HMAC-SHA256, AES-CMAC-128); 128-bit seq numbers;

* new sections: Algorithm Selection, Operational Consideration, Backward Compatibility;



Problem Recap

* The actual forwarding path may not match the path in SRH, which may suffer from

injection attacks.

Attack traffic: SRH (P1, P3, PE2) w/ HMAC captured from user traffic
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Figure 1: Example topology



Proposal & Update

* Hop-by-hop iterated authentication tag computation
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- Type (1 octet): TBD, SRv6 SID Verify TLV

- Length (1 octet): The length of data in bytesx,

- AlgoID(4 bits): The authentication algorithm IB.

- 5(1 bit): @/1 indicates presentation of sequence

- Seguence Number(@ or 128bits): SN is for replay at
prevention.

- Auth Tag: Value produced by authentication algorithm, i
multiples of 8 octets.

- Reserved (1 octet): MUST be set to zero on transmission,
ignored on receipt.

Figure 2: SRve SID Verify TLV
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Computational Cost Analysis

* Two algorithms are propossed.

! Llzorithm MName ! Block Size ! futh Tag Len ! Eev Len ! SH Len ! BOth can be handled in 400G Iine rate WI
| HMiC-SHA-256 | E12 bits | 1632 bytes | 32 bytes | 0 7 128 | H

| | | | | bies | HW encrypt engine.

i AES-CMAC-128 i 128 bit=s i 16 bytes i 16 bytes i 0" o128 i

| | |  bitz |

Table 1: 5Evf 5ID Verify Algorithma

*Per-packet input msg len for authentication on each node: auth tag(128) + DA(128) + SN(128) = 384bits
* HMAC-SHA-256:
*  Msg: 512bits
e Computational cost: 2 * SHA256
* AES-CMAC:
« :128bits

* Computational cost:



Misc.

* Operational Consideration
* single algorithm for an SRv6 domain
* sequence number is RECOMMENDED for replay attack.
* Backward Compatibility
* Nodes that do not support the SRv6 SID Verify TLV MUST ignore it
« If a path contains any node that does not support the TLV, path verification MUST NOT
be enabled for that path.
* Security Considerations
* Key Management Considerations

* Replay Attack Prevention



Next Step

 Would like to have WG feedback
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