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A lot of spaghetti on the wall — bon appétit

| threw a lot at the wall. With the working group's help and many individual discussions, VESPER is now focused on its core.

4 N ( )
Where we started — IETF 121 Where we are — a targeted profile
* Notary Agent, claim graphs * Only a few genuinely new normative items
» Vetting / RTU / RCD / Consent Claim Agents » Everything else by normative reference to other WG
- VESPER Wallet . e

* Reusable mechanisms pulled into their own drafts

* VESPER = composition + a portable RTU Token
« Everything required is encapsulated in the certificate
— as it should be

» Selective disclosure / zero-knowledge proofs
* New machinery to define and defend
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The STIR journey — crawl, walk, run

STIR and SHAKEN put carrier-attested authentication in the network — real, required, and working. VESPER is intended
intended to add the user- and telephone-number-level authentication STIR originally set out to provide.

Crawl

STIR + SHAKEN deployed
Carrier attestation
» Authority tokens (STI-PA)

Call diversion (div)

Walk

Delegate certificates
Short-lived certificates
Connected identity
Rich Call Data (RCD)

Certificate transparency

.

Run

* Unite network- and user-level (TNs)
authentication

+ Entity association

* Tighten the trust equation

VESPER focuses on the original destination — profiling a TN-level authentication meant to compliment and work
along side of the SHAKEN industry adopted foundation.




VESPER — a profile of STIR building blocks

Verifiable STI Presentation and Evidence for RTU — not new machinery, a composition of STIR building blocks that each
each stand on their own.

( ) ( ) ( )
TN 2 Domain Binding TN Attributes Certificate Transparency
draft-wendt-stir-tn-domain-binding draft-wendt-stir-cert-tn-attr-ext draft-ietf-stir-certificate-transparency
New — standalone draft New — standalone draft Working-group item

\ J . J \_ J
Delegate Certificates Authority Tokens (ACME) Connected Identity
RFC 9060 RFC 9447/9448 - JWTClaimConstraints RFC 9970
Existing STIR Existing STIR Existing STIR

VESPER composes these blocks into one trust artifact, the delegate certificate, and adds only the framework glue: the
certificate repository/discovery model, the PASSporT usage profile, and the portable RTU Token.




Entity identification — TN 2 domain binding

The entity identifier proposed is a domain URL in the certificate SAN, validated with existing ACME domain-validation and co-
validated with the telephone-number authority into a single certificate.

r

» Cross-channel verification — feature verified numbers on the web, check a message's URL or an email's domain against the number; real coverage for
multi-channel fraud

« Two independent chains — neither derivable from the other; compromising the binding requires both

» Complements RCD, not a replacement; coexists with the SHAKEN CN profile

Phase 1 — Prove domain control — Phase 2 — TNAuthList authority token
dns-01 / http-01 (ACME) RFC 9447 / 9448
'
( )
Bound certificate - Phase 3 — Binding issuance (atomic)
dNSName SubjectAltName + TNAuthList (TNs and/or SPC) CA validates BOTH or issues nothing
. J




Building block: TN Attributes extension

Self-asserted attributes about the associated telephone number(s), no authority token required.

id-pe-tnAttributes - non-critical X.509 extension - self-assertion principle

r ™
pps-uris (
PASSporT Placement Service locations (enabling)

\ J

r ™
do-not-originate
these numbers do not originate calls

\ J

r ™
do-not-originate-messaging
independent per-channel signal for messaging

\ J

r ™
authorized-originators
SPCs the holder authorizes to originate / attest

- S
Extensible
new attribute types via an IANA registry \

\_ J

PPS (PASSporT Placement Service) renames RFC 8816°s Call Placement Service (CPS) to avoid the clash with the PKI “Certification Practice Statement”— WG feedback welcome.
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transparency log

round-trips on the call path

carrying TNAuthList

for STI credentials
» Profiles RFC 6962 for STI certificates and delegate certificates

e Embedded SCT in the certificate — verification is offline, no

 draft-ietf-stir-certificate-transparency

» Monitors detect mis-issuance — of telephone numbers, RCD

authority, and entity/domain bindings

« Transparency helps validate certificate trust across the

ecosystem

A VESPER building block: auditability and mis-issuance detection for telephone-number credentials.

|



How VESPER composes the blocks

-
( )
TNAuthList authority token VESPER delegate certificate
RFC 9447 / 9448
(a bound cettificate)
- J
s N * TNAuthList — right-to-use
Domain control « dNSName domain [binding]
\dns_m/http_m ) « TN attributes (optional)
g . « Embedded SCT [transparency]
« JWTClaimConstraints (optional)
Transparency log
SCT
- J L

r

signs

\ 4

.

PASSporT
in SIP signaling

(

.

Portable RTU Token
outside SIP

Relying party verifies

chain to STI trust anchor
constraints

TNAuthList authorizes orig - embedded SCT - binding rule: xX5u domain = dNSName - claim




Issuance and lifecycle

RTU Authority — Subject / CA
issues TNAuthList authority token ACME: token + domain control
l
( )
Transparency log «— CA co-validates Ao
records cert — embedded SCT both proofs — bound delegate cert s\g\’\ alure
\. J - /
" .
» Short-lived certificates — currency maintained by reissuance, not ongoing
monitoring

« Each issuance re-checks domain control and requires a freshly validated
authority token

* Automated renewal via ACME; bounds how long a stale or mistaken
binding stays usable



Authentication and verification profile

Authentication Service (originating)

» Construct PASSporT: orig, dest, iat, optional claims

« Sign with a VESPER delegate cert whose TNAuthList
authorizes orig

« Convey the chain inline via x5c¢

+ x5u — the certificate at its domain-hosted repository

Verification Service (terminating)

« Validate signature; chain to a STIR trust anchor
» Confirm TNAuthList authorizes orig
» Validate the embedded SCT; check claim constraints

« Additional Binding rule: x5u domain matches the
dNSName SubjectAltName

Optional Connected Identity: the destination returns a rsp PASSporT signed by a delegate cert authorized for dest —

mutual verification of both parties.




VESPER out-of-band (-03)

Same RFC 8816 model, applied to per-TN delegate certificates rather than provider-level SHAKEN.

* Discovery bound to the number — pps-uris in the TN
Attributes certificate tells verifiers where to retrieve
PASSporTs; no separate directory to trust

s

« Connected identity, out of band — adds the operation to
place and retrieve verified answering-party identity (RFC
9970), making the model bidirectional

« Authorized per number, by the certificate — each publish,
retrieve, and respond is signed by the delegate certificate’s
right-to-use for that number, not a provider-level credential

* Not limited to calls — the same publish-and-retrieve model
carries PASSporTs for messaging and other out-of-band uses,
wherever there is no in-band path
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Adopt this work

A profile of STIR tools — not new machinery

Building blocks stand alone

A clear profile for industry to adopt TN-based certificates
— enhanced entity trust with domain association

Open question — does draft-wendt-stir-vesper-use-cases-04 need adoption? I'm fine either way.

[ Let's build a definitive profile for TN-based certificate authentication using STIR tools. ]
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