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Problem Statement
•Currently, TCP-AO supports only HMAC-SHA-
1-96 and AES-128-CMAC-96

•NIST advises transitioning from SHA-1 to 
SHA-2 or SHA-3 by December 30, 2030

•NIST allows 96-bit MAC truncation for 
selected purposes only

2



Juniper Public

Solution Constraints
• TCP-AO length must not exceed 20 bytes (i.e., one-half 

of available TCP option space)
• 4 bytes (32 bits) header
• 16 bytes (128 bits) MAC

• SHA2 can produce 224, 256, 384 and 512-bit MACs
• HMAC allows MAC truncation, but only to one half of MAC 

length [RFC 2104]
• Limits HMAC choices
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Document Status

•Significant rework since IETF 125
•Significant review from Eric Biggers, John 
Mattsson, Russ Housley and Ping Chen

•Adopted by TCPM WG
•The following are updates
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Authentication Algorithms
•Key Derivation Functions

• HKDF-SHA256
• KMAC256-KDF

•MAC Algorithms
• HMAC-SHA256-128
• KMAC256-128
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Test Vectors

• New appendix contains test vectors
• Used to validate the correct implementation of TCP-

AO and the cryptographic algorithms
• Test data identical to that used in RFC 9235

8



Juniper Public

WG Ask
•SECDIR review

• Particularly on Section 3.1
•A second implementation to verify test vectors
•Finally, a call for adoption
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