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Data Representation Formats
Serializing Data into a File, a Communication Channel

• Platform-specific Formats (dynamic programming languages)


• Python: Pickle; Ruby: Marshal; Perl: Data::Dumper, Storable;  
Erlang/Elixir: erts/Bert; PHP: serialize, …


• Formats for specific Areas of Application


• CSV, Sqlite3 (!), HDF5, …


• ➔ Platform-independent, widely applicable Formats
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Standard Data Representation 
Format Frameworks

Encoding Data 
Definition Who When Stolen from

BER/DER ASN.1 X.400 1983 Courier

XML
DTD,  

W3C Schema, 
Relax NG

W3C ~1995 SGML

JSON (Various) ECMA, 
IETF ~2005 JavaScript

CBOR CDDL IETF 2013 Msgpack
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The two big decisions (1): Schema-Dependence
• Data Model (Data Definition Language, DDL, Schema) vs. Serialization:  

Independent or entangled (schema-dependent)?


• XDR (STD67): Need to know data model to decode at all  
(Type and partially Length come from model)


• ASN.1: Designed by programming language people ➔ focus on DDL


• “BER” serialization actually schema-independent  
(but never discussed on its own)


• XML: Liberate SGML from schema-dependence


• JSON, CBOR: independent of specific data model
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JSON Generic Data Model
(Here: Specified in CDDL)

value = null / false / true 
      / number            ; IEEE 754 binary64 FP 
      / text              ; UTF-8 text string 
      / array / map 

array = [* value]         ; (≥ 0) values 
map =   {* text => value} ; (≥ 0) key/value pairs 
                          ; a.k.a. »object«
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The two big decisions (2): Text or binary?
• Serialization/Encoding: Into text (UTF-8), or into bytes (binary)?


• Text-based serialization:  
Delimiters (“), escaping (“abc\ndef”) ➔ “parsing” 
Need base64 etc. for binary data transparency


• Binary serialization:  
TLV (Type-Length-Value) coding 

Internet application protocols were often text-based (e.g., FTP, SMTP, HTTP/1.1)


Recently moving to binary-encoded protocols (e.g., HTTP/2, HTTP/3)
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JSON: RFC 8259 (STD90)
• Rebellion against XML:  Back from document model  

to data model that a programmer would use 
• false/true/null, numbers, strings; array, “object” (map) 

• Text-based serialization from JavaScript (delimiter-based) 
• Originally decoupled from JavaScript data model 
• Serious impact of JavaScript data model limitations  

(➔ “I-JSON”, RFC 7493) 
• “JSON style”: use string-indexed maps as structs;  

extensibility on field names (map keys) 
• DDLs: many: json-schema.org, CDDL, YANG

9



CBOR: RFC 8949 (STD94)
• Build on JSON data model (inspired by msgpack),  

stay simple, add extensibility (“Tags”) 
• Add byte string data; use binary serialization; 

separate integers from (IEEE754) floats 
• Embrace record/vector (array), struct/table (map) 
• TLV, but use byte lengths only at leaves  

(counting items otherwise) 
• Initial use: IoT, now normatively in 100+ IETF specs

10



Concise (Counted) Streaming (Indefinite)
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Security considerations for 
interchange formats

• Interchange failures, check/use deviations 
• Bugs in decoders: 

• TLV redundancies are hacker’s playground 
• Decimal number encoding is surprisingly hard 

(CVE-2010-4476 – Java, CVE-2010-4645 – PHP) 
• cf. “LANGSEC” movement (langsec.org): 

• Stop ad hoc programming of input handling,  
treat valid inputs as a formal language; input-
handling as a recognizer for that language.
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COSE: CBOR Object  
Signing and Encryption

• Do for CBOR what JOSE did for JSON: Object Security  
• COSE WG started 2015-06-03, initial Focus: IoT  

• Much easier: no base64 

• Now RFC 9052 (STD 96) 
(RFC 9053 fills algorithm registry, RFC 9054 hashes; 
 RFC 9338 advanced countersignatures; + 10+ more) 

• Initial Customer: Internet of Things/Web of Things 
• now used in many other environments (100+ IETF specs)
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COSE Object

Headers

Payload

Signature

COSE_Sign1
Headers

Ciphertext 

COSE_Encrypt0
Headers

Payload

MAC

COSE_Mac0

Algorithm, Key Identifier, … Algorithm, Key Identifier, … Algorithm, Key Identifier, …

Plus variants for multiple Signers/Recipients 14



Deterministic Encoding

• One data item can have multiple serializations 
• ASN.1 had BER (choices) and DER (deterministic) 

• STD94 (CBOR) defines Deterministic Encoding Rules 

• Quite easy to do: data model already friendly 
• Based on Preferred Encoding — 

Deterministic: Extra work needed for map ordering
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https://cbor.me: CBOR playground

• Convert back and forth between diagnostic 
notation (~JSON) and binary encoding
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Language (CDDL, RFC 8610)
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Data Definition Language
(a.k.a. “Schema Language”)

• JSON: “Goto” format for structured data interchange, largely replacing XML


• (Compare: ASCII ➔ UTF-8: “Goto” format for text interchange)


• “Let's use JSON as our interface format” 
~ “Let's use ASCII as our programming language”


• Generic data model: All that can be said in JSON


• Specific data model: All that should be said in JSON for this application


• Do this (“data definition”) in English, or in a machine-readable way?
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JSON and CBOR

• JSON: RFC 8259, text-based format for structured data interchange

• Generic data model:

• Atomic data: false, true, null; numbers (decimal), text strings

• Containers: arrays, maps (“objects”)


• CBOR: RFC 8949, binary format for structured data interchange

• Generic data model: like JSON, plus:

• Byte strings (binary data); more well-defined number system

• Extension mechanism (“tags”), with batteries included (e.g., date/time)


• “Diagnostic notation” (RFC 8949, 8610) — for literature, not for interchange
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CDDL (RFC 8610)
Concise data definition language

• Background: Since 1977, text-based formats in IETF are described in BNF, 
specifically ABNF (“Augmented BNF”, RFC 5234)

• Generative grammar notation, basics are familiar to most computer people


day-name = "Mon" / "Tue" / "Wed" / "Thu" / "Fri" / "Sat" / "Sun" 

• ABNF has slight idiosyncrasies, familiar to many IETF people

• Idea 2014/2015: Let’s do an ABNF-like grammar for structured data ➔ CDDL

• Learning from XML: W3C Schema ➔ Relax-NG ➔ Relax-NG Compact

• CDDL standard published in 2019 as RFC 8610

• Active work on extensions continues in IETF CBOR WG (“CDDL 2.0”)
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How RFC 7071 would have looked like in CDDL
Much of the technical content of RFC on one slide
reputation-object = {	 	 ; This is a map (JSON object) 
  application: text	 	 ;  text string (vs. binary) 
  reputons: [* reputon]	 	 ;  Array of 0–∞ reputons 
}	 	 	 	  

reputon = {	 	 	 ; Another map (JSON object) 
  rater: text	 	 	  
  assertion: text		 	  
  rated: text	 	 	  
  rating: float	 	 	  
  ? confidence: float	 	 ; “?” == optional 
  ? normal-rating: float	 	  
  ? sample-size: uint	 	 ; “uint” == unsigned integer 
  ? generated: uint	 	 	  
  ? expires: uint		 	  
  * text => any	 	 	 ; 0-∞, express extensibility 
}
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Types and Groups
What do CDDL productions name

• Specification = set of productions, assigning a name to a sub-grammar

reputation-object = { … } 
reputon = { … }   

• ABNF: sub-grammar names a set of text strings


• CDDL: sub-grammar names either


• set of data items (types), or


• set of sequences of key/value pairs (groups)


• Top-level (first) production in CDDL: always a type


• ➔ a CDDL specification specifies a set of data items
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Types

• A type is a set of data items allowed in this type


• Predefined types (defined in “prelude”)

      uint        text      bytes        time 

• Not necessarily congruent with types in programming languages

foo = 1 / true / "bar"  

• Literal: notation for a type with a single data item in it

      1     true     "bar"     6.28     -Infinity     0xFF  

• Type choice: Combine types into the union set

label = uint / text
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More type notation

• Text string notation has backslash escapes from JSON

      "\\"    "foo\n"     "\u20ac" == "€"    "\ud83e\udd26" == "🤦" 

• Byte strings: Single quotes: text, hex, base64

      '@/*' == h'402f2a' == b64'QC8q' 

• Ranges specify an interval (a..b closed, a…b open):

uint16 = 0...65536       uint16 = 0..65535 
uint16 = 0..0xFFFF       uint16 = 0...0x10000 

• Control operators constrain target type (lhs) with control type (rhs)

uint16 = uint .size 2 
nai = text .regexp "[A-Za-z0-9]+@[A-Za-z0-9]+(\\.[A-Za-z0-9]+)+"
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Groups: create sequence

• Build arrays by providing the element types:

rgb = [r, g, b] 
r = byte       g = byte       b = byte 
byte = uint .size 1 

• Can use ABNF-style occurrence indicators

labels = [* label]  ; ABNF: * = “zero or more of” 
rgb = [3*3 byte]    ; ABNF: “between 3 and 3 of” 

• Combine:

message = [message-type, * parameter]
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Groups can be named
Like types can be

• Combine:

message = [request-type, token, opt-parms] 
        / [response-type, token, success, opt-parms] 
opt-parms =  (* parameter) 
token = bytes 
success = bool 
request-type = 0 
response-type = 1
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Groups in maps: RFC 7071 example
Groups are sequences of key=>value pairs

reputation-object = {	 	 ; This is a map (JSON object) 
  “application”=> text	 	 ;  text string (vs. binary) 
  “reputons”=> [* reputon]	 	 ;  Array of 0–∞ reputons 
}	 	 	 	  

reputon = {	 	 	 ; Another map (JSON object) 
  “rater”=> text	 	 	  
  “assertion”=> text	 	 	  
  “rated”=> text	 	 	  
  “rating”=> float	 	 	  
  ? “confidence”=> float	 	 ; “?” == optional 
  ? “normal-rating”=> float	 	  
  ? “sample-size”=> uint	 	 ; “uint” == unsigned integer 
  ? “generated”=> uint	 	 	  
  ? “expires”=> uint	 	 	  
  * text => any	 	 	 ; 0-∞, express extensibility (text = any text string) 
}
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Noise reduction
Use barewords with ‘:’ for less noise

reputation-object = {	 	 ; This is a map (JSON object) 
  application: text		 	 ;  text string (vs. binary) 
  reputons: [* reputon]	 	 ;  Array of 0–∞ reputons 
}	 	 	 	  

reputon = {	 	 	 ; Another map (JSON object) 
  rater: text	 	 	  
  assertion: text	 	 	  
  rated: text	 	 	  
  rating: float	 	 	  
  ? confidence: float	 	 ; “?” == optional 
  ? normal-rating: float	 	  
  ? sample-size: uint	 	 ; “uint” == unsigned integer 
  ? generated: uint		 	  
  ? expires: uint	 	 	  
  * text => any	 	 	 ; 0-∞, express extensibility (text = any text string) 
}
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Occurrence, revisited

• Occurrence indicator is taken from ABNF, with + and ? added


• Including its idiosyncrasies, such as prefix notation


• * group — zero or more occurrences	 	 * 

• + group — one or more occurrences	 	 1*


• ? group — zero or one occurrences	 	 *1


• N*M group — where N and M are optional numbers:  
N to M occurrences, where N defaults to 0, and M to ∞
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Group Choices
Express basic co-occurrence constraints

• Group choices: Choose between groups, not just types:

delivery = { 
  street: text, ? number: uint, city // 
  po-box: uint, city // 
  per-pickup: true  
} 
city = (name: text, zip-code: uint) 

• Auto-generated examples (CDDL tool):

{"per-pickup": true} 
{"po-box": 3812, "name": "Whitsunday", "zip-code": 996} 
{"street": "schoolingly", "number": 4101, "name": "gonimous", "zip-code": 4462}
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Groups: Summary

• Groups encapsulate sequence (classical generative grammar approach)


• Groups provide key=>value semantics; keys are optional


• {} and [] create maps and arrays from groups


• {} for maps: uses keys and values, does not enforce sequence


• [] for arrays: enforces sequence, ignores keys (therefore optional)

rgb = [r: byte, g: byte, b: byte]  ; keys act like comments


• Groups map grammar features such as repetition, choices, embedding, …
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Advanced CDDL
When specifications get larger…

• Use /= and //= alongside = to build up productions incrementally

• Use names with $ and $$ to create “sockets” for further extension

• Generics:


message<T> = [T, * parameter] 
request-message = message<0> 
response-message = message<1> 

• Cuts: explicitly manage commitments while parsing

• Unwrapping: removing the outer layer of a type (map, array, tag) for reuse of its guts

• 37 control operators (e.g. .cbor, .cborseq, .b64c-sloppy)
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Working with CDDL

• Tools can often:

• Check a CDDL specification for syntax problems

• Validate a data item instance (JSON or CBOR) against a CDDL spec

• Generate random valid instance from a CDDL spec

• Generate some code snippets that can be used in an implementation

• Combine CDDL out of existing documents and extract relevant passages


• E.g., CDDL tools:

gem install cddl 
cddl foo.cddl generate 10 
cddl foo.cddl validate bar.json 
gem install cddlc 
cddlc -2rtcddl -irfc9393 -sinstallationmedia

33



Carsten Bormann, 2026-07-22  https://datatracker.ietf.org/doc/std94/referencedby/ 

Concise Binary Object Representation 
(CBOR, RFC 8949: STD94) 
Concise Data Definition Language 
(CDDL, RFC 8610)

34

https://datatracker.ietf.org/doc/std94/referencedby/

