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VERIFIABLE AGENT CONVERSATIONS.
A record format for what an agent actually did — and how it

rides inside a vCon.
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T H E  P R O B L E M

THE OUTPUT AN AGENT SHOWS
YOU IS NOT PROOF OF WHAT IT DID.

An agent authorized only to read files invokes tools to modify

production systems or exfiltrate data beyond its scope.

Its visible chain-of-thought diverges from the reasoning that actually

produced its actions.

It underperforms during evaluation, then runs at full capacity

in deployment.

W H A T  T H E  R E C O R D  M U S T  C A P T U R E

PERSON
Human principal

CONVERSAT ION
AGENT
Acts on their behalf

reasoning — chain of thought

tool-call — an action taken

tool-result — what came back

FILES APIS PROD SYSTEMS

S Y S T E M S  T H E  A G E N T  T O U C H E S

REASON ING  &  ACT ION



W H Y  N O W

THE SAME
REQUIREMENTS, ACROSS
EVERY FRAMEWORK.
This isn't only a safety concern — it's a

compliance one, and the regulation is already

in force. The draft analyzed major frameworks

and found the same requirement categories

repeat: automatic event logging, timestamps,

actor identification, input/output capture,

tamper-evidence, retention, anomaly

detection, human oversight, traceability.

Responsible parties are humans, and they

need records to demonstrate policy-compliant

agent behavior.

EU AI Act
Art. 12 — automatic logging

Cyber Resilience Act
Tamper-proof provenance

ETSI TS 104 223
Log system & user actions

PCI DSS 4.0
Audit prompt inputs & reasoning

SOC 2 / FedRAMP
Chronological, integrity-protected

ISO/IEC 42001
AI event log recording



VCON + VAC: PEANUT BUTTER AND JELLY.
V C O N  —  D R A F T - I E T F - V C O N - C O R E

THE CONVERSATION BETWEEN PEOPLE.
A rich party, identity, and consent model for the

human-facing dialog.

V A C  —  D R A F T - B I R K H O L Z

THE AGENT'S INTERNAL SESSION.
A rich tool-call and reasoning model for what the agent

actually did.

Overlap in parties, turns, provenance, and signing. Complementary everywhere else. VAC defines the record;

the vCon extension carries it.



I N T O  V C O N

AN AGENT AS A VCON PARTY.
Agent → a party, role "agent"
Visible turns → ordinary dialog
Internal trace → an analysis entry

Changed files → attachments

{
  "name": "Claude Opus 4.6",
  "role": "agent",
  "validation": "system",
  "meta": {
    "agent_session": {
      "model_id": "claude-opus-4-6",
      "provider": "anthropic",
      "recording_agent": "claude-code/1.2.0",
      "environment": {
        "vcs_branch": "main",
        "vcs_commit": "abc123def456"
      }
    }
  }
}



T H E  V I S I B L E  S I D E

JUST VCON DIALOG.
User prompts and assistant replies — the

transcript a person reads — are ordinary

dialog[] entries. No new dialog type

is required.

The user is one party; the agent is another.

Single agent, single prompt → partiesMUST name the agent.

Multi-agent reply → partiesMAY list all contributors.

A  T R A N S C R I P T ,  A S  D I A L O G [ ]  E N T R I E S

PERSON
PARTY 0

Refactor the auth module and add tests.

parties: [0]

Done — split into 3 files, 12 tests added and passing.

parties: [1]  MUST reference agent

AGENT
PARTY 1

PERSON
PARTY 0

Now have the reviewer agent check it.
parties: [0]

Reviewed and approved with two minor suggestions.

parties: [1, 2]  MAY list all agents

AGENTS
PARTIES 1,2



T H E  I N T E R N A L  S T A T E

JUST AN ANALYSIS ENTRY
Tool calls, results, reasoning, and events ride in

the vCon analysis[] array — one entry

spanning all dialog turns.

body is a JSON-encoded VAC record.

entries[] preserved verbatim.

parent-id / children tree retained.

A N A L Y S I S [ 0 ]  —  A G E N T _ T R A C E dialog: [0, 1]

reasoning "Auth logic lives in one file — split it."

Edit auth.js → 3 files

ok — 3 files written

reasoning "Now add coverage for each module."

Bash run test suite

system-
event

session complete

body: "{\"version\":\"1.0\",\"session-trace\":…}"

tool-call└

tool-
result

└

tool-call└



T H E  T R A C E

VAC, CARRIED VERBATIM.
The body is a JSON-encoded VAC record —

the full session-trace.entries[] tree,

preserved intact.

Whole-session for archival. Per-tool-call

when granular redaction or selective disclosure

is expected.

{
  "type": "agent_trace",
  "dialog": [0, 1],
  "vendor": "anthropic",
  "product": "claude-opus-4-6",
  "schema": "https://.../vac/",
  "encoding": "json",
  "body": "{\"version\":\"1.0\",
          \"session-trace\":...}"
}



W H A T  Y O U  I N H E R I T

SOLVE IT ONCE, IN VCON.
IDENTITY & PARTIES
Every actor — human or agent — in one party model.

LAWFUL BASIS & CONSENT
Purpose grants for recording, analysis, redistribution.

LIFECYCLE & REDACTION
Remove one PII-bearing reasoning entry; keep the trace.

JWS SIGNING + SCITT
Sign the whole vCon; compose with COSE / SCITT receipts.



A P P E N D I X

REFERENCES & BUILDING BLOCKS.
THE RECORD FORMAT
draft-birkholz-verifiable-agent-conversations

THE VCON EXTENSION
draft-howe-vcon-agent-session

READ & DISCUSS
datatracker.ietf.org  ·  vcon@ietf.org

C O M P O S E D  F R O M  E X I S T I N G  I E T F  W O R K

vCon core
draft-ietf-vcon-core

COSE
RFC 9052 — signing

CDDL
RFC 8610 — schema

CBOR / JSON
RFC 8949 — serialization

RATS
RFC 9334 — attestation

SCITT
Transparency service



T H E  V A C  R E C O R D

ONE CONTAINER, TWO VIEWS.
session-trace — how it was produced: the

full replay.

file-attribution — what was produced: files

& line ranges.

Defined in CDDL, serialized as JSON or CBOR.

Every map ends in * tstr => any to

preserve native fields.

verifiable-agent-record = {
    version: tstr
    id: tstr
    session: session-trace
  ? created: abstract-timestamp
  ? file-attribution: file-attribution-record
  ? vcs: vcs-context
  ? recording-agent: recording-agent
    * tstr => any
}



T H E  D A T A  M O D E L

FIVE ENTRY TYPES.
message — user & assistant turns

tool-call — name + input

tool-result — output, linked by call-id

reasoning — chain-of-thought

system-event — lifecycle markers

tool-call-entry = {
    type: "tool-call"
    name: tstr        ; "Bash", "Edit"
    input: any
  ? call-id: tstr     ; links to result
  ? id: entry-id
  ? children: [* entry]
    * tstr => any
}



T R U S T  &  S I G N I N G

SIGNED WITH COSE.
ANCHORED IN RATS & SCITT.
A COSE_Sign1 envelope gives tamper-

evidence; trace-metadata in the

unprotected header lets you inspect a record

without opening the payload.

Detection, not prevention. A signature

proves the signer — not the truth of the

contents. So recording-agent is kept

distinct from the conversing agent.

signed-agent-record = #6.18([
    protected:   bstr .cbor
                 protected-header
    unprotected: unprotected-header
    payload:     bstr / null
    signature:   bstr
])


