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ProblemOne request, one decision, many credentials
A relying party does not decide each credential in isolation — it decides whether the request should be handled.

IETF 126  ·  WIMSE 2

One incoming request

↓

Decision evidence may be distributed across: 

• Workload identity 
• User delegation 
• Task / capability authorization 
• Platform / runtime assurance 
• Tenant or domain-specific credential

↓

Relying Party / Gateway

↓
allow deny constrain step-up

The decision is request-scoped, not credential-scoped 

The relying party is not asking “is each credential valid?” in 
isolation. 
It is asking whether this request should be handled, given 
evidence that may span several credentials of different families.

The gap 

Existing specs define how to validate each credential family. 
They do not define how a receiving side processes them 
together as one request‑bound body of evidence.



Prior artThis pattern already exists in real systems
Multiple evidence items already feed one security decision — the problem is real, not invented.
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OAuth Token Exchange — RFC 8693 
• subject_token  (required) 
• actor_token  (optional) 
• AS validates each token type, then issues by 

policy 
• One issuance decision, several tokens; 

delegation vs impersonation is explicit.

OAuth + SPIFFE / WIMSE 
• WIT-SVID workload identity 
• Client Attestation PoP JWT 
• Used together for client authentication 
• Workload identity credentials already 

combine with OAuth-style flows.

Service Mesh Policy (Istio) 
• mTLS workload identity — source.principal 
• JWT request identity — request.auth.* 
• One policy decision over both 
• Workload identity + request identity 

combined in a single decision.

The reality is not a single universal credential — the reality is composition.



GapWhat existing specs solve — and what they don’t
We reuse each family’s native validation. The gap is the common receiving-side model for composition.
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Existing practices define Still missing at the receiving side

Validate an OAuth access token Whether it is sufficient together with workload identity

Validate an X.509 certificate Whether it belongs to the same request context

Validate a Verifiable Presentation Whether the VP is expected, missing, stripped, or stale

Validate a workload identity token How to combine it with delegation or capability evidence

We are not replacing OAuth, PKIX, VC, or WIMSE credential validation — we assume each family validates natively.



WIMSEWhy this is WIMSE-relevant
The workload identity credential is the WIMSE anchor — but often not the only evidence a request needs.
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           WIMSE scope:   
workload runtime identity  ·  execution context  ·  representation / propagation / processing  ·  service-to-service HTTP/REST

↓

Workload identity credential

+  additional request evidence

User delegation Capability Platform assurance Tenant / domain credential

This draft addresses the additional receiving-side processing needed when workload identity is one part of a multi-credential request 
context — anchoring the work in WIMSE rather than generalizing credential orchestration.



RiskFailure modes without a common model
Each failure maps to a specific part of the proposed mechanism — not a generic threat list.
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Silent ignore 
Gateway does not recognise a credential type and drops it.

Type identification + indeterminate result

Credential stripping 
A high-assurance credential is removed in transit; RP cannot tell “stripped” from “never 
presented”.

Request-bound credential set + set digest

Verifier misrouting 
An opaque / ambiguous credential is sent to the wrong verifier.

Verifier determination

Partial-evidence allow 
One bearer token is valid, so a high-risk request is allowed while other evidence is missing.

Decision model + expected credential types

Failure Mechanism that addresses it



ModelProposed model: request-bound credential set
This version defines the information model; WG input is needed on the wire binding.
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Request R  —  bound credential set

Entry 1  —  workload identity token

Entry 2  —  OAuth access token

Entry 3  —  Verifiable Presentation

Entry 4  —  X.509 / platform / API credential

request-binding   ·   set-digest   ·   entries[ ]

entries[ ] 
Receiver knows exactly which credentials are 
presented or referenced.

request-binding 
Binds the credential set to this specific request.

set-digest / signature 
Lets the receiver detect an added, removed, or 
replaced credential.



MechanismMechanism Overview
One processing path from a mixed credential set to a single handling decision.
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1.  Enumerate set → 2.  Identify types → 3.  Determine verifiers → 4.  Normalise results → 5.  Apply decision model

OAuth AS / 
introspection

X.509 certificate verifier VC verifier Platform / API-key verifier

route each credential to its authoritative verifier

Common verification results

↓

Handling decision



VerifiersType identification & verifier determination
Credential format alone is not enough — unknown or unroutable is explicit, never silently valid.

IETF 126  ·  WIMSE 9

Credential entry

↓
Type identification 
• explicit type 
• structural recognition 
• deployment context

↓
Credential type

↓
Verifier resolution map

→  verifier instance

→  verifier class

→  no verifier  ⇒  indeterminate

Two security guarantees 
An unknown or ambiguous credential must not be silently ignored. 
“No verifier” is not “valid” and is not silently dropped — it becomes an explicit 
indeterminate result.



ResultsCommon verification result model
Native verifier outputs differ — the decision function needs a stable minimum input.
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OAuth introspection

PKIX path validation

VC proof verification

WIMSE token validation

API key check

native, credential-specific

→

→

→

→

→

Common verification result

status:   valid    /    invalid    /    indeterminate

credential-type

verifier

produced-at

reason

fresh-until

“verifier unreachable”, “no verifier”, and “unidentified credential” are indeterminate — not valid, not dropped.



DecisionDecision model: combining results
Missing, stale, invalid, or unverifiable credentials become explicit inputs to request handling.
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Inputs 
• Verification results 
• Decision context: 
• request-type 
• risk level 
• expected credential types 
• request attributes → Decision 

function →

allow

deny

allow-with-constraints

step-up

quarantine

We standardize common decision inputs and outcome vocabulary — not enterprise policy logic.



ScopeWhat to standardize, reuse, or leave to policy
Standardize the minimum interoperability layer — not every security decision.
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Standardize in IETF

• Credential-set model: binding, digest, 
entries 

• Credential type identifiers / registry 

• Verifier resolution inputs 

• Common verification result model 

• Decision inputs & outcome vocabulary 

• Minimum failure handling (stale/
indeterminate ≠ valid)

Reuse native specs

• OAuth token validation / introspection 

• PKIX path validation 

• VC proof verification 

• WIMSE workload credential validation 

• Attestation evidence appraisal 

• Issuer trust framework details

Leave to deployment policy

• Enterprise authorization policy 

• Risk scoring model 

• Capability semantics 

• Which credentials each operation requires 

• Gateway placement / architecture 

• Vendor verifier implementation



Demo

3

Implementation: nine request credential sets
Nine sample request credential sets show different credential mixes. Selecting one runs the processing path and shows 
the outcome: accept, reject, degrade, or request-more.

Each run first identifies the credential type, then routes it to the right verifier. Signature and status checks are real; the final decision is 
produced from normalized results.

2 credentials in set 2 credentials in set 2 credentials in set

2 credentials in set

2 credentials in set

2 credentials in set 2 credentials in set 2 credentials in set

REQUEST_MORE 2 credentials in set

set enumeration  →  type identification  →  verifier determination  →  result normalization  →  decision policy
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Thank you
Scan to open the project: draft, reference implementation, and demo binaries.
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scan to open

Hackathon project 
Heterogeneous credential verifier — one request, many credentials, one 
decision.

github.com/agent-security-labs/wimse-heterogeneous-credential-draft

draft-jiang-wimse-heterogeneous-credential

Feedback welcome:  outcomes, indeterminate results, and vocabulary for opaque 
credential types.


