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Status

Two changes from -02 to -04
Requesting WGLC



Audience, Take Two

e An “audience” indicator allows the recipient to validate that the signed message is
targeted at it
o  The basic Request URI may be translated/modified by someone along the way
e Draft-02 had it as a Wimse-Audience header
o Arguably this is way too specific for an HTTP header
e Now it’s a HTTP Signatures wimse-aud signature parameter

e And still looks like a request URI

Signature-Input: wimse=("@method" "@request-target"
"workload-identity-token") ;created=1774809014 ;expires=1774
809314 ;nonce="abcd1111";tag="wimse-workload-to-workload" ;w
imse-aud="https://svcb.example.com/gimme-ice-cream"



Binding Requests and Responses

e QOur security model assumes a potentially malicious proxy on path
e RFC 9421 signs the request, signs the response, but does not bind them

o  So the proxy can cut-and-paste a response into the wrong request

e Simple solution: copy the request’s random nonce into the signed response, and
validate it

e One more signature parameter, wimse-reqg-nonce

e Reminder: response signing is optional

Note: draft examples still not updated for this






Thank You!



