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Workload wants
- to access a user-owned resource

- user is not presev\t
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Workload wants

- to access a user-owned resource
- user is not present

- user is not currev\tly signeol n

OAuth: Authorization code flow, plus a refresh token
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OAuth: Authorization code flow,

Workload
orkload wants Plus a refresh token

- to access a user-owneo( resource
- user is not pre.se,nt
- user is not currently signeol n

More goals:
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OAuth: ID-JAG flow
Workload wants
- to access a user-owned resource
- user is not present
- user is not currently signed in
- not depend on a sensitive refresh token
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OAuth: ID-JAG flow

Workload wants

- Yo access a user-owned resource
- user is not present

- user is not curren‘tly signe,ol n

- not depend on a sensitive refresh token So we lose some of the benefit of tying to

a loggea‘ n session

But... id_token now needs refresh_token
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OAuth: ID-J4G flow
Workload wants

- Yo access a user-owned resource
- user is not present

- user is not currently signeo( n

- not depend on a sensitive refresh token So we lose some of the benefit of Tying to

a loggeo( n session

But... id_token now needs refresh_token

Available in the ID-J4G:

actor_token: <WIT>

idjag
l ey %‘ o
nse" erver
X But where / how to encode:

L "“This workload can act on behalf of this
user, for this resource, even when they're not
sigr\eo( n."




Workload wants

- to access a user-owned resource

- user is not present

- user is not currently signed in

- not o(epeno( on a sensitive refresh token

Option 1
- During WIF excl«ange:
request o(elego«tion (unsigneol)

Option 2:
- Get new signeo( WIT w/ o(elega‘tion

Option CH
- Request ID-JAG from IdP w/
olelegation

RS needs to check interna“y or another
authority whether to allow delegation

RS needs to trust Workload-IdP to
handle user olelegations

RS trusts IdP w/ deciding delegation, but
IdP now needs o(elegation storage



