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[The] secure mechanism [for obtaining 
the trust anchor/JWK Set mapping] is 
out of scope for this document.

- https://datatracker.ietf.org/doc/draft-ietf-wimse-arch/
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Out of band
wimse://bob => 
https://bob.io/jwks



Out of band
wimse://bob => 
https://bob.io/jwks

Keys

Fetch keys
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Closed environments Open environments



Possible solution / Current proposal

wimse://bob.io/client wimse://alice.com/server

/.well-known/wimse-trust-domain

Discover trust bundle

WIMSE Bundle



Possible solution / Current proposal

- Defines “WIMSE Bundle”
- Influenced by SPIFFE Bundle Endpoint 
- JWKS-formatted
- WIT & WIC public signing material identified through “use” (wimse-jwt, wimse-x509)

- Defines “Trust Domain Metadata document”
- Influenced by OIDC/OAuth metadata documents
- Located at .well-known/wimse-trust-domain, redirects possible
- For now carries

- Trust domain identifier
- Bundle endpoint



Narrative

If you want to participate as an open WIMSE deployments

- Use trust domain identifier you own in DNS
- Serve metadata & bundle publicly

If you want to keep your WIMSE deployment private

- Option A: Serve metadata and/or bundle privately
- Option B: Use .internal TLD & distribute differently



Questions to the WG

Do we agree on the problem space?

Secondary:

- Opinions about the current proposal? 
- Trust Domain Metadata Document x Trust Bundle - one document?
- Alternative distributions (SPIFFE Workload API, file system, etc)


