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• Using IPsec for the Media Security
• Use Cases of IPsec

– Vendor proprietary protocol.
– Aggregation of a large number of media.
– L2TP with IPsec may be used to encrypt media.

IPsec is a simple and comprehensive way
in these cases.

Motivation
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• IKE - Standard One
• Sdescriptions and Key-mgmt

“Advantages of Using SDP”
– Simple round-trip
– Synchronization with the state of media session
   (start, refresh, end)

Key-Exchange Methods
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Using Sdescriptions
• General framework
• Only a profile of SRTP is defined for now
• Just adding a profile for IPsec (SA proposal) here
   Ex: key material, IP address, spi, life time, etc.

One of Proposals

a=crypto:1 ESP_AES_CBC_128_HMAC_SHA1_96
inline:ZmRrZWxzO3c5bHN1Zm9wZQ==|192.168.0.1:any|1234:3600

a=crypto:1 ESP_AES_CBC_128_HMAC_SHA1_96
inline:ZmRrZWxzO3c5bHN1Zm9wZQ==|172.16.0.1:any|9876:3600

Offer

Answer
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• Thinking of detailed technical spec.
• Any Comments?
• Interest?

Next Step


