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DHCPv4 Threat Analysis

« RFC 3118 defines a framework and two
specific mechanisms for DHCP security

— Aimed at authenticating identity of DHCP message
exchange participants

— Has not been deployed (or implemented)?
* draft-ietf-dhc-v4-threat-analysis:

— DHCP threat compilation and review

— Recommendations for deployable DHCP security
* Next steps (mailing list):

— Review purpose, scope and content

— Publish to encourage RFC 3118 (or other) DHCP
security
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