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N et L MM O v erv i ew

� NetLMM D o m a i n
� T er m i n o l o g y
� NetLMM Mes s a g es
� C o n tr o l  Mes s a g e F l o w s
� D a ta  F l o w



T ermi n o l o g y
� N e tL M M A ddre s s  – T h e  i n v ari an t I P  addre s s  

o n  th e  M N  i n s i de  th e  N e tL M M do m ai n
� N N P  - N e tL M M N e tw o rk  P re fi x  i s  th e  I P v 6  

l i n k  p re fi x  o f th e  N e tL M M A ddre s s
� L M A  – L o c al  M o b i l i ty  A n c h o r i s  th e  fu n c ti o n  

p ro v i de d b y  th e  ro u te r w h i c h  o w n s  th e  N N P
� M A G  – M o b i l i ty  A c c e s s  G ate w ay  i s  th e  

fu n c ti o n  p ro v i de d b y  th e  A c c e s s  R o u te r 



NetLMM D o m a i n

MAG L MA-2
L MA-1

MAG
MAG

MAG

MAG

MN  @  L MA-1

N e t L M M
D o m a i n AAA /  

D H C P

MN  @  L MA-2

� MN has IP 
a d d r e s s  a n c h o r e d  
a t  L M A ,  w hi c h 
ad v e r t i se s t he  
n e t w o r k  p r e f i x  v i a 
r o u t i n g  p r o t o c o l .
� R o u t i n g f o r  I P  
ad d r e ss i s 
e st ab l i she d  
b e t w e e n  M A G  a n d  
L M A ,  t he  t w o  
Ne t L MM e n t i t i e s 
se r v i n g  t he  MN.
� MN c an  m o v e  
b e t w e e n  M A G s
u si n g  t he  s a m e  IP 
a d d r e s s f o r  d at a 
c o m m u n i c at i o n s.  

I n t e r n e t



N et L MM Messa g es
� L M A  A l l ocation R eq uest /  R ep l y
� A ssociate R eq uest /  R ep l y
� Disassociate R eq uest /  R ep l y
� L ocation R egistration /  A ck
� L ocation Deregistration /  A ck
� R outing S etup  /  A ck
� R outing R emov e /  A ck
� M N  A ddress S etup  /  A ck
� M N  A ddress R emov e /  A ck
� H eartbeat /  A ck



Messa g e T ra n sp o rt
� U D P

� R e l i ab i l i ty  m e c h an i s m  (i .e . re tran s m i s s i o n  
an d ti m e rs )

� S C T P  ( F o r  F u tu r e S tu d y )



MA G  = >  L MAMN A d d r e ss R e m o v eI n f o r m  t hat  I P  ad d r e ss n o  l o n g e r  i n  
u se  b y  MN

5

( A n y )  = >  L MAL MA  A l l o c at i o nA u t ho r i z e  MN f o r  se r v i c e  o n  L MA2

MA G  � L MAD i sasso c i at eD i sc o n n e c t12
MA G  � L MAH e ar t b e atC o n n e c t i v i t y  c he c k11

MA G  < =  L MAL o c at i o n  
D e r e g i st r at i o n

D e l e t e  MN st at e  ( e . g .  han d o v e r  o r  
p o l i c y )

10
MA G  < =  L MAR o u t i n g  R e m o v eD e l e t e  ad d r e ss( e s)  o f  MN9
MA G  < =  L MAR o u t i n g  S e t u p  P r o v i d e  ad d r e ss( e s)  o f  MN8

MA G  < =  L MAL o c at i o n  R e g i st r at i o n  
A c k

P r o v i d e  NE T L MM p r e f i x7

MA G  = >  L MAL o c at i o n  
D e r e g i st r at i o n

I n f o r m  t hat  MN d e t ac he d  f r o m  
n e t w o r k

6

MA G  = >  L MAMN A d d r e ss S e t u pI n f o r m  t hat  I P  ad d r e ss d e t e c t e d  f o r  
MN ( S L A A C  o r  D H C P )

4
MA G  = >  L MAL o c at i o n  R e g i st r at i o nI n f o r m  t hat  MN i s at  MA G3

MA G  = >  L MAA sso c i at eC o n n e c t / c ap ab i l i t y  e x c han g e1

S i g n a l i n g  
D i r e c t i o n

M e s s a g eF u n c t i o n



Mes s a g e T y p es
• LMA  A l l o c a ti o n  R eq u es t

– M e s s ag e  s e n t to  th e  L M A ,  au th o ri z i n g  s e rv i c e  
(i .e . y e s  o r n o )  fo r a p arti c u l ar M N  I de n ti fi e r.  
T h i s  m ay  c o m e  fro m  v ari o u s  s o u rc e s .

– M e s s ag e  c o n tai n s  a M N  I de n ti fi e r.
– M e s s ag e  i s  o p ti o n al .  L M A  i s  c o n fi g u re d to  
s e rv e  M N  w i th  o r w i th o u t th i s  au th o ri z ati o n .

• LMA  A l l o c a ti o n  R ep l y
– S u c c e s s  o r L M A  i s  l o c al l y  au th o ri z e d fo r al l  
M N s .



Mes s a g e T y p es
• A s s o c i ate  R e q u e s t

– M A G  sends message to th e L M A  f or setting up  th e control  and data p l ane rel ationsh ip  ( e. g.  f unctional  cap abil ities,  M A G  I D ex ch ange,  and sup p orted data f orw arding modes)  
– F orw arding mode

• R e q u e s t e d  d a t a  t r a n s p o r t  ( e . g .  I P i n I P t u n n e l  o r  M P L S )
• B i d i r e c t i o n a l  o r  f o r w a r d -o n l y  p a t h

• A s s o c i ate  R e p l y
– S uccess or error code
– L M A  sends its cap abil ities,  L M A  I D,  agreed up on data f orw arding mode,  etc.  to th e M A G  



Mes s a g e T y p es
• D i s a s s o c i a te R eq u es t

– M A G  s e n ds  m e s s ag e  to  th e  L M A  fo r te ari n g  
do w n  th e  c o n tro l  an d data p l an e  re l ati o n s h i p

• D i s a s s o c i a te R ep l y  A c k
– S u c c e s s  c o de



Mes s a g e T y p es
• Lo c a ti o n  R eg i s tr a ti o n

– M A G  s e n ds  to  L M A  w h e n  M N  i s  de te c te d to  
h av e  ac c e s s e d th e  n e tw o rk  w i th o u t an  I P  
addre s s .

– M e s s ag e  c o n tai n s  M N  I de n ti fi e r an d M A G  I D .
– I P  addre s s  o f M N  i s  u n k n o w n

• Lo c a ti o n  R eg i s tr a ti o n  A c k
– S u c c e s s  o r de n i al  (s e e  E rro r C o de s )  
– I f s u c c e s s ,  th e n  L M A  s e n ds  th e  N E T L M M  
P re fi x  to  b e  u s e d i n  R o u te r A dv e rti s e m e n t



Mes s a g e T y p es
• Lo c a ti o n  D er eg i s tr a ti o n

– M A G  s e n ds  to  L M A  w h e n  M N  i s  de te c te d to  
h av e  m o v e d aw ay .

– L M A  s e n ds  to  p re v i o u s  M A G  w h e n  M N  i s  at 
n e w  l o c ati o n .

– M e s s ag e  c o n tai n s  M N  I de n ti fi e r an d s o u rc e  
(i .e . M A G  o r L M A  I D ) .

• Lo c a ti o n  D er eg i s tr a ti o n  A c k
– S u c c e s s



Mes s a g e T y p es
• R o u ti n g  S etu p

– L M A  s e n ds  to  M A G  i n  re s p o n s e  to  L o c ati o n  
R e g i s trati o n  w h e n  m o b i l i ty  s tate  e x i s ts  fo r M N .

– M e s s ag e  c o n tai n s  M N  I de n ti fi e r,  L M A  I D ,  
R o u ti n g  T ag ,  an d o n e  o r m o re  I P  addre s s e s .

• R o u ti n g  S etu p  A c k
– S u c c e s s  o r e rro r c o de
– M e s s ag e  c o n tai n s  M N  I de n ti fi e r,  M A G  I D ,  
R o u ti n g  T ag .



Mes s a g e T y p es
• R o u ti n g  R em o v e

– L M A  s e n ds  to  M A G  fo r de l e ti o n  o f ro u ti n g  fo r 
o n e  o r m o re  I P  addre s s e s .

– M e s s ag e  c o n tai n s  M N  I de n ti fi e r,  L M A  I D ,  an d 
o n e  o r m o re  I P  addre s s e s .

• R o u ti n g  R em o v e A c k
– S u c c e s s



Mes s a g e T y p es
• MN A d d r es s  S etu p

– M A G  s e n ds  m e s s ag e  to  L M A  w h e n  M N  i s  
de te c te d to  h av e  ac c e s s e d th e  n e tw o rk  w i th  
an  I P  addre s s  (e .g . D H C P ,  D A D )  

– M e s s ag e  c o n tai n s  M N  I de n ti fi e r,  M A G  I D ,  
R o u ti n g  T ag ,  an d I P  addre s s .

• MN A d d r es s  S etu p  A c k
– S u c c e s s  o r e rro r c o de



Mes s a g e T y p es
• MN A d d r es s  R em o v e

– M A G  s e n ds  m e s s ag e  to  L M A  w h e n  M N  i s  
de te c te d to  n o  l o n g e r b e  u s i n g  an  I P  addre s s  .

– M e s s ag e  c o n tai n s  M N  I de n ti fi e r,  M A G  I D ,  an d 
I P  addre s s .

• MN A d d r es s  R em o v e A c k
– S u c c e s s



Mes s a g e T y p es
• H ea r tb ea t

– S e n t b y  e i th e r M A G  o r L M A  to  p e e r to  o b tai n  
c o n n e c ti v i ty  s tatu s .

• H ea r tb ea t A c k



E r r o r  C o d es
• A dministrativ el y  p roh ibited

– D i s a l l o w  d u e  t o  a d m i n i s t r a t i v e  p o l i c y  r e a s o n  
• L ack  resources

– R e s o u r c e  i s  u n a v a i l a b l e  t o  p r o v i d e  s e r v i c e
• U nauth oriz ed M N

– L M A  s e n d s  t o  M A G  i n  r e s p o n s e  t o  L o c a t i o n  R e g i s t r a t i o n  o r  
R o u t i n g  U p d a t e  f o r  M N  t h a t  i s  n o t  a u t h o r i z e d  f o r  s e r v i c e

• I nv al id I P  address
– L M A  s e n d s  t o  M A G  i n  R o u t i n g  U p d a t e  A c k w h e n  R o u t i n g  
U p d a t e  c o n t a i n e d  a n  I P  a d d r e s s  t h a t  i s  n o t  a l l o w e d

• O v er I P  address l imit
– L M A  s e n d s  t o  M A G  i n  R o u t i n g  U p d a t e  A c k w h e n  t h e  m a x i m u m  
n u m b e r  o f  I P  a d d r e s s e s  a l l o w e d  f o r  M N  h a s  b e e n  e x c e e d e d



C a l l  F l o w  S c en a r i o s
• I nitial  netw ork  access
• S tatef ul address assignment v ia DH C P
• S tatel ess address auto-conf iguration ( S L A A C )
• M ul tip l e I P  address v ia S L A A C
• I P  address rel ease notif ication f rom DH C P  serv er
• M A G  to M A G  h andov er
• DH C P  renew al s on new  M A G
• I P  address obtained by  S L A A C  detected to be no l onger 
in use

• N etw ork  detach ment
• I P  mul ticast j oin group



I n i ti a l  Netw o r k  A c c es s
MN MA G P D P

6. Location Registration (MN ID, MAG ID, LMA ID)
MAG creates m ob il ity  state 
and  notif y  LMA th at MN 
arriv ed .

1 . LMA Al l ocation Req u est (MN ID)

7 . Location Registration Ack (MN ID, 
MAG ID, LMA ID, NNP )

LMA creates/ u p d ates 
m ob il ity  state f or MN.

O p tional .  LMA is 
inf orm ed  to p rov id e 
serv ice f or MN.

L MA

8 . Rou ter Ad v ertisem ent (NNP )

4 . Associate  Req u est (MAG ID, MAG cap ab il ities, d ata transp ort op tions)

5 . Associate Rep l y  (LMA ID, LMA cap ab il ities, d ata transp ort op tions)

2 . LMA Al l ocation Rep l y  
(MN ID)

3 . MN_ Access_ Netw ork AP I (MN ID, LMA)

If  MAG d oesn’t h av e 
rel ationsh ip  w ith  LMA y et, 
set th is u p .

LMA creates m ob il ity  
state f or MN.

MAG u p d ates m ob il ity  
state f or MN.



S ta tef u l A d d r es s  A s s i g n m en t 
v i a  D H C P  

MN MA G D H C P

1 . DH C P  Req u est (DH C P  C l ient ID)
2 . DH C P  Rel ay -f orw ard  (MN ID, LMA ID)

3 . DH C P  Rel ay -rep l y  (NE T LMM Ad d ress)

4 . MN Ad d ress S etu p  (MN ID, MAG ID, LMA ID, NE T LMM Ad d ress, Rou ting T ag)
Notif y  LMA th at MN 
ob tained  an IP  ad d ress 
and  req u est IP inIP tu nnel  
f or b id irectional  traf f ic.

5 . MN Ad d ress S etu p  Ack (MN ID, 
MAG ID, LMA ID, Rou ting T ag)

LMA u p d ates m ob il ity  
state and  creates rou ting 
f or MN.

L MA

6. DH C P  Rep l y  (NE T LMM Ad d ress)

MAG rel ay s DH C P  Rep l y  
af ter m ob il ity  state 
u p d ated  and  rou ting 
estab l ish ed  f or MN.

MAG m ap s DH C P  C l ient 
ID to MN ID.

DH C P  serv er assigns IP  
ad d ress ind ex ed  b y  LMA ID.



S ta tel es s  A d d r es s  A u to -
C o n f i g u r a ti o n

MN MA G

1 . IP  ad d ress DAD

2 . MN Ad d ress S etu p  (MN ID, MAG ID, LMA ID, NE T LMM Ad d ress, Rou ting T ag)

MN generates an IP  
ad d ress f rom  ad v ertised  
NNP .  ( Note:  IP  ad d ress =  
NE T LMM Ad d ress) 3 . MN Ad d ress S etu p  Ack (MN ID, 

MAG ID, LMA ID)

LMA u p d ates m ob il ity  
state and  creates rou ting 
f or MN af ter p erf orm ing 
DAD on IP  ad d ress.

L MA

If  MN Ad d ress S etu p  Ack contains error cod e, DAD Rep l y

MAG send s DAD Rep l y  if  
MN Ad d ress S etu p  Ack is 
a d enial .

Notif y  LMA th at MN 
ob tained  an IP  ad d ress 
and  req u est IP inIP tu nnel  
f or b id irectional  traf f ic.



Mu l ti p l e I P  A d d r es s es  v i a  
S LA A C

MN MA G

1 . New  IP  ad d ress DAD

2 . MN Ad d ress S etu p  (MN ID, MAG ID, LMA ID, NE T LMM Ad d ress)

MN generates a  new  IP  
ad d ress f rom  ad v ertised  
NNP .  ( Note:  IP  ad d ress =  
NE T LMM Ad d ress) 3 . MN Ad d ress S etu p  Ack (MN ID, 

MAG ID, LMA ID)

LMA ch eck s to m ak e su re 
ad d ress l im it not ex ceed ed  or 
rem ov e ol d est ad d ress;  th en 
u p d ates m ob il ity  state and  creates 
rou ting f or MN af ter p erf orm ing 
DAD on IP  ad d ress.

L MA

If  RU  Ack contains error cod e:  DAD Rep l y

MAG send s DAD Rep l y  if  
MN Ad d ress S etu p  Ack is 
a d enial .

Notif y  LMA th at MN 
ob tained  an IP  ad d ress 
and  req u est IP inIP tu nnel  
f or b id irectional  traf f ic.



I P  a d d r es s  r el ea s e n o ti f i c a ti o n  
f r o m  D H C P  s er v er

MN MA G D H C P

2 . Rou ting Rem ov e (MN ID, MAG ID, LMA ID, 
NE T LMM Ad d ress)

MAG rem ov es rou ting f or 
IP  ad d ress and  u p d ates 
m ob il ity  state f or MN.

3 . Rou ting Rem ov e Ack (MN ID, 
MAG ID, LMA ID)

Lease tim e ex p ired  f or IP  
ad d ress of  MN.

L MA

LMA rem ov es rou ting f or 
IP  ad d ress and  u p d ates 
m ob il ity  state f or MN.

1  MN_ Ad d ress_ E x p ired _ AP I (C l ient ID).  Note: LMA is 
in teg r a ted  D H C P  ser v er  or  a  p r ox y  D H C P  ser v er .



MA G  to  MA G  H a n d o v er  ( No  
C o n tex t T r a n s f er )

MN P r e v
MA G L MA

2 . Location Registration (MN ID, MAG ID, LMA ID)
Notif y  LMA th at MN 
arriv ed  at new  MAG.

4 . Rou ting S etu p  (MN ID, MAG ID, LMA 
ID, NE T LMM Ad d ress(es), Rou ting 
T ag)

MAG u p d ates m ob il ity  
state and  creates rou ting 
f or MN.

Ne w  
MA G

5 . Rou ting S etu p  Ack (MN ID, MAG ID, LMA 
ID, Rou ting T ag)

3 . Location Registration Ack (MN ID, LMA ID, 
NNP )

6. Rou ter Ad v ertisem ent (NNP )

LMA u p d ates m ob il ity  
state and  rou ting f or MN.

1 . MN_ Access_ Netw ork AP I (MN ID, LMA)



R es o u r c e R ev o c a ti o n
MN P r e v

MA G L MA

1 . Location Deregistration (MN ID, MAG ID, 
LMA ID, T im er)

2 . Location Deregistration Ack (MN ID, MAG ID, LMA ID, T im er)

O p tional . Rev erse p ath  m ay  
l inger f or a b rief  p eriod  to 
receiv e transient p ack ets 
f rom  MN.

Ne w  
MA G

Rem ov e m ob il ity  b ind ing 
state and  rou ting f or MN.  
Rev erse p ath  m ay  l inger f or 
a b rief  p eriod  f or p ack ets 
f rom  MN.



D H C P  R en ew a l  o n  New  MA G  
MN P r e v

MA G L MA

1 . DH C P  Req u est

2 . DH C P  Rep l y  (NE T LMM Ad d ress)

P ack et encap in IP inIP
tu nnel  f or rev erse traf f ic.

Ne w
MA G D H C P

P ack et encap in IP inIP
tu nnel  f or f orw ard  traf f ic.



I P  A d d r es s  i s  n o  Lo n g er  i n  U s e 
( O n l y  w h en  k n o w n  f o r  s u r e! )

MN MA G

1 . MN Ad d ress Rem ov e (MN ID, MAG ID, LMA ID, 
NE T LMM Ad d ress)

2 . MN Ad d ress Rem ov e Ack (MN 
ID, MAG ID, LMA ID)

MAG d etects an IP  ad d ress 
(ob tained  v ia S LAAC ) is not 
in u se b y  MN, and  rem ov es 
rou ting f or th is ad d ress.

L MA

LMA rem ov es rou ting f or 
IP  ad d ress and  u p d ates 
m ob il ity  state f or MN.



Netw o r k  D ea tta c h m en t
MN MA G

1 . Location Deregistration (MN ID, MAG ID, LMA 
ID)

2 . Location Deregistration Ack (MN ID, 
MAG ID, LMA ID)

MAG d etects MN h as 
d etach ed  f rom  netw ork .

L MA

LMA rem ov es rou ting 
entries and  m ob il ity  
state f or MN.



I P  Mu l ti c a s t J o i n  G r o u p
MN MA G MR

1 . MN send s IGMP  to MAG.

3 . LMA send s P IM J oin to MR 
tow ard  sou rce of  m u l ticast grou p .

L MA

MAG is a IP  Mu l ticast 
Rou ter.  P ack et tak es 
NE T LMM estab l ish ed  
p ath .

2 . MAG send s P IM J oin to LMA.  

LMA is a IP  Mu l ticast 
Rou ter.

C N



D a ta  F l o w  S c en a r i o s
• Li n k  Lo c a l  Mu l ti c a s t
• U n i c a s t
• I P  Mu l ti c a s t



Li n k  Lo c a l  Mu l ti c a s t T r a f f i c
MN MA G C N

1 . MN send s Link  Local  Mu l ticast p ack et.

L MA

P ack et is p rocessed  b y  
MAG – nev er f orw ard ed  
to LMA.



U n i c a s t T r a f f i c
MN MA G C N

1 . MN send s p ack et to C N.

IP  T T L is d ecrem ented  
w h en p ack et f orw ard ed

3 . LMA f orw ard s to C N

L MA

IP  T T L is d ecrem ented  
w h en p ack et f orw ard ed

2 . MAG f orw ard s to LMA.  

4 . C N send s p ack et to MN.

6. MAG f orw ard s to MN.

5 . LMA f orw ard s to MAG.



MN S o u r c i n g  I P  Mu l ti c a s t T r a f f i c
MN MA G MR

1 . MN (sou rce of  m u l ticast grou p ) send s m u l ticast 
p ack et to grou p .

3 . LMA f orw ard s to grou p .

L MA

MAG is an IP  Mu l ticast 
Rou ter.  P ack et tak es 
NE T LMM estab l ish ed  
p ath .

2 . MAG f orw ard s to LMA.  
F orw ard ing b ased  on 
m u l ticast rou ting entry .

C N

4 . Mu l ticast rou ter 
f orw ard s to receiv ers.



MN R ec ei v i n g  I P  Mu l ti c a s t 
T r a f f i c

MN MA G MR

4 . MAG f orw ard s to receiv ers w h ich  j oined  v ia 
IGMP .

2 . Mu l ticast rou ter f orw ard s to 
grou p .

L MA

MAG is an IP  Mu l ticast 
Rou ter. 

3 . LMA f orw ard s to MAG.  
F orw ard ing b ased  on 
m u l ticast rou ting entry .

C N

1 . C N (sou rce of  
m u l ticast grou p ) send s 
m u l ticast p ack et to 
grou p .



U p c o mi n g  W o rk  I t ems
� Describe th e re-send mech anism f or control  messages,  in order to p rov ide rel iabl e del iv ery .
� A dd an " L M A  A nnounce message"  w h ich  can be mul ticast f rom a new l y  connected L M A  to trigger l istening M A G s to send it A ssociation R eq uests.
� A dd th e cap abil ity  to do bul k  M N  de-registrations and p ossibl y  registrations.
� Def ine h ow  cap abil ity  ex ch anges are h andl ed,  and h ow  a uniq ue common cap abil ity  is deriv ed,  f or instance to f ind th e tunnel l ing meth od to be used as a resul t of  th e A ssociation R eq uest and R ep l y .
� A dd message and signal l ing op timiz ation according to S ection 5 . 1 2  ( M essage O p timiz ation) .
� A nd more . . .



S u mma ry
� I n i ti al  v e rs i o n  draft-g i are tta-n e tl m m -dt-

p ro to c o l -0 0 .tx t p u b l i s h e d o n  J u n e  1 9 ,  2 0 0 6
� M o re  w o rk  i te m s ,  i de n ti fi e d i n  draft,  re m ai n  

to  b e  re s o l v e d
� I n p u ts  are  w e l c o m e d fo r th e  h i g h  l e v e l  

p e rs p e c ti v e  - th e  fu n c ti o n al  e n ti ti e s ,  th e  
p ro to c o l  e x c h an g e s ,  an d th e  re q u i re d fi e l ds

� F u rth e r de tai l s  w i l l  b e  w o rk e d o u t w h e n  
th e re  i s  ro u g h  c o n s e n s u s


