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Main ldeas
_names in ¢ in d raft needtobe updated

- HRK IS derlved from either MSK or EMSK (EMSK)
« MSK is not used directly
* PRF/KDF choice at EAP/AAA server (crypto-separation)

= AAA server is HRK Key Holder

* HRK to create the Key hierarchy
Derive per-ADC keys (ADMSK)
Derive MN (AAA_REAUTH_KEY)

= ADC i1s ADMSK Key holder
« Key hierarchy below ADC can use different KDF

= Allow physically separate ADC and ANs
« ADC handles AN-handovers within Access Domain
* Deeper key hierarchy/ Channel binding/ signaling
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Assumed architecture and Keying hierarch
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Proposed Key h|erarchy/ caches

= AAA-REAUTH
» Fast Re-authentication, ADC Handovers

= |Intra-ADC AN handovers handled at ADC
 No AAA Interaction
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HRK
HRK = KDF (EMSK, "Handover keying", other data, length)

ADMSK AAA_ REAUTH_KEY
ADMSK=KDF (HRK, data specific to key holder)

LSAP-MK ADC-Auth-KEY
LSAP-MK =KDF (XMSK, "LSAP master key" | EAP Session ID | Key-ID | AN-Id)

LSK-E LSK-A
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Authenticatorl

Keying during Initial entry

e

- = = — =
—— = = -

""""""""""""""""""""""""""""""""" EAP/AAA
MN/EAP Peer AN ADC1 server
BAP-XXX Authentication
EMSK EMSK
HRK, AMSK-HO,
ADMSK1 EAP success, ADMBEK1
ADMSK1 transpor
LSAP-MK, ADC1-Auth creation

LSAP-MK transport

L2(EAP success, ADC1-|P) EAP success, ADC-ID
LSAP-MK, ADC1-Auth creation
LSAP exchange

LSK established
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Inter-ADC handover scenario
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Inter ADC Handover Keylng/ AAA re- auth

Key reject

Auth+ Key request

HO-Auth respor

Re-authentication (M NI—AAA—RE.AUTH-key)
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Intra-ADC handover scenario

AAA server
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E[X]=Encryption of X with (KH1, AN2) key.
Messaging with ADC through AN1 or AN2 depending on link availability. SVA
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Bells and whlstles

- Use dlfferent KDFS at dlfferent IeveIs |f needed
= Separation of ADC and ANs
* Re-auths both at AAA level and local level
 Inter-ADC handovers Intra-ADC handovers
« Possibility of keying for multiple ANs (neighbor-lists)
= Key distribution messaging options
» Proactive requests (through old AN)
» Reactive requests (through new AN)
= Generic Channel binding solution

= Positioning of ADC outside authenticator
« Getting ADC-ID to the AAA server
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= Terminology
= Position of authenticator versus ADC
= Messaging definitions
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P authenticator wrt ADC
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