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W h y  MIKEYv2?
� MIKEY is an efficient key management protocol 
d esigned  for S R T P  keying

� U sed  for b road cast keying in 3 G P P  and  O MA

� Easy to ad d  crypto algorith m and  mod e negotiation

� MIKEYv 2  finish es in 1  R T  in th e med ia path

� T h e cod e and  d esign reu se argu ment applies to MIKEY 
as mu ch  as it applies to T L S
� If some devices end up needing to implement MIKEYv2 in the 
sma r tca r d,  code r euse ma y  b ecome a n impor ta nt consider a tion
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P r o p e r t i e s  o f  MIKEYv2
� P eer -to-peer  k ey  ma na gement pr otocol
� Ma y  b e r un in the signa ling or  media  pa th
� F inishes in 1  R T  in the media  pa th
� R uns over  U D P  or  multiplex ed w ith R T P / R T C P
� S uppor ts cr y pto a lgor ithm a nd mode negotia tion
� S uppor ts unica st a nd b r oa dca st k ey ing
� Esta b lishes S R T P  cr y pto contex t for  multiple media  str ea ms
� C a n a mor tiz e the cost of pub lic k ey  oper a tions over  multiple 

sessions
� S olves hunger ,  pover ty ,  ca ncer ,  A ID S  a nd other  a ssor ted pr ob lems

of the w or ld
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MIKEYv2 Me s s a g e  F l o w
Offerer A n s w erer

MIKEYv2-F i n i s h

MIKEYv2-R e s p o n s e

P ro x i es

In vi t e  ( O -f i n g e r p r i n t ,
MIKEYv2-C a p a b i l i t i e s )

m e d i a

m e d i a

In vi t e  ( …)

20 0  O K ( A -f i n g e r p r i n t )

A C K

A n s w e r e r
a u t h e n t i c a t e d

O f f e r e r
a u t h e n t i c a t e de a r l y  m e d i a
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MIKEYv2 Capabilities Message

� O  � A :  H D R ,  R A N D i,  C A P ,  I D i,  C E R T i,  
[ I D r ]
� T h e C A P  p ay load is  new
� T h e I nitiator  lis ts  th e cr y p to alg or ith ms  and 
M I K E Y  modes  it s up p or ts
� T h e R es p onder  and th e I nitiator  ar e 
ex p ected to include th is  mes s ag e in M A C  
calculation
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MIKEYv2 Me s s a g e s  i n  Me d i a  P a t h
� MIKEYv 2 -P S K

� O  � A : H D R ,  R A N D i,  R A N D r ,  ID r ,  { S P } ,  KEMA C          
� O  � A :  H D R ,  R A N D i,  R A N D r ,  [ S P ] ,  V

� MIKEYv 2 -R S A
� O  � A : H D R ,  R A N D i,  R A N D r ,  ID r ,  [ C ER T r ] ,  { S P } ,  KEMA C ,  P KE,  
S IG N r

� O  � A :  H D R ,  R A N D i,  R A N D r ,  [ S P ] ,  V
� MIKEYv 2 -D H

� O  � A : H D R ,  R A N D i,  R A N D r ,  [ ID r | C ER T r ] ,  { S P } ,  D H r ,  S IG N r
� O  � A :  H D R ,  R A N D i,  R A N D r ,  [ S P ] ,  D H i,  S IG N i

� MIKEYv 2 -D H H MA C
� O  � A : H D R ,  R A N D i,  R A N D r ,  ID r ,  { S P } ,  D H r ,  KEMA C i
� O  � A :  H D R ,  R A N D i,  R A N D r ,  [ S P ] ,  D H i,  KEMA C i
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W h y  Can ’t W e U se D T L S -S R T P / Z R T P ?

� H av e I alread y said  w e sh ou ld  b u ild  on MIKEY?  ☺
� D esirab le to u se a single protocol for u nicast and  grou p 
keying?

� Mov ing forw ard ,  not q u ite comfortab le w ith  some of th e 
notions in th e oth er ch oices
� D oes sepa r a tion of k ey ing a nd da ta  enca psula tion w ith T L S  
w or k  w ell?

� Is the client-ser ver  pa r a digm of T L S  not a n issue for  peer -to-
peer  oper a tion?

� Z R T P  is too cha tty !
� It is not clea r  w hen Z R T P  finishes

� T o o  m a n y  m es s a g es  fo r S R T P  es t a b l i s h m en t ?
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If  W e  Mu s t  U s e  O n e  o f  t h e  O t h e r s

� A s  f ew  R T s as  p os s ib le p leas e
� S up p or t initiation v ia S D P
� M ak e th e p r otocol mor e p eer -to-p eer
� S up p or t f or  multip le s es s ions
� I  do th ink  M I K E Y v 2  is  th e b es t op tion
� But I can always pitch it to the WHO! ☺
� S olv es h u nger,  pov erty,  cancer,  A ID S  and  oth er 
assorted  prob lems of th e w orld
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W h a t  d o  I Me a n  P e e r -t o -P e e r ?

� D T L S -S R T P  is  a client-s er v er  p r otocol
� Q :  If  new m ed ia sessions ar e initiated  b y the 
or ig inal answer er / client,  would  a new D T L S  
session b e need ed ?

� M any  T L S  ex tens ions  tak e th is  mode of  
op er ation into account
� e. g . ,  T L S  session r esum ption


