Application Listener
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Firewalls vs. Transparency

® Access across boundaries denied by policy.

® Policy applied when flows actively initiated.
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IPv4/NAT Firewall
Transparency

e Stateful filtering of transport protocols: TCP,
UDP GRE, IPsec ESP, SCTP, DCCEP etc.
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® Appllcatlon layer gateways: IKE, PPTP, RTSP
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IPv6 Firewall
Transparency

e Stateful filtering of transport protocols: TCP,
UDP GRE, IPsec ESP. SCTP. DCCP etc.

® Application transparency helpers: IKE, PPTPF
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Salvage Operations

...retaining end-to-end transparency with IPvé firewalls.

® Firewalls need to learn about transient

interior listeners.
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® Existing kets API sufficient f t
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Application Listener
Discovery (ALD)

® Extension to ICMP

® New router advertisement option.
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Router Advertisement

Firewall Discovery Option

® Tells nodes where . ) ) d

©1234567890123456789012345678901
s S e

to send Firewall T i T et
Solicitation
messages

Reserved

I
+
|
+
|
+
|

|
+
|
+
|

+

R e e el S e




Firewall Discovery

. AS k ﬁ rewal IS to Firewall Solicitation
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Firewall Advertisement

Declare the
interior prefix.

Elapsed time since

Firewalls Advertisement
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Listener Notification

Tells firewall about
transport-specific
address.

Tells firewall how

Listener Notification
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Listener Acknowledge

® Tells listener to
stOP Sending Listener Acknowledgment
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Security Considerations

® |CMP6 source address implies listener
source address.
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Q&A

® Unmanaged networks behind firewalls.

® Application programming interfaces.
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