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Scampi/Lobster Software
= MAPI - Measurement APl —in C

¢ Interfaces passive measurement
cards(DAG, Combo6)

¢ Abstraction, sharing, branching,
anonymization, efficiency(0-copy)

¢ Functions - filtering hw/sw, counters, flow
analysis

= Applications
¢ Service detection - appmon
¢ Polymorphic attack detector

+ Extended flow analysis — Stager
* SubSecond Bandwidth measument(SSB)
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Extended flow parms.

= Compute cheap numbers : count,
sum, sum of squares => standard
deviation

= Packet size distribution
= Interarrival time distribution

= Bit rate vstime -1, 10, 100, 1000
ms (Mmax/min)

= TCP properties : windows,
retransmissions/out-of-seq,
direction - initiator

= Service classification

= RTP time-stamps/payload-type
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Destination AS report (2)

Stager - Firefox [cl s a]

File Edit \iew Go Bookmarks Tools Help

Setup || Destination AS ¥||table ¥||Connections »[{10 *| Show | Add | (ﬁ @ » 2» 2] N

All interfaces =[|777 *[/In <] I”D”E jll % B
Desti nation AS Monday 18. Sgigt_emher 2008, 15:00

777 (in, 1/11)
| Pie chart ~| Plot graph |
Dst AS Traffic Requests Responses 4
I_ I_ Fer I_ I_ Fer

Select Number Name I- Flows Percent EECGE Percernt @
|_ 00 15.46 4g0-10° 26.08% 36 2.80% 1.7
r 15654 :Eﬁ;ﬂf‘E”TEL NEXTGENTEL Autenomous 15.16 11107 13.88% 45 3476% 115
I_ 8842 B2 B2 Bredband AB (publ) 1126 73.410° 12.12% 247 8.51% 1.84
I_ 2119 TELENOR-WEXTEL Telenoar Internet Access 8.43G 135107 15.05% 5865 26.88% 10.1
I_ 3301 TELIANET-SWEDEN TeliaMet Sweden 8.05G 130107 30.64% 11.1 7.B0% 2.81
I_ 3320 DTAG Deutsche Telekom AG 501G 158107 4.31% 188 5G61% 245
I_ G830 WUPC UPC Broadband 464G 02710° 6.77% 1.74 7.31% 1.88
I_ 7132 5BC Intermnet Services 4245 11010° 6.82% 208 G6.05% 1.85
I_ 8384 ALFANETT Alfanett Autonomous System 361G 28810° TET% 0.613 33.54% 2.G68
I_ 3215 AS3215 France Telecom Transpac 355G 03.6-107 480% 1.25 10.18% 2.64

Processing the report took 79.79ms
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Most out of sequence dst-AS

out 10ms 100ms eff win
% Kbps Kbps Byte
0.9 8449 3482 7105
1.4 4584 502 5210
1.5 5903 1007 8814
11.9 1917 204 3081
13.6 1054 112 1650
15.1 1445 156 2467
21.4 1973 208 3120




summary

= We have demonstrated

¢ MAPI - passive probe IPFIX generator

¢ Stager - IPFIX flow reporting system

¢ Enterprise IPFIX variables for performance .
= Do you want to

¢ standardize performance parameters?
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