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What

® Possible use of DHCPv6 to configure CGA
parameters




Sec

® Sec determines strength of crypto address

® Must be high enough — no bidding down

o But too hlgh = effectwely a DoS attack
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Public key

® Ability to manage public/private key pair
central to CGA operation




Subnet

® CGA is generated for a specific subnet

® DHCPv6 servers can't supply subnet
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Modifier???




Sec offloading

® Creating CGA with Sec > 0 cost a lot of
CPU

® Slow/battery powered devices may want to
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Proxy CGA

® Checking: no changes needed, let proxy
check and drop if unsuccesful
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Address registration

® Enterprise admins (and ISPs?) want to
know which host has which IPvé address

® Having address assigned by DHCPvé server
incompatible with CGA




Certificate provisioning

® Jo use CGA, need to know
trustworthiness of certificates

® Could learn through DHCPvé6
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DHCPv6 work

® Subnet option in DHCPvé6!

® Crypto offload server option!




Questions!




