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Viotivation

x RFC 4864, Local Network Protection for: |Pvo,
recommends simple security for residential gateways.

®x Does not go into much detall.

® Just says, basically, outoound: flows to be generally
allowed and inbound flows to be generally refused.

x Applications developers to benefit if vendors of
residential CPE have more detalled recommendations.
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Scenario Overview

® Routing for home and very:-small office use.

x May be deployed by users with no significant expertise
IN Internetworking.

x [ypically integrated with IPv4/NAT functions that users
are familiar with today.

® |PVO simple security intended to be functionally similar
to IPv4/NAT simple security.
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Similarities with IPv4/NAT

x Fltering behaviors for TGP, UDP, and ICMP: as
recommended by BEHAVE for IPv4/NAT.

® [ransparency helpers may oe required for some
application protocols, e.g. F TP, RISP, SIP

x Alternatively, technigues like STUN and TURN.

x Hole-punching for passive listeners, i.e. UPNP |GD or
its alternatives.
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Special IPv6 Considerations

x [eredo blocked to prevent bypassing simple security.
x |Psec AH, ESP-and IKE allowed.
x [P-in-IP and GREvV1 allowed.
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Open Issues

x Need recommendations: for SGIP and DCCP filtering.

® Debate over leredo security concerns unsettled.

x [he hole-punching protocol clusterfumble.
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