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Abst r act

The DNS Security Extensions (DNSSEC) were devel oped to provide origin
aut hentication and integrity protection for DNS data by using digital
signatures. These digital signhatures can be generated using
different algorithnms. This draft sets out to specify a way for

val idating end-systemresolvers to signal to a server which
cryptographic algorithns they support.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on April 11, 2011.
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1. Introduction

The DNS Security Extensions (DNSSEC) [ RFC4033], [RFC4034] and

[ RFC4035] were devel oped to provide origin authentication and
integrity protection for DNS data by using digital signatures. Each
digital signature RR (RRSIG contains an al gorithm code nunber.
These al gorithm codes tells validators which cryptographic algorithm
was used to generate the digital signature. Authentication across
del egati on boundries is maintained by storing a hash of a subzone’'s
key in the parent zone stored in a Delegation Signer (DS) RR These
DS RR s contain a second code nunber to identify the hash algorithm
used to contruct the DS RR

This draft sets out to specify a way for validating end-system
resolvers to tell a server which cryptographic and/or hash al gorithns
they support in a DNS query. This is done using the EDNS attribute
values in the OPT neta-RR [ RFC2671].

Thi s proposed EDNS option serves to nmeasure the acceptance and use of
new digital signing and hash algorithnms. This algorithmsignaling
option can be used by zone admi nistrators as a gauge to neasure the
successful depl oynent of code that inplenents a newy depl oyed
digital signature or hash algorithmused with DNSSEC. A zone

adm ni strator nmay be able to determ ne when to stop serving the old
al gorithm when the server sees that all or alnost all of its clients
signal that they are able to accept the new al gorithm

This draft does not seek to include another process for including new
algorithnms for use with DNSSEC (see . It also does not address the
question of which algorithns are to be included in any official I|ist
of mandatory or recommended cryptographic algorithms for use with
DNSSEC. Rather, this docunent specifies a means by which a client
query can signal a set of algorithnms it inplenents.

2. Signaling Al gorithm Understood (AU Using EDNS

The ENDSO specification outlined in [RFC2671] defines a way to

i ncl ude new options using a standardi zed nechanism These options
are contained in the RDATA of the OPT neta-RR  This document defines
a new EDNSO option for a client to signal which algorithns the client
supports.
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The figure bel ow shows how the signally attribute is defined in the
RDATA of the OPT RR specified in [ RFC2671]:

0 8 16
.
| OPTI ON- CODE ( TBD) |
T S i S I S S T S S
| Dl A TAL- SI G LI ST- LENGTH |
T
[ ALG CODE [ c. \
.
| DS- HASH- LI ST- LENGTH |
T S i S S e Supepts
| HASH- CCDE [ . \
A

OPTI ON-CODE is the code for the Al gorithm Understood (AU) option
Its value is fixed at TBD.

DA TAL-SI G LI ST-LENGTH is the length of the list of digita
signature algorithns in octets. DNSSEC al gorithm codes are 1 octet
long so this value is the nunber of octets.

ALG CODE is the list of assigned values of DNSSEC zone signing
algorithnms that the client indicates as understood. The val ues
SHOULD be in descending order of preference, with the nost preferred
algorithmfirst. For exanple, if a validating client inplenments RSA
SHA- 1, RSA/ SHA-256 and prefers the latter, the value of ALG CODE
woul d be: 8 (RSA/ SHA-256), 5 (RSA/ SHA-1).

DS- HASH- LI ST-LENGTH is the length of the list of hash algorithns in
octets. DNSSEC DS hash codes are 1 octet long so this value is the
nunmber of octets.

HASH- CODE is the list of assigned val ues of DNSSEC DS hash al gorithms
that the client indicates as understood. Like the ALG CODE above,
the val ues SHOULD be in descendi ng order of preference, with the nost
preferred algorithmfirst.

3. dient Considerations

A validating end-systemresol ver sets the AU option in the OPT
met a- RR when sending a query. The validating end-systemresol ver
sets the value(s) in the order of preference, with the nost preferred
algorithm(s) first as described in section 2. The end-system

resol ver MJUST al so set the DNSSEC-OK bit [ RFC4035] to indicate that
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it wishes to receive DNSSEC RRs in the response.

Not e that when including the PRI VATEDNS (253) and/or the PRI VATEQ D
(254) codes, the client only indicates that it understands one or
nore private algorithns but does not indicate which al gorithns.

3.1. Recommendations for Stub dients

Typically, stub resolvers rely on an upstream recursive server (or
cache) to provide a response; any algorithm support on the stub
resol ver's side could be overruled by the upstreamrecursive server
The AU EDNS option is NOT RECOMMENDED for non-validating stub
clients.

The exception to the above is that validating stub resol vers which
set the CD bit in queries MAY set the AU option. In the nost conmon
scenario, the validating stub indicates that it wishes to performits
own validation (via the CD bit) and nmay therefore wish to indicate
whi ch cryptographic algorithm(s) it supports.

3. 2. Recur si ve Cache Consi derations

DNSSEC val i dati ng recursive caches MAY set the AU option on any
outgoi ng query fromthe cache when perform ng recursion on behal f of
a non- DNSSEC aware stub client. [If the stub indicates it is DNSSEC
awar e, but does not set the AU option in the query, the DNSSEC
val i dating recursive cache SHOULD NOT set the AU option to avoid
conflicts.

Forwarders that do not do validation or caching SHOULD copy the AU
option seen in received queries as they represent the w shes of the
val i dati ng downstream resol ver that issued the original query.

4. Internedi ate M ddl ebox Consi derations

I nt ernedi ate m ddl eboxes SHOULD copy the AU option seen in queries
fromend systemresolvers. |f the systemis validating, it SHOULD
al so check for the presence of the CD bit in the query. |f present,
the intermedi ate m ddl ebox SHOULD copy the AU option as seen in the
query. If not set or if the DNSSEC-K bit is not set, then the
validating internediate m ddl ebox MAY chose to ignore the AU option
in the query and MAY include its own preference as the AU option

5. Server Consi derations

When an authoritative server sees the AU option in the OPT neta-RR in
a request the nornal algorithmfor servicing requests is foll owed.
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If the AU option is present but the DNSSEC-CK bit is not set, then
the authoritative server ignores the ALG CODE |ist and does not
i nclude any additional DNSSEC RRs in the response.

6. Traffic Analysis Considerations

Zone administrators that are planning or are in the process of

compl eting a cryptographic algorithmrollover operation should

moni tor DNS query traffic and record the values of the AU option in
queries. This nonitoring can neasure the deploynent of client code
that inplenments (and signals) certain algorithns. Exactly howto
capture DNS traffic and measure new al gorithm adoption is beyond the
scope of this docunent.

Zone administrators can use this data to set plans for starting an
algorithmrollover and when ol der al gorithms can be phased out

wi thout disrupting the majority of clients. In order to keep this

di sruption to a mininmm zone administrators should wait to conplete
an algorithmrollover until a large mgjority of clients signal that
they understand the new algorithm Note that clients that do not

i npl ement the AU option nmay be ol der inplenmentations which would al so
not inplenment any newly depl oyed al gorithm

7. | ANA Consi derati ons

The al gorithm codes used to identify DNSSEC al gorithms has al ready
been established by I ANA. This docunent does not seek to alter that
registry in any way.

This draft seeks to update the "DNS EDNSO Options" registry by adding
the AU option and referencing this docunent. The code for the option
shoul d be TBD.

8. Security Considerations

This docunment specifies a way for a client to signal its digita
signature algorithmpreference to a cache or server. It is not meant
to be a discussion on algorithmsuperiority. The signal is an
optional code contained in the OPT neta-RR used with EDNSO. The goa
of this option is to signal new algorithmuptake in client code to
al | ow zone adnministrators to know when it is possible to conplete an
algorithmrollover in a DNSSEC si gned zone
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