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Abst r act

FEC Framewor k docunent [ RFC6363] defines the FEC Franework
Configuration Information necessary for the FEC franework operation.
Thi s docunent describes how to use signaling protocols such as
Sessi on Announcemnent Protocol (SAP), Session Initiation Protoco
(SIP), Real Tinme Stream Protocol (RTSP) etc. for determ ning and
communi cating the Configuration information between sender(s) and
receiver(s).

Thi s docunment doesn’t define any new signaling protocol
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1. Introduction

FEC Framewor k docunent [ RFC6363] defines the FEC Franework
Configuration Information that governs the overall FEC framework
operation common to any FEC schene. This information nust be
avai l abl e at both sender and reciever(s).

Thi s docunment describes how various signaling protocols such as
Sessi on Announcenent Protocol (SAP)[RFC2974], Session Initiation
Protocol (SIP)[RFC3261], Real Time Stream Protocol (RTSP)[RFC2326]
etc. could be used by the FEC schene (and/or Content Delivery
Protocol (CDP))to comuni cate the Configuration informati on between
sender and receiver(s). The configuration information may be encoded
in any conpatible format such as SDP [ RFC4566], XM. etc., though
thi s docunent references to SDP encodi ng usage quite extensively.

Note that this document doesn’t define any new signaling protocol
rather it just provides exanpl es of how existing protocols should
be used. Al'so, the list of signaling protocols for unicast is not
intended to be a conplete |ist.

Thi s docunment doesn’t describe any FEC schenme specific informtion
(FSSI) (for exanple, how source bl ocks are constructed) or any
sender or receiver side operation for a particular FEC schene (for
exanpl e, whether the receiver nakes use of one or nore repair flows
that are received). Such FEC schene specifics should be covered in
separate docunent (s). This docunment doesn’t mandate a particul ar
encoding format for the configuration information either.

Thi s docunent is structured such that Section 2 describes the terns
used in this docunment, section 4 describes the FEC Franework
Configuration Information, section 5 describes how to use signaling
protocol for the multicast and unicast applications, and section 6
descri bes security consideration.
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2. Specification Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy/ Abbrevi ati ons
Thi s docunent nmakes use of the terns/abbreviations defined in the
FEC Framewor k docunent [ RFC6363] and defines the follow ng
addi ti onal terns:

o Medi a Sender - Node providing original nedia flowms) to the
" FEC Sender’

0 Media Receiver - Node perforning the Medi a decodi ng;

o FEC Sender - Node perform ng the FEC encodi ng on the
original nedia floms) to produce the FEC repair flows)

0 FEC Receiver - Node perform ng the FEC decodi ng, as needed
and providing the original nedia flowms) to the Media receiver

o0 Sender - Same as FEC Sender

0 Receiver - Sane as FEC Recei ver

0 (Media) Flow - A single nedia instance i.e., an audi o stream

or a video stream

This docunent deliberately refers to the ' FEC Sender’ and ' FEC
Receiver’ as the 'Sender’ and ' Receiver’ respectively.
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4. FEC Framewor k Configuration |Information

The FEC Franework [ RFC6363] defines a mninumset of information
that is comuni cated between the sender and receiver(s) for a proper
operation of an FEC schene. This information is referred to as "FEC
Framewor k Configuration Information". This is the information that
the FEC Franework needs in order to apply FEC protection to the
transport fl ows.

A single instance of the FEC Franework provi des FEC protection for
al | packets of a specified set of source packet flows, by neans of
one or nore packet flows consisting of repair packets. As per the
FEC Framewor k docunent [ RFC6363] section 6.5, the FEC Franmewor k
Configuration Information includes the follow ng for each FEC
Framewor k i nst ance:

1. Identification of the repair flows)

2. ldentification of Source Flows)

3. Identification of FEC Schene

4. Length of Explicit Source FEC payload ID

5. FEC Schene Specific Information (FSSI)

FSSI basically provides an opaque container to encode FEC schene
specific configuration informati on such as buffer size, decoding
wait-time etc. Please refer to the FEC Franework docunent [ RFC6363]
for nore details.

The usage of signaling protocols described in this docunent requires
that the application |ayer responsible for the FEC Framework

i nstance provide the value for each of the configuration information
paraneter (listed above) encoded as per the chosen encodi ng fornmat.
In case of failure to receive the conplete information, the
signaling protocol nodule nust return an error for the Qperation
Admi ni stration and Mai ntenance (OAM purposes and optionally convey
this error to the application layer. Please refer to the figure 1 of
the FEC Franework docunment [RFC6363] for further illustration

Thi s docunent does not neke any assunption that the ' FEC sender’ and
"Medi a Sender’ functionalities are inplenmented on the sane devi ce,
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though that may be the case. Sinmilarly, this docunent does not make
any assunption that ' FEC receiver’ and ' Media Receiver’
functionalities are inplemented on the same device, though that may
be the case. There nmay al so be nore than one Medi a Sender

4.1. Encodi ng Format

The FEC Framework Configuration Information (listed above in section
4) may be encoded in any format such as SDP, XML etc. as chosen or
prefered by a particular FEC Framework instance. The sel ection of
such encoding format or syntax is independent of the signaling
protocol and beyond the scope of this docunent.

What ever encoding format is selected for a particular FEC franmework
instance, it must be known to the signaling protocol. This is to
provide a neans (e.g. a field such as Payl oad Type) in the signaling
prot ocol nmessage(s) to convey the chosen encoding format for the
configuration information so that the Payload i.e., configuration

i nformati on can be correctly parsed as per the senmantics of the
chosen encoding format at the receiver. Please note that the
encoding format is not a negotiated paraneter, but rather a property
of a particular FEC Framework instance and/or its inplenentation

Additionally, the encoding format for each FEC Franework
configuration paraneter nmust be defined in terns of a sequence of
octets that can be enbedded within the payl oad of the signaling
prot ocol message(s). The length of the encoding format nust either
be fixed, or derived by exami ning the encoded octets thensel ves.
For exanple, the initial octets may include sonme kind of |ength

i ndi cation.

I ndependent of the encoding formats supported by an FEC schene, each
i nstance of the FEC Franework must use a single encoding format to
describe all of the configuration information associated with that

i nstance. The signaling protocol specified in this docunent should
not validate the encoded information, though it may validate the
syntax or length of the encoded information.

The reader may refer to the SDP el enents docunent [RFC6364], which

descri bes the usage of 'SDP' encoding format as an exanpl e encodi ng
format for FEC Framewor k Configuration Information

Asat i Expires July 8, 2012 [ Page 6]



Internet-Draft FEC Framewor k Config Signaling June 8, 2012

5. Signaling Protocol Usage

FEC Framewor k [ RFC6363] requires certain FEC Framework Configuration
Information to be available to both sender and receiver(s). This
configuration information is al nost always fornul ated at the sender
(or on behalf of a sender), and sonmehow nade avail able at the
receiver(s). Wile one may envision a static nmethod to popul ate the
configuration informati on at both sender and receiver(s), it would
not be optimal since it would (a) require the know edge of every
receiver in advance, (b) require the time and neans to configure
each receiver and sender, and (c) increase the msconfiguration
possibility. Hence, there is a benefit in using a dynamic nethod
i.e., signaling protocol to convey the configuration information
bet ween sender and one or nore receivers.

Since the configuration informati on nay be needed at a particul ar
recei ver versus nmany receivers (depending on the nultinedia stream
bei ng unicast e.g. Video on Dermand, or nulticast e.g. Broadcast or

| PTV), we need two types of signaling protocols - one to deliver the
configuration information to many receivers via nulticasting
(described in section 5.1), and the other to deliver the
configuration information to one and only one receiver via

uni casting (described in section 5.2).

Figure 1 belowillustrates a sanple topol ogy showi ng the FEC sender
and FEC receiver (that may or may not be the Media Sender and Medi a
Recei ver respectively) such that FEC Senderl1 is serving

FEC Receiver1l,12,13 via the nulticast signaling protocol, whereas

the FEC Sender2 is serving only FEC Receiver2 via the unicast

si gnal i ng protocol

FEC Sender 2--------- [ [-------- FEC_Recei ver2

I I
FEC Senderl------- | P/ MPLS net wor k
[----------- FEC Receiver1l
[----------- FEC Receiver12
[----------- FEC_Recei ver 13

Fi gure 1 Topol ogy using Sender and Recei ver

The rest of the docunment continues to use the terns ' Sender’ and
"Receiver’ to refer to the ' FEC Sender’ and ' FEC Recei ver’
respectively.
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5.1. Signaling Protocol for Milticasting

This specification describes using Session Announcenent Protoco
(SAP) version 2 [RFC2974] as the signaling protocol to nulticast the
configuration information fromone sender to many receivers. The
apparent advantage is that the server doesn’t need to maintain any
state for any receiver using SAP

SAP nessages are carried over UDP over |IP with destination UDP
port being 9875 and source UDP port being any avail abl e nunber,
as described in RFC2974. The SAP nessage(s) MJST contain an

aut henti cati on header using PGP authentication.

At the high level, a sender, acting as the SAP announcer, signals
the FEC Franmework Configuration Information for each FEC Franmewor k
i nstance avail able at the sender, using the SAP nessage(s). The
configuration information, encoded in a suitable format as per the
section 4.1, is carried in the Payl oad of the SAP nessage(s). A
receiver, acting as the SAP listener, listens on a well-known UDP
port and at |east one well known nulticast group |IP address (as
explained in the section 5.1.1). This enables the receiver to
recei ve the SAP nessage(s) and obtains the FEC Framework
Configuration Information for each FEC Framework |nstance

Using the configuration information, the receiver becones aware of
avai |l abl e FEC protection options, corresponding nulticast trees (S, G
or *, G addresses) etc. The receiver may subsequently subscribe to
one or nore nulticast trees to receive the FEC streans using out-of -
band nul ticasting techniques such as PIM[RFC4601]. This, however,

is outside the scope of this docunent.

Figure 2 below illustrates the SAP packet format (it is reprinted
fromthe RFC2974) -

Asat i Expires July 8, 2012 [ Page 8]



Internet-Draft FEC Framewor k Config Signaling June 8, 2012
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01234567890123456789012345678901
B T i S S I el s S P S S S S S S N e S
V=1 |AIR T| E C auth len [ nmsg i d hash [
B S S i i i T T T S iy Ak S S S S

T+ T+

I
originating source (32 or 128 bits) :

B i S S T s i S T st i S S S S S S S S i
[ optional authentication data [

Kk _k_k_Kk_Kk_Kk_Kk_*k_Kk_*k_*_*_*_*k_*_* _*_* _*_*_*k_*_* _*_*_*_*_* _*x_%_*_%

*

| optional payload type |
+ B
| | O] |
S e 5 [
I I

: payl oad :
B i s T T S T et S S T S I T s sl s ol ST S S S

Fi gure 2 SAP Message fornmat

Whil e the RFC2974 includes explanation for each field, it is worth
di scussing the ' Payl oad’ and ' Payl oad Type' fields. The ' Payl oad
field is used to carry the FEC Franework Configuration Information
Subsequently, the optional ’'Payload Type' field, which is a MM
content type specifier, is used to describe the encoding format used
to encode the Payl oad.

For exanple, the 'Payload Type field nmay be application/sdp if
the FEC Franework Configuration Information is encoded in SDP
format and carried in the SAP payload. Sinmilarly, it wuld be
application/xm if the FEC Franework Configuration Infornmation was
encoded in XM fornmat.

Section 5.1.1 describes the sender procedure, whereas the section
5.1.2 describes the receiver procedure in the context of config
si gnal i ng usi ng RFC2974.

5.1.1. Sender Procedure
The sender signals the FEC framework configuration for each FEC

framework instance in a periodic SAP announcenent nessage [ RFC2974].
The SAP announcenent nessage is sent to a well known nulticast IP
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address and UDP port, as specified in [RFC2974]. The announcenent is
mul ticast with the same scope as the session bei ng announced.

The SAP nodul e at the sender obtains the FEC Franework Configuration
Information per Instance fromthe ' FEC Franework’ nodul e and pl aces
that in the SAP payl oad accordingly. A single SAP (announcenent)
message must carry the FEC Framework Configuration Information for a
singl e FEC Franmework | nstance. The SAP nmessage is then sent over UDP
over IP

While it is possible to aggregate nultiple SAP (announcenent)
messages in a single UDP datagramas long as the resulting UDP
datagramlength is less than the I P MU of the outgoing interface,
this specification does not reconmend it since there is no length
field in the SAP header to identify SAP nessage boundary. Hence,
this specification recommends single SAP announcenent nessage to
be sent in a UDP datagram

The | P packet carrying the SAP nessage nmust be sent to destination
| P address of one of the foll ow ng dependi ng on the sel ected scope:

- 224.2.127.254 (if |Pv4 global scope 224.0.1.0-238. 255. 255. 255
is selected for the FEC stream, or

- FFOX:0:0:0:0:0:2: 7FFE (if I1Pv6 multicasting is selected for the
FEC stream where X is the 4-bit scope val ue), or

- the highest nulticast address (239.255.255.255, for exanple) in
the relevant administrative scope zone (if |IPv4 adm nistrative
scope 239.0.0.0-239. 255. 255.255 is selected for the FEC strean)

As defined in RFC2974, the | P packet carrying SAP nessage nust use
destination UDP port being 9875 and source UDP port bein any
avai | abl e nunber. The default IP TTL value (or Hop Limt val ue)
shoul d be 255 at the sender, though the sender inplenentation nmay
allowit to be any other value to inplicitly create the nulticast
boundary for SAP announcenents. The I P DSCP field may be set to any
val ue that indicates a desired QoS treatnent in the |IP network.

The | P packet carrying the SAP nessage nust be sent with source IP
address that is reachable by the receiver. The sender nay assign the
same | P address in the "originating source" field of the SAP
nmessage, as the one used in the source I P address of the | P packet.

Furt hernmore, the FEC Framework Configuration Information nust not

i nclude any of the reserved nulticast group |IP addresses for the FEC
streans (i.e., source or repair flows), though it may use the sane
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| P address as the 'originating source’ address to identify the FEC
streans (i.e., source or repair flows). Please refer to | ANA
assignnents for nulticast addresses.

The sender nust periodically send the ' SAP announcenment’ nessage to
ensure that the receiver doesn't purge the cached entry(s) fromthe
dat abase and doesn’'t trigger the deletion of FEC Framework
Configuration Information.

While the tinme interval between repetitions of an announcenent can
be cal cul ated as per the very sophisticated but conpl ex nethod

expl ained in [ RFC2974], this docunment recomends a sinpler nmethod in
whi ch the user specifies the time interval in the range of 1-200
seconds with suggested default val ue being 60 seconds. In this

met hod, the "tine interval’ may be signaled in the SAP nmessage

payl oad e.g. within the FEC Framework Configuration Infornmation

Note that SAP doesn’t allow the time-interval to be signaled in
the SAP header. Hence, the usage of sinpler nmethod requires the
time-interval to be included in the FEC Framework Configuration
Information, if the default tinme interval (=60 seconds) for SAP
message repeations is not used. For exanple, the usage of "r="
(repeat tine) field in SDP may convey the time-interval value, if
SDP encoding format is used.

The tinme interval nmust be chosen to ensure that SAP announcenent
messages are sent out before the corresponding nulticast routing
entry e.g. (S,G or (*, G (corresponding to the SAP nul ticast
tree(s)) on the router(s) tinmes out. (It is worth noting that the
default tine-out period for the nulticast routing entry is 210
seconds, per the PI M specification [ RFC4601], though the tine-out
period may be set to another value as allowed by the router

i mpl ement ation.)

A SAP i npl enentati on may al so support the conpl ex nethod for
determining the SAP announcenent time interval, and provide the
option to select it.

The sender may choose to del ete the announced FEC Fr anework
Configuration Information, as defined in section 4 of RFC2974. The
explicit deletion is useful if the sender no |onger desires to send
anynore FEC streans.

If the sender needs to nodify the announced FEC Framework
Configuration Information for one or nore FEC i nstances, then the
sender nust send a new announcenent nessage with a different
"Message ldentifier Hash’ value as per the rules described in
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section 5 of RFC2974 [RFC2974]. Such announcenent nessage shoul d be
sent imrediately (wthout having to wait for the tine-interval) to
ensure that the nodifications are received by the receiver as soon
as possi ble. The sender nust al so send the SAP del eti on nessage to
del ete the previous SAP announcenent nessage (i.e., with the
previous 'Message ldentifier Hash' val ue).

5.1.2. Receiver Procedure

The receiver nust listen on UDP port 9875 for packets arriving with
| P destination address of either 224.2.127.254 (if |Pv4 gl obal scope
session is used for the FEC strean), or FFOX 0:0:0:0:0:2: 7FFE (if
IPv6 is selected, where X is the 4-bit scope value), or the highest

| P address (239.255.255. 255, for exanple) in the rel evant

adm ni strative scope zone (if IPv4 administrative scope 239.0.0. 0-
239. 255. 255. 255 is selected for the FEC stream. These |P addresses
are mandated for SAP usage by RFC2974 [ RFC2974].

The receiver, upon receiving a SAP announcenent nessage, creates an
entry, if it doesn't already exist, in a |ocal database and passes
the FEC Franework Configuration Information fromthe SAP Payl oad
field to the ' FEC Franework’ nodul e. Each entry also naintains a
time-out value, which is (re)set to five tinmes the tine-interva

val ue, which is either the default = 60 seconds, or the val ue
signal ed by the sender

Not e that SAP doesn't allow the tine-interval to be signaled in

t he SAP header. Hence, the tine-interval should be included in the
FEC Framewor k Configuration Information. For exanple, the usage of
"r=" (repeat tinme) field in SDP to convey the tine-interval val ue,
if SDP encoding format is used.

The tine-out value associated with each entry is reset when the
correspondi ng announcenent (please see section 5 of [RFC2974]) is
received. If the time-out value for any entry reaches zero, then
that entry nust be deleted fromthe database, as described in
section 4 of [RFC2974]. The receiver, upon receiving a SAP del ete
message, nust delete the matching SAP entry in its database, as
described in section 4 of [RFC2974].

The del etion of SAP entry nust result in the receiver no | onger
usi ng the rel evant FEC Framework Configuration Information for the
correspondi ng i nstance, and must no | onger subscribe to any rel ated
FEC streans.

Asat i Expires July 8, 2012 [ Page 12]



Internet-Draft FEC Framewor k Config Signaling June 8, 2012

5.2. Signaling Protocol for Unicasting

Thi s docunment describes | everaging any signaling protocol that is
al ready used by the unicast application, for exchanging the FEC
Framewor k Configuration Information between two nodes.

For exanple, a multinmedia (VoD) client may send a request via

uni casting for a particular content to the multinedia (VoD) server
whi ch nmay of fer various options such as encodings, bitrates,
transport etc. for the content. The client selects the suitable
options and answers to the server, paving the way for the content to
be uni cast on the chosen transport fromserver to the client. This
of fer/answer signaling, described in [RFC3264], is commonly utilized
by many application protocols such as SIP, RTSP etc.

The fact that two nodes desiring unicast conmmunication al nost al ways
rely on an application to first exchange the application related
paraneters via the signaling protocol nmakes it |ogical to enhance
such signaling protocol (s) to (a) convey the desire for the FEC
protection and (b) subsequently al so exchange FEC paraneters i.e.
FEC Framewor k Configuration Information. This enabl es the node
acting as the offerer to offer ' FEC Framewor k Configuration
Information’ for each of avail able FEC i nstances, and the node
acting as the answerer conveying the chosen FEC Franework
instance(s) to the offerer. The usage of FEC framework instance is
expl ai ned the FEC Framewor k docunent [ RFC6363].

Whi | e enhancing an application’s signaling protocol to exchange FEC
paraneters is one nethod (briefly explained above), an alternative
met hod woul d be to have a unicast based generic protocol that could
be used by two nodes independent of the application’s signaling
protocol. The latter is not covered by this docunent, of course

The renai nder of this section provides exanple signaling protocols
and expl ains how they can be used to exchange FEC Framewor k
Configuration Information.

5.2.1. SIP

SIP [ RFC3261] is an application-level signaling protocol to create,
nmodi fy, and terminate nultinmedia sessions with one or nore
participants. SIP also enables the participants to di scover one
another and to agree on a characterization of a nultinedia session
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they would like to share. SIP runs on either TCP or UDP or SCTP
transport, and uses SDP as the encoding format to describe multnedia
session attributes.

SI P al ready uses an offer/answer nodel with SDP, described in

[ RFC3264], to exchange the information between two nodes to
establ i sh uni cast sessions between them This docunent extends the
usage of this nodel for exchanging the FEC Franework Configuration
I nformation, explained in section 4. Any SDP specific enhancenents
to accomnmpdate the FEC Framework are covered in the SDP El enents
speci fication [ RFC6364] .

5.2.2. RTSP

Real -Time Stream ng Protocol (RTSP) [RFC2326] is an application-

| evel signaling protocol for control over the delivery of data with
real -tine properties. RTSP provides an extensible framework to
enabl e controll ed, on-demand delivery of real-tine data, such as
audi o and video. RTSP runs on either TCP or UDP transports.

RTSP al ready provides an ability to extend the existing nethod with
new paraneters. This specification defines ' FEC Protection Needed
option-tag (please see section 7 for | ANA Consi derations) and
prescribes including it in the Require (or Proxy-Require) header of
SETUP (net hod) request nessage, so as to request for FEC protection
for the data.

The node receiving such request either responds with "200 K"
nmessage that includes offers i.e., available FEC options (e.g. FEC
Framewor k Configuration Information for each Instance) or "551
Option not supported" nessage. A sanple of rel ated nessage exchange
is shown bel ow -

Nodel- >Node2: SETUP < ... > RTSP/1.0
CSeq: 1
Transport: <omitted for sinplicity>
Require: FEC-protection-needed

Node2- >Nodel: RTSP/ 1.0 200 OK

CSeq: 1
Transport: <omitted for sinplicity>
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The requesting node (Nodel) may then send a new SETUP nessage to
convey the selected FEC protection to Node2, and proceed with
regul ar RTSP messagi ng.

Suffice to say, if the requesting node (Nodel) received '551 Option
not supported’ response from Node2, then the requesting node (Nodel)
may send the SETUP nessage without using the Require header.

6. Security Considerations

Thi s docunent recomends SAP nessage(s) be authenticated to ensure
sender authentication, as described in section 5. 1.

There is no additional security consideration other than what's
al ready covered in [ RFC2974] for SAP, [RFC2326] for RTSP, and
[ RFC3261] for SIP.

7. 1 ANA Consi derati ons

This docunment requests |ANA to register a new RTSP Option tag
(option-tag) listed belowin the RTSP/1.0 Option Tags table of the
"Real Time Stream ng Protocol (RTSP)/1.0 Paraneters" registry
available fromhttp://ww.iana.org/, and provides the foll ow ng
information in conpliance with section 3.8.1 in [ RFC2326]:

Nane of option-tag FEC- pr ot ecti on- needed

Descri ption See section 5.2.2

Change of Control | ETF
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