NAT 64 operational
considerations




NAT64's usefulness

® Dual stack light provides more backward
compatibility with old IPv4 erap stuff

® However, NAT 64 breaks the vicious cycle
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NAT64 prefix tests

® VWe did some tests

® v4-mapped prefix (::ffff:0:0/96):




NAT 64 prefix tests (2)

® Systems implementing RFC 3484:
® (AFAIK only MacOS doesn't)

® prefer real IPv6 over mapped/compat
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NAT64 prefix choices

® Unicast space (currently in NAT64 draft):
® more choices for NAT 64 placement
® Well-known prefix:
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NAT 64 placement




Unworkable: |, 2, 7

e NAT64 in host (1) or CPE (2):

® not enough IPv4 addresses to give each
customer one




Special cases: 6 and 8

® NAT64 in third-party service provider (6):

® needs some kind of authentication, which
current proposals don't offer
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In source ISP: 3,4, 5

® |SP offering NAT64 to its customers:
® |SP presumably has at least some |Pv4

® authentication not a big issue
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DNS64 placement




DNS64 in host ()

® Con:

® this requires host changes...!

® unless well-known, NAT 64 prefix config




DNS64 in CPE (2)

e Con:

® unless the NAT64 prefix is well-known, a
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DNS64 in ISP (3, 4, 5)

® Can be anywhere in the ISP network
® colocated with NAT64 or otherwise

® But close to users is good for performance
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DNS64 at other ISP or
destination (6, /7, 8)

® At third party NAT 64 service provider (6)
possible, but reduced performance because
of RTT (also for native IPvé sessions)
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Conclusion

® Useful initial approach:

ace NAT 64 somewhere in ISP network

lace DNS64 in ISP net
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