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Abst ract

We address the problem of conputing the UDP checksum on tunneling
| Pv6 packets when using |ightweight tunneling protocols.
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1.

1.

I nt roducti on

The origin of this I-Dis the problemraised by the draft titled
"Automatic IP Multicast Wthout Explicit Tunnels", also known as
"AMI". See draft-ietf-nboned-auto-nulticast-09, Section 6.6. That
draft used UDP as the transport |ayer protocol for tunneling packets;
that is, the outer packet carrying a tunneled (inner) packet is a UDP
packet. The draft specifies that for packets carrying tunnel ed
mul ti cast data only, the UDP checksumin the UDP header of the outer
packet SHOULD be O.

However RFC 2460 [ RFC2460] explicitly states that |Pv6 receivers MJST
di scard UDP packets with a 0 checksum So, while sending a UDP
packet with a 0 checksumis pernmitted in |IPv4 packets, it is
explicitly forbidden in I Pv6 packets. The reason that this
prohibition exists is that there is no header checksumin the | Pv6
header. The conputation of an additional checksum when the inner
packet (s) are already adequately protected, is seen to be an
unwar r ant ed burden on nodes i nplenmenting |ightweight tunneling
protocols. However, there are issues with a UDP checksum of zero in
| Pv6 packets; these issues are described in detail in
[I-D.ietf-6man-udpzer o]

Since the first version of this draft, the need for an efficient,

I i ght wei ght UDP tunneling mechani sm has increased. |ndeed, other

wor kgroups, notably LISP [I-D.ietf-lisp] and Softw res [ RFC5619] have
al so expressed a need to have exceptions to the RFC 2460 prohibition
More recently, a discussion on the DCCP nmmiling list covered the UDP
over | Pv6 checksumissues. Qher users of UDP as a tunneling
protocol, for exanple, L2TP and Softwires may benefit froma

rel axation of the RFC 2460 restriction.

1. Some Ter m nol ogy

For the remainder of this draft, we discuss only IPv6, since this
probl em does not exist for IPv4. So any reference to 'IP should be
understood as a reference to | Pv6.

Al though we will try to avoid them when possible, we may use the
terns "tunneling" and "tunnel ed" as adjectives when descri bing
packets. Wen we refer to 'tunneling packets’ we refer to the outer
packet header that provides the tunneling function. Wen we refer to
"tunnel ed packets’ we refer to the inner packet, i.e. the packet
being carried in the tunnel
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1. 2. Pr obl em St at enent

The argunent made by the draft authors is that since in the case of
AMI mul ticast packets already have a UDP header with a checksum
there is no additional benefit and indeed sone cost to nodes to both
conpute and check the UDP checksum of the outer (encapsul ating)
header. Consequently, |Pv6 should nake an exception to the rule that
the UDP checksum MJUST not be 0, and allow tunneling protocols to set
the checksumfield of the outer header only to O and skip both the
sender and receiver conputation.

1.3. Discussion

The draft [I-D.ietf-6nman-udpzero] does an excellent job of discussing
all the issues related to allowing UDP over IPv6 to have a valid
checksum of zero. W will not repeat that work here.

In Section 5.1 of [I-D.ietf-6man-udpzero], the authors propose nine
(9) constraints on the usage of a zero checksum for UDP over |Pv6.

We agree with the restrictions proposed, and in fact proposed some of
those restrictions ourselves in the previous version of the current
draft. These restrictions are incorporated into the proposed changes
bel ow

As has been pointed out in [I-D.ietf-6man-udpzero] and in many
mailing lists, there is still the possibility of deep-inspection
firewal | devices or other m ddl eboxes actually checking the UDP
checksum field of the outer packet and discarding the tunneling
packets. This is would be an issue also for |egacy systens which
have not inplemented the change in the I Pv6 specification. So in any
case, there may be packet |oss of |ightweight tunneling packets
because of mi xed newrule and ol d-rul e nodes.

As an exanple, we discuss how can errors be detected and handled in a
| i ghtwei ght UDP tunneling protocol when the checksum protection is

di sabled. Note that other (non-tunneling) protocols may have

di fferent approaches. W suggest that the followi ng could be an
approach to this problem

0 Context (i.e. tunneling state) should be established via
application PDUs that are carried in checksummed UDP packets.
That is, any control packets flow ng between the tunnel endpoints
shoul d be protected by UDP checksuns. The control packets can
al so contain any negotiation that is necessary to set up the
endpoi nt/ adapters to accept UDP packets with a zero checksum

0 Only UDP packets containing tunnel ed packets should have a UDP
checksum equal to zero
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0 UDP keep-alive packets with checksum zero can be sent to validate
pat hs, given that paths between tunnel endpoints can change and so
m ddl eboxes in the path may vary during the life of the
association. Paths with m ddl eboxes that are intolerant of a UDP
checksum of zero will drop the keep-alives and the endpoints will
di scover that. Note that this need only be done per tunne
endpoi nt pair, not per tunnel context.

o Corruption of the encapsul ating | Pv6 source address, destination
address and/or the UDP source port, destination port fields : If
the 9 restrictions in [I-D.ietf-6man-udpzero] are followed, the
i nner packets (tunnel ed packets) should be protected and run the
usual (presumably small) risk of having undetected corruption(s).
If I'ightweight tunneling protocol contexts contain (at a m nunmumn
source and destination | P addresses and source and destination
ports, there are 16 possible corruption outcones. W note that
not only are these outcones not equally likely, nost require
multiple bit errors with errored bits in separate fields. The
possi bl e corruption outcones fall out this way:

* Half of the 16 possible corruption conbinati ons have a
corrupted destination address. |If the incorrect destination is
reached and the node doesn’'t have an application for the
destination port, the packet will be dropped. |If the
application at the incorrect destination is the sane
I i ghtwei ght tunneling protocol and if it has a matching context
(we assume a very small probability event) the inner packet
will be decapsulated and forwarded. |If it is sone other
application, with very high probability, the application wll
not recogni ze the contents of the packet.

* Half of the 8 possible corruption conbinations with a correct
destination address have a corrupted source address. If the
tunnel contexts contain all elenents of the address-port
4-tuple, then the liklihood is that this corruption will be
det ect ed.

* O the remaining 4 possibilities, with valid source and
destination I Pv6 addresses, 1 has all 4 fields valid, the other
three have one or both ports corrupted. Again, if the
tunnel i ng endpoi nt context contains sufficient information,
these error should be detected with high probability.

o Corruption of source-fragnented encapsul ati ng packets: In this
case, a tunneling protocol may reassenble fragnments associ ated
with the wong context at the right tunnel endpoint, or it may
reassenbl e fragnents associated with a context at the wong tunne
endpoint, or corrupted fragnents nay be reassenbled at the right
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context at the right tunnel endpoint. |In each of these cases, the
I Pv6 | ength of the encapsul ati ng header may be checked (though
[I-D.ietf-6man-udpzero] points out the weakness in this check).

In addition, if the encapsul ated packet is protected by a
transport (or other) checksum these errors can be detected (with
sone probability).

While this is not a perfect solution, it can reduce the risks of
rel axi ng the UDP checksum requirenent for |Pv6.

1.4. Recomended Sol ution

There is a need that a UDP checksum of zero could be allowed on the
out er encapsul ati ng packet of a lightweight tunneling protocol. This
woul d inply that UDP endpoints handling that protocol nust change
their behavior and not discard UDP packets received with a 0 checksum
on the outer packet. W also recommend that the constraints in
Section 5.1 of [I-D.ietf-6nman-udpzero] be adopt ed.

Specifically, this draft proposes that the text in [ RFC2460] Section
8.1, 4th bullet be amended. We refer to the follow ng text:

"Unli ke | Pv4, when UDP packets are originated by an | Pv6 node, the
UDP checksumis not optional. That is, whenever originating a UDP
packet, an | Pv6 node must conpute a UDP checksum over the packet and
t he pseudo-header, and, if that conputation yields a result of zero,
it must be changed to hex FFFF for placenent in the UDP header. |Pv6
recei vers nust discard UDP packets containing a zero checksum and
should log the error."

This item should be taken out of the bullet list and shoul d be
nodi fied as foll ows:

Whenever originating a UDP packet, an |IPv6 node SHOULD conpute a
UDP checksum over the packet and the pseudo-header, and, if that
conmputation yields a result of zero, it nust be changed to hex
FFFF for placenment in the UDP header. |Pv6 receivers SHOULD

di scard UDP packets containing a zero checksum and SHOULD | og the
error. However, sone protocols, such as |ightweight tunneling
protocols that use UDP as a tunnel encapsul ation, MAY onit
computing the UDP checksum of the encapsul ati ng UDP header and set
it to zero, subject to the followi ng constraints (from
[I-D.ietf-6man-udpzero]). |In cases, where the encapsul ating
protocol uses a zero checksum for UDP, the receiver of packets in
the all owed port range MJUST NOT di scard packets with a UDP
checksum of zero. Note that these constraints apply only to
encapsul ating protocols that omt calculating the UDP checksum and
set it to zero. An encapsul ating protocol can al ways choose to
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comput e the UDP checksum in which case, its behavior should be as
speci fi ed above.

1. | Pve protocol stack inplenentations SHOULD NOT by default
all ow the new nethod. The default node receiver behavi our
MUST di scard all |Pv6 packets carrying UDP packets with a zero
checksum

2. Inplenentations MUST provide a way to signal the set of ports
that will be enabled to receive UDP datagrans with a zero
checksum An | Pv6 node that enables reception of UDP packets
with a zero-checksum MJST enable this only for a specific
port or port-range. This may be inplenented via a socket API
call, or simlar mechani sm

3. RFC 2460 specifies that |1 Pv6 nodes should | og UDP datagrans
with a zero-checksum This should renmain the case for any
dat agram recei ved on a port that does not explicitly enable
zer o- checksum processing. A port for which zero-checksum has
been enabl ed MJUST NOT | og t he datagram

4., A stack may separately identify UDP datagrans that are
di scarded with a zero checksum It SHOULD NOT add these to
the standard | og, since the endpoint has not been verified.

5. UDP Tunnels that encapsulate IP MJST rely on the inner packet
integrity checks provided that the tunnel will not
significantly increase the rate of corruption of the inner IP
packet. |If a significantly increased corruption rate can
occur, then the tunnel MJST provide an additional integrity
verification nmechanism An integrity mechanismis al ways
recommended at the tunnel layer to ensure that corruption
rates of the inner nost packet are not increased.

6. Tunnels that encapsul ate Non-IP packets MJST have a CRC or
ot her nechani sm for checking packet integrity, unless the
Non- | P packet specifically is designed for transm ssion over
| ower layers that do not provide any packet integrity
guarantee. In particular, the application nust be designed so
that corruption of this information does not result in
accunul ated state or incorrect processing of a tunneled
payl oad.

7. UDP applications that support use of a zero-checksum SHOULD

NOT rely upon correct reception of the IP and UDP protoco
information (including the length of the packet) when decodi ng
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1.5.

and processing the packet payload. |In particular, the
application nust be designed so that corruption of this

i nformati on does not result in accurmul ated state or incorrect
processing of a tunnel ed payl oad.

8. If a method proposes recursive tunnels, it MJST provide
gui dance that is appropriate for all use-cases. Restrictions
may be needed to the use of a tunnel encapsul ations and the
use of recursive tunnels (e.g. Necessary when the endpoint is
not verified).

9. |1Pv6 nodes that receive | CMPv6 nessages that refer to packets
with a zero UDP checksum MJST provi de appropriate checks
concerning the consistency of the reported packet to verify
that the reported packet actually originated fromthe node,
before acting upon the information (e.g. validating the
address and port nunbers in the | CMPv6 nessage body).

M ddl eboxes MJUST all ow | Pv6 packets with UDP checksum equal to
zero to pass. |Inplenentations of m ddl eboxes MAY al | ow
configuration of specific port ranges for which a zero UDP
checksumis valid and may drop | Pv6 UDP packets outside those
ranges.

Addi ti onal Qbservations

The persistence of this issue anong a significant nunber of protocols
bei ng developed in the IETF requires a definitive policy. The
authors would |ike to nake the foll owi ng observations:

(0]

An empirically-based anal ysis of the probabilities of packet
corruptions (with or wthout checksuns) has not (to our know edge)
been conducted since about 2000. It is now 2010. W strongly
suggest that an enpirical study is in order, along with an
extensi ve analysis of | Pv6 header corruption probabilities.

A key cause of this issue generally is the | ack of protoco

support in mddl eboxes. Specifically, new protocols, such as
DCCP, are being forced to use UDP tunnels just to traverse an end-
to-end path successfully and avoid having their packets dropped by
m ddl eboxes. |If this were not the case, the use of UDP-lite m ght
beconme nore viable for sonme (but not necessarily all) |ightweight
tunnel i ng protocols.

Anot her cause of this issue is that the UDP checksumis overl oaded
with the task of protecting the I Pv6 header for UDP flows (as it
the TCP checksum for TCP flows). Protocols that do not use a
pseudo- header approach to conputing a checksum or CRC have
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essentially no protection frommi sdelivered packets. W suggest
that decoupling | Pv6 header protection fromtransport generally
shoul d be studied in this workgroup. One approach might be to
consi der an extension header for |IPv6 containing (at |east) a
header checksum However, that is beyond the scope of this draft.

2. | ANA Consi derati ons
Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

3. Security Considerations

It is of course less work to generate zero-checksum attack packets
than ones with full UDP checksuns. However, this does not lead to
any significant new vulnerabilities as checksuns are not a security
measure and can be easily generated by any attacker, as properly
configured tunnels should check the validity of the inner packet and
perform any needed security checks, regardl ess of the checksum
status, and finally as nost attacks are generated from conprom sed
hosts which automatically create checksumed packets (in other words,
it would generally be nore, not less, effort for nost attackers to
generate zero UDP checksuns on the host).
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