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1. Introduction
Thi s docunment docunent provides advice on the filtering of |1 CVWPv4 and
| CMPv6 nessages. Additionaly, it discusses the operational and
interoperability inplications of such filtering.
The key words "MJST", "MJST NOT"', "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Internet Control Message Protocol version 4 (1CWP)

Table 1 sumari zes the reconmendations with respect to what a device
SHOULD do when generating, forwarding, or receiving | CMPv6 nessages.

Gont, et al. Expi res January 4, 2014 [ Page 6]



Internet-Draft

T T e
| | CMPv4 Message | Sourced
| | from

[ | Device
e .
| | CMPv4- unr each- net | Rate-L
e T N T
| | CMPv4- unr each- host | Rate-L
Fom e e e e e e e e e e ee oo Fom e -
[ | CMPv4- unr each- prot o | Rate-L
. .
| | CMPv4- unr each- port | Rate-L
T N T
| | CMPv4- unr each-frag- needed | Send

Fom e e e e e e e e e e ee oo Fom e -
[ | CMPv4-unr each-src-route | Rate-L
e .
[ | CMPv4- unr each- net - unknown | Deny

I (Depr) I
S Fomm e e e o -
| 1 CWPv4-unreach-host-unknown | Rate-L
Fom e e e e e e e e e m oo oo Fom e o -
| 1 CWPv4-unreach-host-isol ated | Deny

I (Depr) I
e N T
| | CMPv4- unr each- net -t os | Rate-L
Fom e e e e e e e e e e ee oo Fom e -
[ | CMPv4- unr each- host -t os | Rate-L
e .
| | CMPv4- unr each- admin | Rate-L
e T N T
| I CMPv4-unreach-prec-violation | Rate-L
Fom e e e e e e e e e e ee oo Fom e -
[ | CMPv4-unreach-prec-cutoff | Rate-L
. .
[ | CMPv4- quench [ Deny
e T N I T
| | CMPv4-redirect - net | Rate-L
Fom e e e e e e e e e e ee oo Fom e -
[ | CMPv4-redirect - host | Rate-L
e .
| | CMPv4-redirect-tos-net | Rate-L
e T N T
| | CMPv4-redirect-tos-host | Rate-L
Fom e e e e e e e e e e ee oo Fom e -
[ | CVWPv4-tined-ttl | Rate-L
e .
| | CMPv4-ti med-reass | Rate-L
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| | CMPv4- par anet er - poi nt er | Rate-L | Deny | Rat e- L |
S Fomm e e e o - B s +
| | CMPv4- opti on-m ssi ng | Rate-L | Deny | Rat e- L |
Fom e e e e e e e e e m oo oo Fom e o - [ S Fom e e o +
| | CMPv4-r eq- echo- nessage | Rate-L | Permt | Rat e- L |
oo e e e e e e eeee oo - [ RS Fom e e oo - TS +
[ | CMPv4-req-echo-reply | Rate-L | Permt | Rat e- L [
S Fomm e e e o - B s +
| | CMPv4-req-router-sol | Rate-L | Deny | Rat e- L |
Fom e e e e e e e e e m oo oo Fom e o - [ S Fom e e o +
| | CMPv4-req-router-adv | Rate-L | Deny | Rat e- L |
oo e e e e e e eeee oo - [ RS Fom e e oo - TS +
| I1CWPv4-req-timestanp-nmessage | Rate-L | Deny | Rat e- L |
S Fomm e e e o - B s +
| | CMPv4-reg-tinestanp-reply | Rate-L | Deny | Rat e- L |
Fom e e e e e e e e e m oo oo Fom e o - [ S Fom e e o +
| | CMPv4-i nf o- nmessage (Depr) | Deny | Deny | Deny |
oo e e e e e e eeee oo - [ RS Fom e e oo - TS +
[ | CWPv4-info-reply (Depr) [ Deny [ Deny [ Deny [
S Fomm e e e o - B s +
| | CMPv4- mask- r equest | Rate-L | Deny | Rat e- L |
Fom e e e e e e e e e m oo oo Fom e o - [ S Fom e e o +
| | CMPv4- mask-reply | Rate-L | Deny | Rat e- L |
oo e e e e e e eeee oo - [ RS Fom e e oo - TS +

Legend: "Depr" = Deprecated; "Rate-L" = Rate-Linit
Tabl e 1: Summary Recommendations for | CVPv4
2.1. 1CWv4 Error Messages

[ RFCO792] is the base specification for the Internet Control Message
Protocol (ICWP) to be used with the Internet Protocol version 4
(IPv4). It defines, anpng other things, a nunber of error nessages
that can be used by end-systens and internedi ate systens to report
errors to the sending system The Host Requirenments RFC [ RFC1122]
classifies |CMP error nessages into those that indicate "soft

errors”, and those that indicate "hard errors”, thus roughly defining
the semantics of them

Section 3.2.2.1 of [RFC1122] specifies the anmount of information to
be included in the payload of an I CWP error nessage, and how | CWP
error nessages should be denultiplexed to the correspondi ng transport
protocol instance. Additionally, it inposes details some scenarios
in which CVMP errors should not be generated.

Section 4.1.3.3 of [RFC1122] states that UDP MJUST pass to the
application layer all ICWP error nessages that it receives fromthe
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| P layer.

Section 4.2.3.9 of [RFC1122] states that TCP MJST act on an | CWP
error nessage passed up fromthe IP layer, directing it to the
connection that created the error

Section 4.3.2 of [RFC1812] contains a number of requirenments for the
generation and processing of |CMP error nessages, including:
initialization of the TTL of the error message, the anount of data
fromthe offending packet to be included in the | CVWP payl oad, setting
the I P Source Address of |CWVP error nessages, setting of the TGS and
Precedence, processing of | P Source Route option in offending
packets, scenarios in which routers MJUST NOT send | CVP error

messages, and application of rate-linmting to | CMP error nessages.

The |1 QWP specification [RFC0792] originally defined the | CVP Source
Quench nessage (Type 4, Code 0), which was neant to provide a
mechani sm for flow control and congestion control. |CM Source
Quench is being formally deprecated by [ RFC6633].

[ RFC1191] defines a nechanismcalled "Path MIU Di scovery (PMIUD),
whi ch nakes use of | CMP error nessages of Type 3 (Destination
Unreachabl e), Code 4 (fragnentati on needed and DF bit set) to allow
systenms to deternine the MU of an arbitrary internet path.

Appendi x D of [RFC4301] provides information about which | CMP error
messages are produced by hosts, intermediate routers, or both.

2.1.1. Destination Unreachable (Type 3)

The | CWP Destination Unreachabl e nessage is sent by a router in
response to a packet which it cannot forward because the destination
(or next hop) is unreachable or a service is unavail able. Exanples
of such cases include a nessage addressed to a host which is not
there and therefore does not respond to ARP requests, and nessages
addressed to network prefixes for which the router has no valid
route. [RFC1812] states that a router MJST be able to generate | CWMP
Desti nati on Unreachabl e messages and SHOULD choose a response Code
that nost closely matches the reason the message i s being generated.
Section 3.2.2.1 of [RFC1122] states that a Destination Unreachable
message that is received MIST be reported to the transport |ayer, and
that the transport |ayer SHOULD use the information appropriately.

2.1.1.1. Net Unreachabl e (Code 0)

Gont, et al. Expi res January 4, 2014 [ Page 9]
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2.1.1.1.1. Uses

Used to indicate that a router cannot forward a packet because it has
no routes at all (including no default route) to the destination
specified in the packet. A nunber of systens abort connections in
non- synchroni zed states in response to this nmessage, to avoid | ong
del ays in connection establishnent attenpts [ RFC5461].

2.1.1.1.2. Message Specification

Defined in [ RFCO792]. Section 4.3.3.1 of [RFC1812] states that if a
router cannot forward a packet because it has no routes at al
(including no default route) to the destination specified in the
packet, then the router MJST generate a Destination Unreachabl e, Code
0 (Network Unreachable) |ICMP nessage. Section 3.2.2.1 of [RFCL1122]
states that this nessage nmay result froma routing transient, and
MUST therefore be interpreted as only a hint, not proof, that the
specified destination is unreachable. For exanple, it MJST NOT be
used as proof of a dead gateway. Section 4.2.3.9 of [RFCL122] states
that this nmessage indicates a soft error, and therefore TCP MJST NOT
abort the connection, and SHOULD make the information available to
the application.

2.1.1.1.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destination Unreachabl e nmessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
nmessages.

This attack be mtigated by rate-limting the rate of | MCP nessages
generated. For rate-limting | CMPv4 nessages see Section 4.3.2.8 of
[ RFC1812] .

2.1.1.1.4. (Operational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts
that coul d have been avoi ded by those systens aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.2. Host Unreachabl e (Code 1)

2.1.1.2.1. Uses

Used to indicate that a router cannot forward a to the intended
destination because it is unreachable. A nunber of systens abort
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connections in non-synchronized states in response to this nessage,
to avoid | ong delays in connection establishment attenpts [ RFC5461].

2.1.1.2.2. Message Specification

Defined in [RFCO792]. Section 3.2.2.1 of [RFC1122] states that his
message may result froma routing transient, and MJIST therefore be
interpreted as only a hint, not proof, that the specified destination
i s unreachable. For exanple, it MJST NOT be used as proof of a dead
gateway. Section 4.2.3.9 of [RFCl1122] states that this nessage

i ndicates a soft error, and therefore TCP MJUST NOT abort the
connection, and SHOULD nmake the information available to the
application.

2.1.1.2.3. Threats
An attacker can potentially performa Denial of Service (DoS) attack

against the router by forcing it to generate a high volune of |CW
Destinati on Unreachabl e nessages. This can be done by flooding the

router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
nessages.

This can be nmitigated by rate-liniting the rate of | MCP nmessages
generated. For rate-limting | CMPv4 nessages see Section 4.3.2.8 of
[ RFC1812] .

2.1.1.2.4. (Qperational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenpts

that coul d have been avoi ded by those systens aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.3. Protocol Unreachable (Code 2)
2.1.1.3.1. Uses

Used by hosts to indicate that the designated transport protocol is
not support ed.

2.1.1.3.2. Message Specification
Defined in [ RFCO792]. [RFC1122] states that a host SHOULD send a
prot ocol unreachabl e when the designated transport protocol is not

supported. Section 4.2.3.9 of [RFC1122] states that this nessage
indicates a hard error condition, so TCP SHOULD abort the connection
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2.1.1.3.3. Threats

Can be exploited to perform connection-reset attacks [RFC5927]. Such
attacks need to be mitigated at hosts, as discussed in [ RFC5927].

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Desti nati on Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. These DoS attacks can be nmitigated by rate-limting the
rate of | MCP nmessages generated. For rate-linmiting | CVMPv4 nessages
see Section 4.3.2.8 of [RFC1812].

2.1.1.3.4. (Qperational and Interoperability Inpact if Bl ocked
None.

2.1.1.4. Port Unreachabl e (Code 3)

2.1.1.4.1. Uses

Used by end-systens to signal the source systemthat it could not
demul tiplex the received packet (i.e., there was no listening process
on the destination port). Used by UDP-based trace route to |locate
the final destination (UDP probes are sent to an UDP port that is
believed to be unused). Sone firewalls respond with this error
message when a received packet is discarded due to a violation of the
firewall security policy. A nunber of systens abort connections in
non- synchroni zed states in response to this nmessage, to avoid |ong
del ays in connection establishnent attenpts [ RFC5461].

2.1.1.4.2. Message Specification

Defined in [ RFCO792]. Section 3.2.2.1 of [RFC1122] states that a
host SHOULD send an | CVMP port unreachabl e when the designated
transport protocol (e.g., UDP) is unable to denmultiplex the datagram
but has no protocol nechanismto informthe sender. Additionally, it
states that a transport protocol that has its own nechanism for
notifying the sender that a port is unreachable MJST neverthel ess
accept an I CVWP Port Unreachable for the sane purpose.

Section 4.2.3.9 of [RFC1122] states that this nessage indicates a
hard error condition, so TCP SHOULD abort the connection
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2.1.1.4.3. Threats

Can be exploited to perform connection-reset attacks [RFC5927]. Such
attacks need to be mitigated at hosts, as discussed in [ RFC5927].

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Desti nati on Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. These DoS attacks can be nmitigated by rate-limting the
rate of | MCP nmessages generated. For rate-linmiting | CVMPv4 nessages
see Section 4.3.2.8 of [RFC1812].

2.1.1.4.4. (Qperational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.5. Fragnentation Needed and DF Set (Code 4)

2.1.1.5.1. Uses
Used for the Path-MIU Di scovery nechani sm described in [ RFC1191].

2.1.1.5.2. Message Specification
Defined in [ RFCO792]

2.1.1.5.3. Threats
This error nessage can be used to perform Denial of Service (DoS)
attacks agai nst transport protocols. [RFC5927] describes the use of
this error nessage to attack TCP connecti ons.

2.1.1.5.4. (perational and Interoperability Inpact if Bl ocked

Filtering this error nessage breaks the Pat h-MIU Di scovery mechansi m
described in [RFCL191].

2.1.1.6. Source Route Failed (Code 5)
2.1.1.6.1. Uses

Signals errors araising froml|Pv4d source routes
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2.1.1.6.2. Message Specification

Defined in [ RFCO792]. Section 3.2.2.1 of [RFC1122] states that his
message may result froma routing transient, and MJUST therefore be
interpreted as only a hint, not proof, that the specified destination
i s unreachable. For exanple, it MJUST NOT be used as proof of a dead
gateway. Section 4.2.3.9 of [RFCL122] states that this nessage
indicates a soft error, and therefore TCP MJUST NOT abort the
connection, and SHOULD make the information available to the
appl i cation.

Section 4.2.3.9 of [RFC1122] states that this nessage indicates a
hard error condition, so TCP SHOULD abort the connection

2.1.1.6.3. Threats
An attacker can potentially performa Denial of Service (DoS) attack

against the router by forcing it to generate a high volune of |CW
Destinati on Unreachabl e nessages. This can be done by flooding the

router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
nessages.

This can be nmitigated by rate-liniting the rate of | MCP nmessages
generated. For rate-limting | CMPv4 nessages see Section 4.3.2.8 of
[ RFC1812] .

2.1.1.6.4. (Qperational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.7. Destination Network Unknown (Code 6) (Deprecated)

2.1.1.7.1. Uses
Si gnal unreachability condition to the sending system Currently
deprecated. A nunber of systens abort connections in non-
synchroni zed states in response to this nessage, to avoid | ong del ays
in connection establishnent attenpts [ RFC5461].

2.1.1.7.2. Message Specification
Defined in [RFC1122]. [RFC1812] states that this Code SHOULD NOT be
generated since it would inply on the part of the router that the

destination network does not exist (net unreachable Code 0 SHOULD be
used in place of Code 6).
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2.1.1.7.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destination Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
nessages.

This can be nmitigated by not-generating and dropping (rather than
forwardi ng) these nessages (since they have been deprecated).

2.1.1.7.4. (Qperational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CVMP soft errors [ RFC5461].

2.1.1.8. Destination Host Unknown (Code 7)
2.1.1.8.1. Uses

Signal unreachability condition to the sending system A nunber of
systens abort connections in non-synchronized states in response to
this message, to avoid long delays in connection establishnent
attenpts [ RFC5461].

2.1.1.8.2. Message Specification

Defined in [RFC1122], and is generated only when a router can
determine (fromlink layer advice) that the destination host does not
exi st

2.1.1.8.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Desti nation Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CWwW
nessages.

This can be mitigated by rate-liniting the rate of | MCP nessages

generated. For rate-limting | CMPv4 nessages see Section 4.3.2.8 of
[ RFC1812] .

Gont, et al. Expi res January 4, 2014 [ Page 15]



Internet-Draft ICVWP Filtering July 2013

2.1.1.8.4. (perational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.9. Source Host |solated (Code 8) (Deprecated)
2.1.1.9.1. Uses

Signal unreachability condition to the sending system but is
currently deprecated. A nunber of systens abort connections in non-
synchroni zed states in response to this nessage, to avoid | ong del ays
in connection establishnment attenpts [ RFC5461].

2.1.1.9.2. Message Specification

Defined in [ RFC1122]. [RFC1812] states that routers SHOULD NOT
generate this error nmessage, and states that whichever of Codes 0O
(Networ k Unreachable) and 1 (Host Unreachable) is appropriate SHOULD
be used instead.

2.1.1.9.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high vol une of | CWP
Desti nati on Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CWwW
nessages.

This can be mitigated by rate-liniting the rate of | MCP nessages
generated. For rate-limting | CMPv4 nessages see Section 4.3.2.8 of
[ RFC1812] .

2.1.1.9.4. (Operational and Interoperability Inpact if Bl ocked

M ght | ead to | ong del ays between connection establishment attenpts
or long response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
However, this error nessage is deprecated, and thus systens should
not depend on it for any purpose.

2.1.1.10. Communication with Destination Network Adm nistratively
Prohi bited (Code 9) (Deprecated)

Gont, et al. Expi res January 4, 2014 [ Page 16]



Internet-Draft ICVWP Filtering July 2013

2.1.1.10.1. Uses

Signal unreachability condition to the sending system A nunber of
systens abort connections in non-synchronized states in response to
this nmessage, to avoid long delays in connection establishnent
attenpts [ RFC5461].

2.1.1.10.2. Message Specification

This error Code is defined in [RFC1122], and was intended for use by
end-to-end encryption devices used by U S nmilitary agenci es.

[ RFC1812] deprecates its use, stating that routers SHOULD use the
Code 13 (Conmuni cation Administratively Prohibited) if they

adm nistratively filter packets

2.1.1.10.3. Threats

May reveal filtering policies. In orther to mitigate this issue, a
node coul d deny the generation of these error nessages. However, we
note that this would al so have a negative inpact on network

t roubl eshoot i ng.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destinati on Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. These DoS attacks can be nmitigated by rate-limting the
rate of | MCP nmessages generated. For rate-linmting | CMPv4 nessages
see Section 4.3.2.8 of [RFC1812].

2.1.1.10.4. Operational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
However, this error nmessage is deprecated, and thus system shoul d not
depend on it for any purpose.

2.1.1.11. Conmmunication with Destination Host Admi nistratively
Pr ohi bited (Code 10) (Deprecated)

2.1.1.11.1. Uses
Signal unreachability condition to the sending system but is
currently deprecated. A nunber of systens abort connections in non-

synchroni zed states in response to this nessage, to avoid | ong del ays
in connection establishnent attenpts [ RFC5461].
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2.1.1.11.2. Message Specification

This error Code is defined in [RFC1122], and was intended for use by
end-to-end encryption devices used by U S nmilitary agencies.

[ RFC1812] deprecates its use, stating that routers SHOULD use the
Code 13 (Conmuni cation Administratively Prohibited) if they

adm nistratively filter packets.

2.1.1.11.3. Threats

May reveal filtering policies. |In orther to mtigate this issue, a
node coul d deny the generation of these error nessages. However, we
note that this would al so have a negative inpact on network

t roubl eshoot i ng.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of | CW
Destination Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
nmessages.

This can be nmitigated by rate-liniting the rate of | CVW nessages
generated. For rate-limting | CMPv4 nessages see Section 4.3.2.8 of
[ RFC1812] .

2.1.1.11.4. Operational and Interoperability Inpact if Bl ocked

May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
However, this error nmessage is deprecated, and thus system shoul d not
depend on it for any purpose.

2.1.1.12. Network Unreachable for Type of Service (Code 11)
2.1.1.12.1. Uses

Signal unreachability condition to the sendi ng system when TGCS- based
routing is inplenented, because the TCS specified for the routes is
neither the default TGOS (0000) nor the TOS of the packet that the
router is attenpting to route. A nunber of systens abort connections
i n non-synchroni zed states in response to this nmessage, to avoid | ong
del ays in connection establishnent attenpts [ RFC5461].
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2.1.1.12.2. Message Specification

Defined in [RFC1122]. Section 4.3.3.1 of [RFC1812] states that if a
router cannot forward a packet because the TGOS specified for the
routes is neither the default TGOS (0000) nor the TOS of the packet
that the router is attenpting to route, then the router MJST generate
a Destination Unreachable, Code 11 (Network Unreachable for TOS) | CWP
nmessage

2.1.1.12.3. Threats
May reveal routing policies.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high vol une of |CWP
Destination Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. This can be nitigated by rate-limting the rate of | CW
messages generated. For rate-limting | CVWPv4 nessages see Section
4.3.2.8 of [RFC1812].

2.1.1.12.4. Qperational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attempts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.13. Host Unreachable for Type of Service (Code 12)
2.1.1.13.1. Uses

Signal unreachability condition to the sending system when TOS-based
routing is inplenented, because the TCS specified for the routes is
neither the default TGOS (0000) nor the TOS of the packet that the
router is attenpting to route. A nunber of systens abort connections
i n non-synchroni zed states in response to this nmessage, to avoid | ong
del ays in connection establishnent attenpts [ RFC5461].

2.1.1.13.1.1. Message Specification

Defined in [ RFC1122]. Section 4.3.3.1 of [RFC1812] states that this
message is sent if a packet is to be forwarded to a host that is on a
network that is directly connected to the router and the router
cannot forward the packet because no route to the destination has a
TOS that is either equal to the TGS requested in the packet or is the
default TOS (0000).
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2.1.1.13.2. Threats
May reveal routing policies.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destinati on Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. This can be nitigated by rate-limting the rate of |ICW
messages generated. For rate-limting | CVPv4 nessages see Section
4.3.2.8 of [RFC1812].

2.1.1.13.3. OQperational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.14. Communi cati on Administratively Prohibited (Code 13)
2.1.1.14.1. Uses

Signal unreachability condition (due to filtering policies) to the
sendi ng system A nunber of systenms abort connections in non-
synchroni zed states in response to this nessage, to avoid | ong del ays
in connection establishnment attenpts [ RFC5461].

2.1.1.14.2. Message Specification

Defined in [RFC1812], and is generated if a router cannot forward a
packet due to administrative filtering

2.1.1.14.3. Threats
May reveal filtering policies.

G ven that the semantics of this error nessage are not accurately
speci fied, some systens m ght abort transport connections upon
receipt of this error nessage. [RFC5927].

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Desti nation Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CWwW
messages. This can be nitigated by rate-limting the rate of | CW
messages generated. For rate-limting | CVPv4 nessages see Section
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4.3.2.8 of [RFC1812].
2.1.1.14.4. Operational and Interoperability Inpact if Bl ocked

May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.15. Host Precedence Violation (Code 14)
2.1.1.15.1. Uses

Si gnal unreachability condition to the sending system A nunber of
systens abort connections in non-synchronized states in response to
this message, to avoid |long delays in connection establishnent
attenpts [ RFC5461].

2.1.1.15.2. Message Specification

Defined in [RFC1812], and is sent by the first hop router to a host
to indicate that a requested precedence is not pernmitted for the
particul ar conbi nati on of source/destination host or network, upper
| ayer protocol, and source/destination port

2.1.1.15.3. Threats
May reveal routing policies.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destinati on Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. This can be nitigated by rate-limting the rate of |ICW
messages generated. For rate-limting | CVPv4 nessages see Section
4.3.2.8 of [RFC1812].

2.1.1.15.4. Operational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.1.16. Precedence Cutoff in Effect (Code 15)
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2.1.1.16.1. Uses

A nunmber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishnent attenpts [ RFC5461].

2.1.1.16.2. Message Specification

Defined in [RFC1812], and is sent when the network operators have
i mposed a nminimum |l evel of precedence required for operation, and a
datagram was sent with a precedence below this |evel

2.1.1.16.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destination Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CW
messages. This can be nitigated by rate-limting the rate of | CW
messages generated. For rate-limting | CVPv4 nessages see Section
4.3.2.8 of [RFC1812].

2.1.1.16.4. Qperational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.2. Source Quench (Type 4, Code 0)

2.1.2.1. Uses
Oiginally neant to aid in congestion-control and flow control
Currently ignored by nost end-systeminplenentations, because of its
security inplications (see [RFC5927]. It is being formally
deprecated by [ RFC6633].

2.1.2.2. Message Specification

The Source Quench nessage was originally specified in [RFC0792]. It
is being formally deprecated by [ RFC6633].

2.1.2.3. Threats

Can be exploited for perform ng throughput-reduction attacks
[ RFC5927] .
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2.1.2.4. (Operational and Interoperability Inpact if Bl ocked
None.
2.1.3. Redirect (Type 5)

Section 3.2.2.2 of [RFC1122] states that SHOULD NOT send an | CWP
Redi rect nmessage, and that a host receiving a Redirect nessage MJST
update its routing information accordingly, and process the | CWP
redirect according to the rules stated in Section 3.3.1.2 of
[RFC1122]. ICWP redirects that specify a a gateway that is not on
the sane connected (sub-) net through which the Redirect arrived, or
that are received froma source other than the first-hop gateway
SHOULD be silently disacarded.

Section 4.3.3.2 of [RFCL812] states that a router MAY ignore | CWP
Redi rects when choosing a path for a packet originated by the router
if the router is running a routing protocol or if forwarding is
enabled on the router and on the interface over which the packet is
bei ng sent.

2.1.3.1. Redirect Datagrans for the Network (Code 0)
2.1.3.1.1. Uses
Used by routers to conmuni cate end-systens a better first-hop router
for a particular network. Currently ignored by a | arge nunber of
st acks.
2.1.3.1.2. Message Specification
Defined in [ RFCO792].
2.1.3.1.3. Threats

Can be abused by an attacker to redirect all or sone traffic to
hi nsel f and/or to performa DoS attack

This issue could be mtigated by disabling reaction to | CMP Redirect
nmessages at hosts and/or dropping these nessages at the network.

2.1.3.1.4. (Operational and Interoperability Inpact if Bl ocked

If the ICMP redirect was originated in some network segnent other
than the one it should be forwarded on, there is no operationa

i npact, as the nessage is bogus or part of an attack. |If an |CW
Redi rect that was locally generated is bl ocked, the end-systemw ||
not be inforned of the better first-hop for reaching the target
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network, and thus this would result in | ess-optimmroutes being used
to get the target network.

2.1.3.2. Redirect Datagrans for the Host (Code 1)

2.1.3.2.1. Uses

Used by routers to conmuni cate end-systens a better first-hop for a
particular host. Currently ignored ny a | arge nunber of stacks.

2.1.3.2.2. Message Specification
Defined in [ RFCO792].
2.1.3.2.3. Threats

Can be abused by an attacker to redirect all or sone traffic to
hi nsel f and/or to performa DoS attack

This issue could be nmitigated by disabling reaction to | CMP Redirect
messages at hosts and/or dropping these nessages at the network.

2.1.3.2.4. (Qperational and Interoperability Inpact if Bl ocked

If the ICMP redirect was originated in some network segnent other
than the one it should be forwarded on, there is no operationa

i npact, as the nessage is bogus or part of an attack. |If an |ICW
Redirect that was locally generated is bl ocked, the end-systemw ||
not be inforned of the better first-hop for reaching the target
network, and thus this would result in | ess-optinmmroutes being used
to get the target network

2.1.3.3. Redirect datagranms for the Type of Service and Network (Code
2)

2.1.3.3.1. Uses
Used by routers to conmuni cate end-systens a better first-hop router
for a particular network. Currently ignored ny a | arge nunber of
st acks.

2.1.3.3.2. Message Specification

Defined in [ RFCO792].
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2.1.3.3.3. Threats

Can be abused by an attacker to direct all or sonme traffic to hinself
and/or to performa DoS attack.

This issue could be nmitigated by disabling reaction to | CMP Redirect
messages at hosts and/or dropping these nessages at the network.

2.1.3.3.4. (perational and Interoperability Inpact if Bl ocked

If the ICMP redirect was originated in some network segnent other
than the one it should be forwarded on, there is no operationa

i mpact, as the nessage is bogus or part of an attack. |If an |CW
Redirect that was locally generated is bl ocked, the end-systemw ||
not be inforned of the better first-hop for reaching the target
network, and thus this would result in | ess-optinmmroutes being used
to get the target network

2.1.3.4. Redirect Datagrans for the Type of Service and Host (Code 3)
2.1.3.4.1. Uses

Used by routers to conmuni cate end-systens a better first-hop for a
particular host. Currently ignored ny a |large nunber of stacks.

2.1.3.4.2. Message Specification
Defined in [ RFC0792].
2.1.3.4.3. Threats

Can be abused by an attacker to redirect all or sonme traffic to
hi nsel f and/or to performa DoS attack

2.1.3.4.4. (perational and Interoperability Inpact if Bl ocked

If the ICMP redirect was originated in some network segnent other
than the one it should be forwarded on, there is no operationa

i npact, as the nessage is bogus or part of an attack. If an |ICW
Redirect that was locally generated is bl ocked, the end-systemw ||
not be inforned of the better first-hop for reaching the target
network, and thus this would result in | ess-optinmmroutes being used
to get the target network

2.1.4. Tinme Exceeded (Type 11)

Section 3.2.2.4 of [RFC1122] states that an incom ng Tinme Exceeded
message MUST be passed to the transport |ayer
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Section 4.3.3.4 of [RFC1812] states that when the router receives
(i.e., is destined for the router) a Tinme Exceeded nessage, it MJST
comply with [ RFC1122].

2.1.4.1. Tine to Live Exceeded in Transit (Code 0)

2.1.4.1.1. Uses
Used for the traceroute troubl eshooting tool. Signals unreachability
condition due to routing loops. A nunber of systens abort
connections in non-synchronized states in response to this nessage,
to avoid long delays in connection establishnent attenpts [ RFC5461].

2.1.4.1.2. Message Specification
Defined in [ RFCO792].
[ RFC1812] states that a router MJST generate a Ti ne Exceeded nessage
Code O (In Transit) when it discards a packet due to an expired TTL
field. Section 4.2.3.9 of [RFC1122] states that this message shoul d
be handl ed by TCP in the sanme way as Destination Unreachabl e codes O,
1, 5.

2.1.4.1.3. Threats
Can be used for network mapping.

2.1.4.1.4. (Qperational and Interoperability Inpact if Bl ocked
Breaks the traceroute tool. May lead to |ong del ays between
connection establishnment attenpts or |ong response tines that could
have been avoi ded by aborting non-synchroni zed connections in
response to I CWP soft errors [RFC5461].

2.1.4.2. Fragnent Reassenbly Tinme Exceeded (Code 1)

2.1.4.2.1. Uses
Signals fragnent reassenbly timeout. A number of systens abort
connections in non-synchronized states in response to this nessage,
to avoid | ong delays in connection establishnment attenpts [ RFC5461].

2.1.4.2.2. Message Specification
Defined in [RFCO792]. [RFCO792] states this message may be sent by a
host reassenbling a fragnented datagramif it cannot conplete the

reassenbly due to missing fragnents withinits tine linmt. Section
4.2.3.9 of [RFC1122] states that this message shoul d be handl ed by
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TCP in the same way as Destination Unreachable codes 0, 1, 5.
2.1.4.2.3. Threats

May reveal the tinmeout value used by a systemfor fragnent
reassenbly, and thus aid in evading NIDSs and fingerprinting the
operating systemin use by the sender of this error nessage.

2.1.4.2.4. (Qperational and Interoperability Inpact if Bl ocked

May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.5. Paraneter Problem (Type 12)

Section 3.2.2.5 of [RFCl1122] states that a host SHOULD generate

Par anet er Probl em nessages. An incom ng Paraneter Probl em nessage
MUST be passed to the transport layer, and it MAY be reported to the
user. Section 4.2.3.9 of [RFC1122] states that this message shoul d
be handl ed by TCP in the sanme way as Destination Unreachabl e codes O,
1, 5.

Section 4.3.3.5 of [RFC1812] states that a router MJST generate a
Par armet er Probl em nessage for any error not specifically covered by
anot her | CMP nessage. The I P header field or I P option including the
byte indicated by the pointer field MJST be included unchanged in the
| P header returned with this I CMP nessage. Section 4.3.2 of the sane
docunent defines an exception to this rule.

2.1.5.1. Pointer Indicates the Error (Code 0)

2.1.5.1.1. Uses

A nunber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishment attenpts [ RFC5461].

2.1.5.1.2. Message Specification
Defined in [ RFCO792].

2.1.5.1.3. Threats

May be used to fingerprint the operating systemof the host sending
this error nessage
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2.1.5.1.4. (QOperational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenpts or

| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

2.1.5.2. Required Option is Mssing (Code 1)

2.1.5.2.1. Uses
This | CMP Paraneter Probl em nessage Code is sent whenever a received
| P packet shoul d have contained a particular IP Option but the actua
received | P packet did not contain that |IP option. At present, a
comon situation in which this is | CMP Paraneter Probl em nessage Type
is likely to arise is in certain high-security |IP deploynents where
one or nore IP Security options (e.g. RFC 1108, CIPSO are depl oyed,
and a packet is mssing one of those security options. Oher simlar
situations mght also exist now, or in future.

2.1.5.2.2. Message Specification
Defined in Section 3.2.2.5 of [RFC1122].

2.1.5.2.3. Threats
None.

2.1.5.2.4. (Qperational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
Additionally, blocking this | CVW nessage woul d make network troubl e-
shooting difficult or inpossible in networks where IP Security
Options (e.g. CIPSO |PSO are deployed. So blocking these | CW

messages could lead to a kind of denial-of-service attack on such
depl oynent s.

2.2. |1 Cwv4 Informational Messages
2.2.1. Echo or Echo Reply Message

2.2.1.1. Echo Message (Type 8, Code 0)

Gont, et al. Expi res January 4, 2014 [ Page 28]



Internet-Draft ICVWP Filtering July 2013

2.2.1.1.1. Uses
Used by the ping troubl eshooting tool
2.2.1.1.2. Message Specification
Defined in [ RFCO792].

Section 3.2.2.6 of [RFC1122] states that every host MJST inpl enent an
| CMP Echo server function that receives Echo Requests and sends
correspondi ng Echo Replies. A host SHOULD al so i npl enent an
application-layer interface for sending an Echo Request and receiving
an Echo Reply, for diagnostic purposes. Section 3.2.2.6 of [RFCL122]
i ncl udes a nunber of requirenents for the processing of | CMP Echo
messages and the generation of the corresponding replies.

Section 4.3.3.6 of [RFC1812] contains a nunber of requirenments with
respect to the generation and processing of |CMP Echo or Echo Reply
messsages, including: maxi mum | CMP nmessage size all routers are
required to receive, a nunber of factors that may determ ne whether a
router responds (or not) to an I CMP Echo nessage, the inplenentation
of a user/application-layer interface, and the processing of Record
Rout e, Tinestanp and/ or Source Route options that night be present in
an | CMP Echo nessage.

2.2.1.1.3. Threats

Can be used for network nmapping [icnp-scanning]. This vector could
be partially mtigated by applying rate-linmt to this traffic.

Has been exploited to perform Snurf attacks [srmurf]. A router could
mtigate this by dropping | CVMP echor request nessages directed to any
of its directly-connected subnets.

2.2.1.1.4. Qperational and Interoperability Inpact if Bl ocked

Filtering this error message will break the ping tool. The best
current practice is to rate-limt this | CVW nmessage.

2.2.1.2. Echo Reply Message (Type 0, Code 0)
2.2.1.2.1. Uses

Used by the ping troubl eshooting tool
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2.2.1.2.2. Message Specification
Defined in [ RFCO792].

Section 3.2.2.6 of [RFCl1122] states that every host MJST inpl enent an
| CMP Echo server function that receives Echo Requests and sends
correspondi ng Echo Replies. A host SHOULD al so i npl ement an
application-layer interface for sending an Echo Request and receiving
an Echo Reply, for diagnostic purposes. Section 3.2.2.6 of [RFCL1122]
i ncl udes a nunber of requirenents for the processing of | CMP Echo
messages and the generation of the corresponding replies.

Section 4.3.3.6 of [RFC1812] contains a nunmber of requirenments with
respect to the generation and processing of |ICMP Echo or Echo Reply
messsages, including: maxi rum | CMP nessage size all routers are
required to receive, a nunber of factors that may determ ne whether a
router responds (or not) to an I CMP Echo nessage, the inplenentation
of a user/application-layer interface, and the processing of Record
Rout e, Timestanp and/or Source Route options that night be present in
an | CMP Echo nessage.

2.2.1.2.3. Threats

Can be used for network mapping [icnp-scanning]. Has been exploited
to perform Smurf attacks [snurf].

2.2.1.2.4. (QOperational and Interoperability Inpact if Bl ocked

Filtering this error nessage will break the ping tool. The best
current practice is to rate-limt this | CMP nessage.

2.2.2. Router Solicitation or Router Advertisenment nessage
2.2.2.1. Router Solicitation Message (Type 10, Code 0)
2.2.2.1.1. Uses

Used by sone systens as form of statel ess autoconfiguration, to
solicit routers on a network segnent.

2.2.2.1.2. Message Specification
Defined in [ RFC1256]
Section 4.3.3.10 of [ RFC1812] states that an |IP router MJST support
the router part of the |CMP Router Discovery Protocol on all

connected networks on which the router supports either IP nulticast
or | P broadcast addressing. The inplenentation MIST include all the
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configuration variables specified for routers, with the specified
def aul ts.

2.2.2.1.3. Threats

Can be used for network nmapping (e.g., |earning about routers on a
net work segnent.).

2.2.2.1.4. (Qperational and Interoperability Inpact if Bl ocked

Thi s nmesages shoul d not be routed. Therefore, there is no
operational/interoperability inpact if blocked.

2.2.2.2. Router Advertisenment Message (Type 9, Code 0)

2.2.2.2.1. Uses
Used to advertise routers on a network segment.

2.2.2.2.2. Message Specification
Defined in [ RFC1256]
Section 4.3.3.10 of [RFC1812] states that an | P router MJST support
the router part of the | CVP Router Discovery Protocol on all
connected networks on which the router supports either IP nulticast
or | P broadcast addressing. The inplenentation MIST include all the
configuration variables specified for routers, with the specified
def aul ts.

2.2.2.2.3. Threats

Can be spoofed by an attacker to direct all traffic sent on a network
segnent to itself and/or to performa DoS attack

2.2.2.2.4. Operational and Interoperability Inmpact if Bl ocked

Thi s mesages shoul d not be routed. Therefore, there is no
operational/interoperability inpact if blocked.

2.2.3. Tinestanp or Tinestanp Reply Message
2.2.3.1. Tinestanp Message (Type 13, Code 0)
2.2.3.1.1. Uses

May be used as a fall-back mechani sm when NTP fails (?).

Gont, et al. Expi res January 4, 2014 [ Page 31]



Internet-Draft ICVWP Filtering July 2013

2.2.3.1.2. Message Specification
Defined in [ RFCO792].
Section 3.2.2.8 of [RFC1122] states that a host NMAY i npl enent
Ti mestanp and Ti nestanp Reply. For hosts that inplenent these
nmessages, a hunber of requirements are stated
2.2.3.1.3. Threats
Can be used for network napping, and device fingerprinting.
2.2.3.1.4. (perational and Interoperability Inpact if Bl ocked
None.
2.2.3.2. Tinestanp Reply Message (Type 14, Code 0)
2.2.3.2.1. Uses
May be used as a fall-back mechani smwhen NTP fails (?).
2.2.3.2.2. Message Specification
Defined in [ RFCO792].
2.2.3.2.3. Threats
Can be used for network mapping and device fingerprinting.

2.2.3.2.4. (Qperational and Interoperability Inpact if Bl ocked

Systens will not be able to use ICVMP tinmestanps as a fall-bak
nmechani sm when NTP fails.

2.2.4. Information Request or Infornmation Reply Message (Deprecated)

These nessages are described in [RFC0792] as "a way for a host to

find out the nunber of the network it is on". Section 3.2.2.7 of
[ RFC1122] and Section 4.3.3.7 of [RFC1812] deprecate the use of these
nmessages.

2.2.4.1. Information Request Message (Type 15, Code 0)
2.2.4.1.1. Uses

These nessages originally provided a basic and sinple nechanismfor
dynani ¢ host configuration. However, they have been deprecated.
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2.2.4.1.2. Message Specification
Defined in [ RFCO792].

These nessages are described in [RFCO792] as "a way for a host to

find out the nunber of the network it is on". Section 3.2.2.7 of
[ RFC1122] and Section 4.3.3.7 of [RFC1812] deprecate the use of these
nessages.

2.2.4.1.3. Threats
Allows for OS (Operating Syten) and device fingerprintng. Since this
messages have been deprecated, the best possible nitigation is to not
generate and to drop any received |Informati on Request nessages.
2.2.4.1.4. (Qperational and Interoperability Inpact if Bl ocked
None.
2.2.4.2. Information Reply Message (Type 16, Code 0)
2.2.4.2.1. Uses

These nessages originally provided a basic and sinple nmechanismfor
dynani ¢ host configuration. However, they have been deprecated.

2.2.4.2.2. Message Specification
Defined in [ RFCO792].

These nessages are described in [RFC0792] as "a way for a host to

find out the nunber of the network it is on". Section 3.2.2.7 of
[ RFC1122] and Section 4.3.3.7 of [RFC1812] deprecate the use of these
messages.

2.2.4.2.3. Threats
Al'low for OS and devi ce fingerprintng.

2.2.4.2.4. (Qperational and Interoperability Inpact if Bl ocked
None.

2.2.5. Address Mask Request or Address Mask Reply
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2.2.5.1. Address Mask Request (Type 17, Code 0)
2.2.5.1.1. Uses

Was originally defined as a neans for system statel ess
aut oconfiguration (to | ook-up the address mask).

2.2.5.1.2. Message Specification

Defined in RFC0950. Section 3.2.2.9 of [RFCL122] includes a nunber
of requirenments regarding the generation and processing of this
nessage

Section 3.2.2.9 of [RFCl1122] states that a host MAY inpl ement sending
| CMP Address Mask Request(s) and receiving | CMP Address Mask
Reply(s). Section 4.3.3.9 of [RFC1812] states that a router MJST

i mpl ement support for receiving | CMP Address Mask Request nessages
and responding with | CMP Address Mask Reply nessages.

2.2.5.1.3. Threats
Can be used for network nmapping, and OGS fingerprinting.

2.2.5.1.4. (QOperational and Interoperability Inpact if Bl ocked
None.

2.2.5.2. Address Mask Reply (Type 18, Code 0)

2.2.5.2.1. Uses
Was originally defined as a nmeans for system statel ess
aut oconfiguration (to allow systens to dynam cally obtain the address
mask). Wile they have not been deprecated, they are not used in
practi ce.

2.2.5.2.2. Message Specification

Defined in RFC0950. Section 3.2.2.9 of [RFC1122] includes a nunber
of requirenents regarding the generation and processing of this
nmessage

Section 3.2.2.9 of [RFCL122] states that a host MAY inplenment sending
| CMP Address Mask Request(s) and receiving | CMP Address Mask
Reply(s). Section 4.3.3.9 of [RFC1812] states that a router MJST

i mpl ement support for receiving | CMP Address Mask Request nessages
and responding with | CMP Address Mask Reply nessages.
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2.2.5.2.3. Threats
Can be used for network mapping, and OS fingerprinting.
2.2.5.2.4. (Qperational and Interoperability Inpact if Bl ocked

None.

3. Internet Control Message Protocol version 6 (| CVPv6)

Tabl e 2 sunmari zes the reconmendations with respect to what a device
SHOULD do when generating, forwarding, or receiving | CMPV6.

o e e e e e e e e e e e e e e e e aa o - Fom e e e e - - Fomm e o Fom e e e e - - +
[ | CMPv6 Message | Sourced | Through | Destined |
| | from | Device | to Device |
[ [ Device | [ [
o m e e e e e e e e e eme— oo - R T R +
| | CMPV6- unr each | N A | NA | N A |
o e e e e e e e e e e e e e e e e aa o - Fom e e e e - - Fomm e o Fom e e e e - - +
[ | CMPv6- unr each- no-rout e [ Rate-L | Permt | Rate-L |
oo e e e e e e e e e eeeo oo R TS R +
| | CMPv6-unreach-adm n-prohi bited | Rate-L | Permt | Rate-L |
o m e e e e e e e e e eme— oo - R T R +
| | CMPv6- unr each- beyond- scope | Rate-L | Deny | Rate-L |
o e e e e e e e e e e e e e e e e aa o - Fom e e e e - - Fomm e o Fom e e e e - - +
[ | CMPv6- unr each- addr [ Rate-L | Permt | Rate-L |
oo e e e e e e e e e eeeo oo R TS R +
| | CMPV6- unr each- port | Rate-L | Permt | Rate-L |
o m e e e e e e e e e eme— oo - R T R +
| | CMPV6- unr each- sour ce- addr | Rate-L | Deny | Rate-L |
o e e e e e e e e e e e e e e e e aa o - Fom e e e e - - Fomm e o Fom e e e e - - +
[ | CMPv6-unreach-reject-route [ Rate-L | Permt | Rate-L |
oo e e e e e e e e e eeeo oo R TS R +
| | CMPv6-t 00-big | Send | Permit | Rate-L |
o m e e e e e e e e e eme— oo - R T R +
[ | CWPv6-ti ned [ N A [ NA | N A [
o e e e e e e e e e e e e e e e e aa o - Fom e e e e - - Fomm e o Fom e e e e - - +
[ | CMPv6-timed-hop-limt [ Send | Permt | Rate-L |
oo e e e e e e e e e eeeo oo R TS R +
| | CMPv6-ti nmed-reass | Send | Permt | Rate-L |
o m e e e e e e e e e eme— oo - R T R +
| | CMPV6- par anet er | Rate-L | Permt | Rate-L |
o e e e e e e e e e e e e e e e e aa o - Fom e e e e - - Fomm e o Fom e e e e - - +
[ | CMPv6- par anet er - err - header [ Rate-L | Deny | Rate-L |
oo e e e e e e e e e eeeo oo R TS R +
| 1 CWMPv6- par anet er - unr ec- header | Rate-L | Deny | Rate-L |
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| 1 CWPv6- paramet er-unrec-option | Rate-L | Permt | Rate-L |
Fom e e e e e e e e m e e B Fomm e oo - B +
| | CMPv6-err-privat e- exp- 100 | Send | Deny | Rate-L |
o m e e e e e e e e e e e e mo— oo [ S Fomm e - [ S +
| | CMPv6-err-privat e-exp-101 | Send | Deny | Rate-L |
o m e e e e e e e e eeee o oo Fom e e oo - TR Fom e e oo - +
| | CMPV6- err - expansi on | Send | Permit | Rate-L |
Fom e e e e e e e e m e e B Fomm e oo - B +
| | CMPv6- echo- message | Send | Permt | Rate-L |
o m e e e e e e e e e e e e mo— oo [ S Fomm e - [ S +
| | CMPv6- echo-reply | Send | Permt | Rate-L |
o m e e e e e e e e eeee o oo Fom e e oo - TR Fom e e oo - +
| | CMPV6-i nf o- privat e- exp- 200 | Send | Deny | Rate-L |
Fom e e e e e e e e m e e B Fomm e oo - B +
| | CMPV6-i nf o- pri vat e- exp- 201 | Send | Deny | Rate-L |
o m e e e e e e e e e e e e mo— oo [ S Fomm e - [ S +
| | CMPV6- i nf 0- expansi on | Send | Permt | Rate-L |
o m e e e e e e e e eeee o oo Fom e e oo - TR Fom e e oo - +

Legend: "Rate-L" = Rate-Limt
Tabl e 2: Summary Recommendati ons for | CMPv6

3.1. [1CwWv6 Error Messages
The 1 CwPv6 specification leaves it up to the inplenentation the
reaction to ICVMP error nessages. Therefore, the | CMP attacks
described in [RFC5927] might or mght not be effective.

3.1.1. Destination Unreachable (Type 1)

3.1.1.1. No route to destination (Code 0)

3.1.1.1.1. Uses
Used to indicate that the ofending packet cannot be delivered because
there is no route towords the destination address. A nunber of
systens abort connections in non-synchronized states in response to
this message, to avoid |long delays in connection establishnent
attenpts [ RFC5461].

3.1.1.1.2. Message Specification

Defined in [ RFC4443].
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3.1.1.1.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destination Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CWPv6
messages. This can be nitigated by rate-limting the rate of | CMPv6
messages generated. For rate-limting | CVPv6 nessages see Section
2.4, paragraph (f), of [RFC4443].

3.1.1.1.4. Operational and Interoperability Inpact if Bl ocked

May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.1.2. Conmunication with destination adninistratively prohibited
(Code 1)

3.1.1.2.1. Uses

A nunber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishnent attenpts [ RFC5461].

3.1.1.2.2. Message Specification
Defined in [ RFC4443].
3.1.1.2.3. Threats
May reveal filtering policies.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Destinati on Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CWMPv6
messages. This can be nmitigated by rate-limting the rate of | CMPv6
messages generated. For rate-limting | CVPv6 nessages see Section
2.4, paragraph (f), of [RFC4443].

3.1.1.2.4. Operational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenpts or

| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
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3.1.1.3. Beyond scope of source address (Code 2)

3

.1.1.3. 1. Uses

A nunber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishnent attenpts [ RFC5461].

.1.1.3.2. Message Specification

Defined in [ RFC4443].

.1.1.3.3. Threats

.1.1.3.4. Operational and Interoperability Inpact if Bl ocked

May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

.1.1. 4. Address unreachabl e (Code 3)

.1.1.4. 1. Uses

A nunmber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establi shnent attenpts [ RFC5461].

.1.1.4.2. Message Specification

Defined in [ RFC4443].

.1.1.4.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CWPv6
Destinati on Unreachabl e nessages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of |CWMPv6
messages. This can be nmitigated by rate-limting the rate of | CMPv6
messages generated. For rate-limting | CVPv6 nessages see Section
2.4, paragraph (f), of [RFC4443].

3.1.1.4.4. Operational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
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3.1.1.5. Port unreachabl e (Code 4)
3.1.1.5.1. Uses

Used to identicate that there is no listening process on the target
transport protocol port.

3.1.1.5.2. Message Specification
Defined in [ RFC4443].

3.1.1.5.3. Threats
This error nessage night used to perform Denial of Service (DoS)
attacks agai nst transport protocols. [RFC5927] describes the use of
this error nessage to attack TCP connecti ons.
An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of | CWPv6
Desti nati on Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of | CWMPv6
messages. This can be nmitigated by rate-limting the rate of | CMPv6
nmessages generated. For rate-limting | CVPv6 nessages see Section
2.4, paragraph (f), of [RFC4443].

3.1.1.5.4. Operational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.1.6. Source address failed ingress/egress policy (Code 5)

3.1.1.6.1. Uses
A nunmber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establi shnent attenpts [ RFC5461].

3.1.1.6.2. Message Specification
Defined in [ RFC4443].

3.1.1.6.3. Threats

May reveal filtering policies.
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An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of | CWP
Desti nati on Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of | CWMPv6
messages. This can be nitigated by rate-linmting the rate of | CMPv6
messages generated. For rate-limting | CVPv6 nessages see Section
2.4, paragraph (f), of [RFC4443].

3.1.1.6.4. Operational and Interoperability Inpact if Bl ocked

May | ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.1.7. Reject route to destination (Code 6)

3.1.1.7. 1. Uses

A nunmber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishnent attenpts [ RFC5461].

3.1.1.7.2. Message Specification
Defined in [ RFC4443].

3.1.1.7.3. Threats

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of | CW
Desti nati on Unreachabl e messages. This can be done by flooding the
router with packets which the attacker knows will result in the
router spending resources in generating a high volune of | CWMPv6
messages. This can be nitigated by rate-limting the rate of | CMPv6
nmessages generated. For rate-limting | CVPv6 nessages see Section
2.4, paragraph (f), of [RFC4443].

3.1.1.7.4. Operational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.2. Packet Too Big Message (Type 2, Code 0)
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3.1.2. 1. Uses

Used for the Path-MIU di scovery nmechanismfor |Pv6 defined in
[ RFC1981] .

3.1.2.2. Message Specification
Defined in [ RFC4443].

3.1.2.3. Threats
This error nessage can be used to perform Denial of Service (DoS)
attacks agai nst transport protocols. [RFC5927] describes the use of
this error nessage to attack TCP connecti ons.

3.1.2.4. (Qperational and Interoperability Inpact if Bl ocked
Filtering this error message will break the Path-MIU Di scovery
mechani sm defined in [ RFC1981], which could lead to a Denial of
Service (unless the sending node inplenents sonme for of Path-MIU
bl ackhol e detection).

3.1.3. Tinme Exceeded Message (Type 3)

3.1.3.1. Hop limt exceeded in transit (Code 0)

3.1.3.1.1. Uses
A nunber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishment attenpts [ RFC5461].

3.1.3.1.2. Message Specification
Defined in [ RFC4443].

3.1.3.1.3. Threats
May be used for network mapping.

3.1.3.1.4. Operational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenmpts or

| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
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3.1.3.2. Fragnent reassenbly tinme exceeded (Code 1)

3.1.3.2.1. Uses
Used to signal a tinmeout in fragnment reassenbly. A nunber of systens
abort connections in non-synchronized states in response to this
message, to avoid long delays in connection establishment attenpts
[ RFC5461] .

3.1.3.2.2. Message Specification
Defined in [ RFC4443].

3.1.3.2.3. Threats
May reveal the tinmeout value used by a systemfor fragnent
reassenbly, and thus help to performrenote OGS fingerprinting.
Additionally, revealing the fragnent reassenbly tineout val ue may
hel p an attacker to evade a N DS

3.1.3.2.4. Operational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts or
I ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.4. Paraneter Problem Message (Type 4)

3.1.4.1. Erroneous header field encountered (Code 0)

3.1.4.1.1. Uses
A nunber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishnent attenpts [ RFC5461].

3.1.4.1.2. Message Specification
Defined in [ RFC4443].

3.1.4.1.3. Threats
This error nessage night used to perform Denial of Service (DoS)
attacks agai nst transport protocols. [RFC5927] describes the use of

this error nessage to attack TCP connecti ons.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
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Par armet er Probl em nessages. This can be done by flooding the router
wi th packets which the attacker knows will result in the router
spendi ng resources in generating a high volume of | CMPv6 nmessages.
This can be mtigated by rate-linmting the rate of | CMPv6 nessages
generated. For rate-limting | CMPv6 nessages see Section 2.4,
paragraph (f), of [RFC4443].

3.1.4.1.4. Operational and Interoperability Inpact if Bl ocked

May |l ead to | ong del ays between connection establishnent attenpts or
| ong response tines that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.4.2. Unrecogni zed Next Header Type encountered (Code 1)
3.1.4.2.1. Uses

A nunmber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establi shnent attenpts [ RFC5461].

3.1.4.2.2. Message Specification
Defined in [ RFC4443].
3.1.4.2.3. Threats

This error nessage nmight used to perform Denial of Service (DoS)
attacks agai nst transport protocols. [RFC5927] describes the use of
this error nessage to attack TCP connecti ons.

An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Par anet er Probl em nessages. This can be done by flooding the router
wi th packets which the attacker knows will result in the router
spendi ng resources in generating a high volume of | CMPv6 nessages.
This can be mitigated by rate-limiting the rate of | CMPv6 nessages
generated. For rate-limting | CMPv6 nessages see Section 2.4,

par agraph (f), of [RFC4443].

3.1.4.2.4. (Operational and Interoperability Inpact if Bl ocked
May | ead to | ong del ays between connection establishnent attenmpts or

| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].
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3.1.4.3. Unrecognized | Pv6 option encountered (Code 2)
3.1.4.3.1. Uses

A nunber of systens abort connections in non-synchronized states in
response to this nessage, to avoid |long delays in connection
establishnent attenpts [ RFC5461].

3.1.4.3.2. Message Specification
Defined in [ RFC4443].

3.1.4.3.3. Threats
An attacker can potentially performa Denial of Service (DoS) attack
against the router by forcing it to generate a high volune of |CW
Par anet er Probl em nessages. This can be done by flooding the router
with packets which the attacker knows will result in the router
spendi ng resources in generating a high volume of | CMPv6 nessages.
This can be mitigated by rate-linmting the rate of | CVMPv6 nessages
generated. For rate-limting | CMPv6 nessages see Section 2.4,
par agraph (f), of [RFC4443].

3.1.4.3.4. (Operational and Interoperability Inpact if Bl ocked
May |l ead to | ong del ays between connection establishnent attenpts or
| ong response times that could have been avoi ded by aborting non-
synchroni zed connections in response to | CMP soft errors [ RFC5461].

3.1.5. Private experinentation (Type 100)

3.1.5.1. Uses

Used for performng controlled experinments with | CMPv6 nessages
before a specific ICMPv6 Type is fornmally assigned by | ANA

3.1.5.2. Message Specification
Defined in [ RFC4443].

3.1.5.3. Threats
The security inplications of this nessage Type will depend on the
specific experiment the message is being used for and whether the

node this nessage is destined to inplenents the aforenentioned
"experiment".
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3.1.5.4. (Qperational and Interoperability Inmpact if Bl ocked

None (this message Type is meant for experinmentation rather than
"production").

3.1.6. Private experinentation (Type 101)
3.1.6.1. Uses

Used for performng controlled experinments with | CMPv6 nessages
before a specific ICVMPv6 Type is fornmally assigned by | ANA

3.1.6.2. Message Specification
Defined in [ RFC4443].

3.1.6.3. Threats
The security inplications of this message Type will depend on the
specific experiment the message is being used for and whether the
node this nessage is destined to inplenents the aforenentioned
"experiment".

3.1.6.4. Qperational and Interoperability Inpact if Bl ocked

None (this message Type is nmeant for controlled experinmentation
rat her than "production").

3.1.7. Reserved for expansion of |CVMPv6 error nessages (Type 127)
3.1.7.1. Uses

Type value 127 is reserved for future expansion of the type val ue
range if there is a shortage in the future.

3.1.7.2. Message Specification
Defined in [ RFC4443].
3.1.7.3. Threats
None.
3.1.7.4. (Qperational and Interoperability Inmpact if Bl ocked

It woul d prevent expansion of the Type val ue range, and hence prevent
extension of the | CMPv6 protocol
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3.2. 1Cwv6 Informational nessages
3.2.1. Echo Request or Echo Reply Message
3.2.1.1. Echo Request nessage (Type 128, Code 0)
3.2.1.1.1. Uses

Used by the ping tool to test reachability.
3.2.1.1.2. Message Specification

Defined in [ RFC4443].
3.2.1.1.3. Threats

Can be used for network mapping [icnp-scanning] and for perforning
Srmurf DoS attacks [smurf].

3.2.1.1.4. Operational and Interoperability Inpact if Bl ocked

Filtering this error nessage will break the ping tool. The best
current practice is torate-limt this | CVW nessage.

3.2.1.2. Echo reply nmessage (Type 129, Code 0)
3.2.1.2.1. Uses

Used by the ping tool to test reachability.
3.2.1.2.2. Message Specification

Defined in [ RFC4443].
3.2.1.2.3. Threats

Can be used for network mapping [icnp-scanning] and for performng
Snurf DoS attacks [snurf].

3.2.1.2.4. Operational and Interoperability Inpact if Bl ocked

Filtering this error nmessage will break the ping tool. The best
current practice is to rate-limt this | CMP nessage.

3.2.2. Milticast Listener Discovery (MD)
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3.2.2.1. Milticast Listener Query (Type 130)
3.2.2.1.1. Uses
3.2.2.1.2. Message Specification
Defined in [ RFC2710].
3.2.2.1.3. Threats
3.2.2.1.4. Operational and Interoperability Inpact if Bl ocked
3.2.2.2. Milticast Listener Report (Type 131)
3.2.2.2.1. Uses
3.2.2.2.2. Message Specification
Defined in [ RFC2710].
3.2.2.2.3. Threats
3.2.2.2.4. (Operational and Interoperability Inpact if Bl ocked
3.2.2.3. Milticast Listener Done (Type 132)
3.2.2.3.1. Uses
3.2.2.3.2. Message Specification
Defined in [ RFC2710].
3.2.2.3.3. Threats
3.2.2.3.4. (Operational and Interoperability Inpact if Bl ocked
3.2.2.4. Version 2 Multicast Listener Report (Type 143)
3.2.2.4.1. Uses
3.2.2.4.2. Message Specification
Defined in [ RFC3810].

3.2.2.4.3. Threats
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3.2.2.4.4. (Operational and Interoperability Inpact if Bl ocked
3.2.3. Neighbor D scovery (ND)
3.2.3.1. Router Solicitation (Type 133)
3.2.3.1.1. Uses
3.2.3.1.2. Message Specification
Defined in [ RFC4861].
3.2.3.1.3. Threats
3.2.3.1.4. Operational and Interoperability Inpact if Bl ocked
3.2.3.2. Router Advertisenent (Type 134)
3.2.3.2.1. Uses
3.2.3.2.2. Message Specification
Defined in [ RFC4861].
3.2.3.2.3. Threats
3.2.3.2.4. (Operational and Interoperability Inpact if Bl ocked
3.2.3.3. Neighbor Solicitation (Type 135)
3.2.3.3.1. Uses
3.2.3.3.2. Message Specification
Defined in [ RFC4861].
3.2.3.3.3. Threats
3.2.3.3.4. (Operational and Interoperability Inpact if Bl ocked
3.2.3.4. Neighbor Advertisenment (Type 136)

3.2.3.4.1. Uses
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3.2.3.4.2. Message Specification
Defined in [ RFC4861].
3.2.3.4.3. Threats
3.2.3.4.4. (Operational and Interoperability Inpact if Bl ocked
3.2.3.5. Redirect Message (Type 137)
3.2.3.5.1. Uses
3.2.3.5.2. Message Specification
Defined in [ RFC4861].
3.2.3.5.3. Threats
3.2.3.5.4. (Operational and Interoperability Inpact if Bl ocked
3.2.4. Router Renunbering (Type 138)
3.2.4.1. Uses
3.2.4.2. Message Specification
Def i ned.
3.2.4.3. Threats
3.2.4.4. (Qperational and Interoperability Inmpact if Bl ocked
3.2.5. | Pv6 Node Information Queries
3.2.5.1. |1CW° Node Information Query (Type 139)
3.2.5.1.1. Uses
3.2.5.1.2. Message Specification
Defined in [ RFC4620] .

3.2.5.1.3. Threats
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3.2.5.1.4. (Operational and Interoperability Inpact if Bl ocked
3.2.5.2. 1CVWP Node Information Response (Type 140)
3.2.5.2.1. Uses
3.2.5.2.2. Message Specification

Defined in [ RFC4620] .
3.2.5.2.3. Threats
3.2.5.2.4. (Operational and Interoperability Inpact if Bl ocked
3.2.6. |1Pv6 ND Inverse Discovery
3.2.6.1. Inverse Neighbor Discovery Solicitation Message (Type 141)
3.2.6.1.1. Uses
3.2.6.1.2. Message Specification

Defined in [ RFC3122].
3.2.6.1.3. Threats
3.2.6.1.4. Operational and Interoperability Inpact if Bl ocked
3.2.6.2. Inverse Neighbor Discovery Advertisenent Message (Type 142)
3.2.6.2.1. Uses
3.2.6.2.2. Message Specification

Defined in [ RFC3122].
3.2.6.2.3. Threats
3.2.6.2.4. (Operational and Interoperability Inpact if Bl ocked
3.2.7. Mobility
3.2.7.1. Hone Agent Address Di scovery Request Message (Type 144)

3.2.7.1.1. Uses
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3.2.7.1.2. Message Specification
Defined in [ RFC6275].
3.2.7.1.3. Threats
3.2.7.1.4. (Operational and Interoperability Inpact if Bl ocked
3.2.7.2. Honme Agent Address Discovery Reply Message (Type 145)
3.2.7.2.1. Uses
3.2.7.2.2. Message Specification
Defined in [ RFC6275].
3.2.7.2.3. Threats
3.2.7.2.4. (Operational and Interoperability Inpact if Bl ocked
3.2.7.3. Mobile Prefix Solicitation (Type 146)
3.2.7.3.1. Uses
3.2.7.3.2. Message Specification
Defined in [ RFC6275].
3.2.7.3.3. Threats
3.2.7.3.4. (Operational and Interoperability Inpact if Bl ocked
3.2.7.4. MNobile Prefix Advertisenment (Type 147)
3.2.7.4.1. Uses
3.2.7.4.2. Message Specification
Defined in [ RFC6275].
3.2.7.4.3. Threats

3.2.7.4.4. (Operational and Interoperability Inpact if Bl ocked
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3.2.8. SEcure Neighbor Discovery (SEND)
3.2.8.1. Certification Path Solicitation Message (Type 148)
3.2.8.1.1. Uses
3.2.8.1.2. Message Specification
Defined in [ RFC3971].
3.2.8.1.3. Threats
3.2.8.1.4. (Operational and Interoperability Inpact if Bl ocked
3.2.8.2. Certification Path Adverti senent Message (Type 149)
3.2.8.2.1. Uses
3.2.8.2.2. Message Specification
Defined in [ RFC3971].
3.2.8.2.3. Threats
3.2.8.2.4. (Operational and Interoperability Inpact if Bl ocked

3.2.9. |1CWP nessages utilized by experinental nobility protocols such
as Seanoby (Type 150)

3.2.9.1. Uses
3.2.9.2. Message Specification
Defined in [ RFC4065] .
3.2.9.3. Threats
3.2.9.4. (Qperational and Interoperability Inmpact if Bl ocked
3.2.10. Milticast Router Discovery
3.2.10.1. Milticast Router Advertisenment (Type 151)

3.2.10.1.1. Uses
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3.2.10.1.2. Message Specification
Defined in [ RFC4286] .
3.2.10.1.3. Threats
3.2.10.1.4. CQperational and Interoperability Inpact if Bl ocked
3.2.10.2. Milticast Router Solicitation (Type 152)
3.2.10.2.1. Uses
3.2.10.2.2. Message Specification

Def

ned in [ RFC4286] .

3.2.10.2.3. Threats

3.2.10.2.4. C(Qperational and Interoperability Inpact if Bl ocked
3.2.10.3. Milticast Router Term nation (Type 153)

3.2.10.3.1. Uses

3.2.10.3.2. Message Specification

Def

ned in [ RFC4286] .
3.2.10.3.3. Threats
3.2.10.3.4. CQperational and Interoperability Inpact if Bl ocked
3.2.11. FM Pv6 Messages (Type 154)
3.2.11.1. Uses
3.2.11.2. Message Specification
Defined in [ RFC5568].
3.2.11.3. Threats

3.2.11.4. (Operational and Interoperability Inpact if Bl ocked
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3.2.12. RPL Control Message (Type 155)
3.2.12. 1. Uses
3.2.12.2. Message Specification
Defined in [ RFC6550] .
3.2.12.3. Threats
3.2.12. 4. (Operational and Interoperability Inpact if Bl ocked
3.2.13. Private experinmentation (Type 200)
3.2.13. 1. Uses

Used for performng controlled experinments with | CMPv6 nessages
before a specific |CWv6 Type is formally assigned by | ANA

3.2.13.2. Message Specification
Defined in [ RFC4443].

3.2.13.3. Threats
The security inplications of this nessage Type will depend on the
specific experiment the nmessage is being used for and whether the
node this nessage is destined to inplenents the aforenentioned
"experiment".

3.2.13.4. (Operational and Interoperability Inpact if Bl ocked

None (this message Type is meant for controlled experinentation
rat her than "production").

3.2.14. Private experinentation (Type 201)
3.2.14.1. Uses

Used for performng controlled experinments with | CMPv6 nessages
before a specific ICMPv6 Type is fornmally assigned by | ANA

3.2.14.2. Message Specification

Defined in [ RFC4443].
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3.2.14.3. Threats
The security inplications of this nessage Type will depend on the
specific experinment the nessage is being used for and whether the
node this nessage is destined to inplenents the aforenentioned
"experiment".

3.2.14.4. (Operational and Interoperability Inpact if Bl ocked

None (this message Type is nmeant for controlled experinentation
rat her than "production").

3.2.15. Reserved for expansion of |ICWMPv6 informational nessages (Type
255)

3.2.15.1. Uses

Type value 255 is reserved for future expansion of the type val ue
range if there is a shortage in the future.

3.2.15.2. Message Specification
Defined in [ RFC4443].
3.2.15.3. Threats
None.
3.2.15.4. (Operational and Interoperability Inpact if Bl ocked
It woul d prevent expansion of the Type val ue range, and hence prevent
ext ensi on of the | CMPv6 protocol
4. | ANA Consi derations

Thi s docunment has no | ANA acti ons.

5. Security Considerations
Thi s docunent does not introduce any new security inplications. It

attenpts to help nitigate security threats that rely on | CMP or
| CMPv6 nmessages, through packet filtering and rate-limting.
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