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Abstract

Stream Control Transm ssion Protocol (SCTP) [ RFC4960] specifies

Sel ective Acknow edgenents (SACKs) to allow an SCTP data receiver to
acknow edge DATA chunks which arrive out-of-order. |In SCTP, SACK
information is advisory -- though SACKs notify a data sender about
the reception of specific out-of-order data, the SCTP data receiver
is permtted to later discard the data, a.k.a reneging. Since
delivery of a SACKed out-of-order DATA chunk is not guaranteed, a
copy of this DATA chunk MJUST be kept in the data sender’s

retransm ssion queue until this DATA chunk is cumnul atively acked.

By definition, data that has been delivered to the application is
non-renegabl e by the SCTP data receiver. (Recall that, in SCTP, out-
of -order data can sonetinmes be delivered.) Al so, SCTP

i mpl enment ati ons can be configured such that the SCTP data receiver is
not allowed to, and therefore, never reneges on out-of-order data.
Wth SCTP's current SACK mechani sm non-renegabl e out-of-order data
is selectively acked, and is (wongly) deened renegable by the SCTP
dat a sender.

Thi s docunent specifies an extension to SCTP's acknow edgnent
nmechani sm cal | ed Non- Renegabl e Sel ective Acknow edgenments (NR- SACKs.)
NR- SACKs enabl e a data receiver to explicitly informthe data sender
of non-renegabl e out-of-order data. As opposed to renegable data, a
data sender can consider non-renegabl e data as never requiring
retransm ssion, and therefore can renove non-renegabl e data fromthe
retransm ssi on queue.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 16, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

In providing end-to-end reliable data transfer, SCTP specifies
Cunul ati ve Acknow edgenents (ACKs), Selective ACKs (SACKs), and
Duplicate Selective ACKs (D SACKs). These three types of acks are
carried in the following fields of the SACK chunk, respectively:
Cumul ative TSN Ack, Gap Ack Bl ock, and Duplicate TSN. In this
docunent, we refer to the Cumul ative TSN Ack as the "cumack", the
sel ective Gap Ack Bl ocks as "gap-acks", and the Duplicate TSN

sel ective acks as "dup-TSN reports".

Gap- acks acknow edge DATA chunks that arrive out-of-order to a
transport layer data receiver. A gap-ack in SCTP is advisory, in
that, while it notifies a data sender about the reception of

i ndi cat ed DATA chunks, the data receiver is permtted to |ater

di scard DATA chunks that it previously had gap-acked. Discarding a
previ ously gap-acked DATA chunk is known as "reneging." Because of
the possibility of reneging in SCTP, any gap-acked DATA chunk MJST
NOT be renoved fromthe data sender’s retransmni ssion queue until the
DATA chunk is later cum acked.

Situations exist when a data receiver knows that reneging on a
particul ar out-of-order DATA chunk will never take place, such as
(but not linmted to) after an out-of-order DATA chunk is delivered to
the receiving application. This docunent describes an extension to
SCTP to all ow for Non-Renegabl e Sel ective Acknow edgnments (NR- SACKs) .
A new NR- SACK chunk type is described that allows this extension to
be i npl enent ed.

The NR- SACK chunk is an extension of the existing SACK chunk
Several fields are identical, including the Cunul ative TSN Ack, the
Advertised Receiver Wndow Credit (a_rwnd), and Duplicate TSNs.
These fields have the sane senantics as described in [ RFC4960].

NR- SACKs extend SACKs by al so identifying out-of-order DATA chunks
that a receiver either: (1) has delivered to its receiving
application, or (2) takes full responsibility to eventually deliver
to its receiving application. These out-of-order DATA chunks are
"non-renegable.” Non-Renegable data are reported in the NR Gap Ack
Bl ock field of the NR-SACK chunk as described in Section 4.1. W
refer to non-renegabl e sel ecti ve acknow edgenents as "nr-gap-acks."

When an out-of -order DATA chunk is nr-gap-acked, the data sender no

| onger needs to keep that particul ar DATA chunk in its retransm ssion
queue, thus allow ng the data sender to free up its buffer space
sooner than if the DATA chunk were only gap-acked. NR-SACKs have
been shown to better utilize the data sender’s nenory and i nprove

t hroughput, at the trade-off of generating and processing additiona
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acknow edgenent information [Natarajan], [Yilmaz].

An SCTP nessage is encapsulated within a single DATA chunk or wthin
mul ti pl e DATA chunks in case of fragnentation. |In this docunent

wi thout | oss of generality, each application nessage naps to a single
transport | ayer DATA chunk, and delivering a DATA chunk to a
receiving application means delivering the nessage carried within the
DATA chunk to a receiving application

SCTP di vi des an end-to-end association into independent |ogical data
streans (a.k.a. multistreanming.) A DATA chunk that arrives in-
sequence within a stream can be delivered to the receiving
application even if the DATA chunk is out-of-order relative to the
association’s overall flow of data. These out-of-order DATA chunks
are "deliverable.” By definition, a DATA chunk nmarked for unordered
delivery also is "deliverable" to the receiving application

i medi atel y upon reception, regardless of its position within the
overall flow of data

Wth current SACKs in SCTP, it is not possible for a data receiver to
informa data sender if or when a particul ar out-of -order
"del i verabl e DATA chunk has been "delivered" to the receiving
application. Thus the data sender MJUST keep a copy of every gap-
acked out-of-order DATA chunk(s) in the data sender’s retransm ssion
queue until the DATA chunk is cumacked. This use of the data
sender’s retransm ssion queue is wasteful. G ven the receiving
application has received the data, the data sender has no reason to
keep this data in its retransm ssion queue. Yet, the sending
transport |ayer keeps the data because no nechani smcurrently exists
to indicate which out-of-order DATA chunks have been delivered.
(Note: once a DATA chunk is delivered to the receiving application,
it is inpossible for the data receiver to renege on that DATA chunk.)

I f NR-SACKs are used, the data receiver MAY include the TSN of a
del i vered out-of-order DATA chunk in an NR-SACK to informthe data
sender that the delivery has occurred, allowi ng the data sender to
remove the copy of the delivered DATA chunk fromthe data sender’s
retransm ssi on queue even before the DATA chunk is cum acked.

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3.

Negoti ati on

Bef ore sendi ng/recei ving NR- SACKs, both peer endpoints MJST agree on
usi ng NR-SACKs. This agreenent MJUST be negotiated during association
establishment. NR-SACK is an extension to the core SCTP, and SCTP
ext ensions that an endpoint supports are reported to the peer
endpoi nt in Supported Extensions Paraneter during association

est abli shnent (see Section 4.2.7 of [RFC5061].) The Supported

Ext ensi ons Paraneter consists of a list of non-standard Chunk Types
that are supported by the sender

An endpoi nt supporting the NR-SACK extension MJST |ist the NR SACK
chunk in the Supported Extensions Paraneter carried in the INT or

I NI T- ACK chunk, depending on whether the endpoint initiates or
responds to the initiation of the association. |If the NR- SACK chunk
type IDis listed in the Chunk Types List of the Supported Extensions
Paraneter, then the receiving endpoint MUST assune that the NR- SACK
chunk is supported by the sending endpoint.

Bot h endpoi nts MJST support NR-SACKs for either endpoint to send an
NR- SACK. If an endpoint establishes an association with a renote
endpoi nt that does not list NR-SACK in the Supported Extensions
Paraneter carried in INT chunk, then both endpoints of the
associ ati on MUST NOT use NR-SACKs. After association establishment,
an endpoi nt MUST NOT renegotiate the use of NR- SACKs.

Once both endpoints indicate during association establishnment that
they support the NR-SACK extension, each endpoi nt SHOULD acknow edge
recei ved DATA chunks w th NR- SACK chunks, and not SACK chunks. That
i s, throughout an SCTP associ ation, both endpoints SHOULD send either
SACK chunks or NR-SACK chunks, never a mi xture of the two.

The New Chunk Type: Non- Renegabl e SACK ( NR- SACK)

Table 1 illustrates a new chunk type that will be used to transfer
NR- SACK i nf or mati on.

Chunk Type Chunk Nane

0x10 Non- Renegabl e Sel ective Acknow edgnent ( NR- SACK)
Tabl e 1: NR- SACK Chunk

As the NR-SACK chunk repl aces the SACK chunk, many SACK chunk fi el ds
are preserved in the NR-SACK chunk. These preserved fields have the
same semantics with the correspondi ng SACK chunk fields, as defined
in [ RFC4960], Section 3.3.4. The Gap Ack fields from RFC4960 have
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been renamed as R Gap Ack to enphasize their renegable nature. Their
semanti cs are unchanged. For conpl eteness, we describe all fields of
the NR- SACK chunk, including those that are identical in the SACK
chunk.

Simlar to the SACK chunk, the NR-SACK chunk is sent to a peer
endpoint to (1) acknow edge DATA chunks received in-order, (2)
acknow edge DATA chunks received out-of-order, and (3) identify DATA
chunks received nore than once (i.e., duplicate.) |In addition, the
NR- SACK chunk (4) inforns the peer endpoint of non-renegabl e out-of -
order DATA chunks.
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T I T S i T i S S S i T i S S S S S S S

Type: 8 bits

This field holds the | ANA defined chunk type for NR-SACK chunk. The
suggested value of this field for 1 ANA is 0x10.

Chunk Fl ags: 8 bits

Currently not used. It is recommended a sender set all bits to zero
on transnmit, and a receiver ignore this field.

Chunk Length: 16 bits (unsigned integer) [Same as SACK chunk]

This value represents the size of the chunk in bytes including the
Chunk Type, Chunk Flags, Chunk Length, and Chunk Val ue fields.

Currul ative TSN Ack: 32 bits (unsigned integer) [Same as SACK chunk]
The val ue of the Cunul ative TSN Ack is the | ast TSN received before a
break in the sequence of received TSNs occurs. The next TSN val ue
followi ng the Cunul ati ve TSN Ack has not yet been received at the
endpoi nt sendi ng t he NR- SACK

Advertised Receiver Wndow Credit (a_rwnd): 32 bits (unsigned
i nteger) [Sane as SACK chunk]

I ndi cates the updated receive buffer space in bytes of the sender of
this NR- SACK, see Section 6.2.1 of [RFC4960] for details.

Nunmber of (R)enegable Gap Ack Blocks (N): 16 bits (unsigned integer)

I ndi cates the nunber of Renegable Gap Ack Bl ocks included in this NR-
SACK.

Nurmber of (N)on(R)enegable Gap Ack Blocks (M: 16 bits (unsigned
i nt eger)

I ndi cates the nunber of Non-Renegable Gap Ack Blocks included in this
NR- SACK.

Nunmber of Duplicate TSNs (X): 16 bits [Same as SACK chunk]

Cont ai ns the nunber of duplicate TSNs the endpoint has received.
Each duplicate TSN is listed following the NR Gap Ack Block I|ist.

Reserved : 16 bits
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Currently not used. It is reconmended a sender set all bits to zero
on transnmit, and a receiver ignore this field.

(R) enegabl e Gap Ack Bl ocks:

The NR- SACK contains zero or nore R Gap Ack Blocks. Each R Gap Ack
Bl ock acknow edges a subsequence of renegable out-of-order TSNs. By
definition, all TSNs acknow edged by R Gap Ack Bl ocks are "greater
than" the value of the Cunul ative TSN Ack.

Because of TSN nunbering w aparound, conparisons and all arithnetic
operations discussed in this docunent are based on "Serial Nunber
Arithmetic" as described in Section 1.6 of [RFC4960].

R Gap Ack Bl ocks are repeated for each R Gap Ack Block up to 'N
defined in the Nunber of R Gap Ack Blocks field. Al DATA chunks
with TSNs >= (Cunul ative TSN Ack + R Gap Ack Bl ock Start) and <=
(Cunul ative TSN Ack + R Gap Ack Bl ock End) of each R Gap Ack Bl ock
are assunmed to have been received correctly, and are renegable.

R Gap Ack Block Start: 16 bits (unsigned integer)

Indicates the Start offset TSN for this R Gap Ack Bl ock. This nunber
is set relative to the cunmul ati ve TSN nunber defined in Cumul ative
TSN Ack field. To calculate the actual start TSN nunber, the

Cumul ative TSN Ack is added to this offset nunber. The cal cul at ed
TSN identifies the first TSNin this R Gap Ack Bl ock that has been
recei ved.

R Gap Ack Block End: 16 bits (unsigned integer)

I ndicates the End offset TSN for this R Gap Ack Bl ock. This nunber
is set relative to the cunul ati ve TSN nunber defined in the

Cunul ative TSN Ack field. To calculate the actual TSN nunber, the
Cunul ative TSN Ack is added to this offset nunber. The cal cul ated
TSN i dentifies the TSN of the | ast DATA chunk received in this R Gap
Ack Bl ock.

N(on) R(enegabl e) Gap Ack Bl ocks:

The NR-SACK contains zero or nore NR Gap Ack Bl ocks. Each NR Gap Ack
Bl ock acknow edges a conti nuous subsequence of non-renegabl e out - of -
order DATA chunks. If a TSN is nr-gap-acked in any NR-SACK chunk,
then all subsequently transmitted NR-SACKs with a smaller cum ack

val ue than that TSN SHOULD al so nr-gap-ack that TSN

NR Gap Ack Bl ocks are repeated for each NR Gap Ack Block up to 'M
defined in the Number of NR Gap Ack Bl ocks field. Al DATA chunks

Eki z, et al. Expi res February 16, 2012 [ Page 9]



Internet-Draft NR- SACKs for SCTP August 2011

with TSNs >= (Cunul ative TSN Ack + NR Gap Ack Block Start) and <=
(Curmul ative TSN Ack + NR Gap Ack Bl ock End) of each NR Gap Ack Bl ock
are assuned to be received correctly, and are Non- Renegabl e.

NR Gap Ack Block Start: 16 bits (unsigned integer)

Indicates the Start offset TSN for this NR Gap Ack Block. This
nunber is set relative to the cunul ati ve TSN nunber defined in
Curmul ative TSN Ack field. To calculate the actual TSN nunber, the
Cunul ative TSN Ack is added to this offset nunber. The cal cul at ed
TSN identifies the first TSNin this NR Gap Ack Bl ock that has been
recei ved.

NR Gap Ack Bl ock End: 16 bits (unsigned integer)

I ndicates the End offset TSN for this NR Gap Ack Bl ock. This nunber
is set relative to the cunmul ati ve TSN nunber defined in Cumul ative
TSN Ack field. To calculate the actual TSN nunber, the Cumnul ative
TSN Ack is added to this offset nunmber. The cal culated TSN
identifies the TSN of the | ast DATA chunk received in this NR Gap Ack
Bl ock.

Not e:

NR Gap Ack Bl ocks and R Gap Ack Bl ocks in an NR- SACK chunk SHOULD
acknow edge disjoint sets of TSNs. That is, an out-of-order TSN
SHOULD be listed in either an R Gap Ack Bl ock or an NR Gap Ack Bl ock,
but not the both. R Gap Ack Bl ocks and NR Gap Ack Bl ocks together
provide the information as do the Gap Ack Bl ock of a SACK chunk, plus
addi tional information about non-renegability.

If all out-of-order data acked by an NR-SACK are renegable, then the
Nunmber of NR Gap Ack Bl ocks MJUST be set to 0. |If all out-of-order
data acked by an NR-SACK are non-renegable, then the Nunber of R Gap
Ack Bl ocks SHOULD be set to 0. TSNs listed in R Gap Ack Block will
be referred as r-gap-acked.

Duplicate TSN: 32 bits (unsigned integer) [Same as SACK chunk]

I ndicates a duplicate TSN received since the | ast NR-SACK was sent.
Exactly ' X duplicate TSNs SHOULD be reported where ' X was defined
in Nunber of Duplicate TSNs field.

Each duplicate TSN is listed in this field as many tinmes as the TSN
was received since the previous NR-SACK was sent. For exanple, if a
data receiver were to get the TSN 19 three tines, the data receiver

would list 19 twice in the outbound NR-SACK. After sending the NR-

SACK if the receiver received one nore TSN 19, the receiver would
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list 19 as a duplicate once in the next outgoi ng NR- SACK

5. An Illustrative Exanpl e

Assume the foll owi ng DATA chunks have arrived at the receiver.

The above figure shows the |ist of DATA chunks at the receiver. TSN
denotes the transni ssion sequence nunber of the DATA chunk, SID

denotes the streamid to which the DATA chunk bel ongs,

SSN denot es

t he sequence nunber of the DATA chunk within its stream and the U
bit denotes whether the DATA chunk requires ordered(=0) or

unordered(=1) delivery [ RFC4960].

not arrived.

Eki z, et al
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This data can be viewed as three separate streans as foll ows (assune
each stream begins with SSN=0.) Note that in this exanmple, the
application uses stream 2 for unordered data transfer. By
definition, SSN fields of unordered DATA chunks are ignored.

St reant O:

SSN: 0 1 2 3 4
TSN: | 2 | 5 | | 11| 14
UBit: | 0 | 0 | | 0 | 0
Streant 1:

SSN: 0 1 2 3 4
TSN: | 3 | 6 | 7 | | 15
UBit: | O | O | O | | 0
Streant 2:

SSN: N A N A N A

TSN: | 8 | 13| 16 |

U-Bit: | 1 | 1 1

The NR-SACK to acknow edge t he above data SHOULD be constructed as
follows for each of the three cases described below (the a_rwnd is
arbitrarily set to 4000):

CASE-1: Mninmal Data Receiver Responsibility - no out-of-order
deliverabl e data yet delivered

None of the deliverable out-of-order DATA chunks have been delivered,
and the receiver of the above data does not take responsibility for
any of the received out-of-order DATA chunks. The receiver reserves
the right to renege any or all of the out-of-order DATA chunks.
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T T +
| Type = 0x10 | 00000000 | Chunk Length = 32 |
o m e e e e e e e e e e o m e e e e e e e e e e +
[ Curmul ative TSN Ack = 3 [
. S +
| a_rwnd = 4000 |
' T +
| Numof R Gap Ack Blocks = 3 | Numof NR Gap Ack Blocks = 0 |
o m e e e e e e e e e e o m e e e e e e e e e e +
[ Num of Duplicates =0 [ 0x00 [
. . +
| R Gap Ack Block #1 Start = 2 | R Gap Ack Block #1 End = 5 |
N ' N ' +
| R Gap Ack Block #2 Start = 8 | R Gap Ack Block #2 End = 8 |
o m e e e e e e e e e e o m e e e e e e e e e e +
| R Gap Ack Block #3 Start = 10| R Gap Ack Block #3 End = 13 |
. . +

CASE-2: M ninmal Data Receiver Responsibility - all out-of-order
deliverabl e data delivered

In this case, the NR-SACK chunk is being sent after the data receiver
has delivered all deliverable out-of-order DATA chunks to its
receiving application(i.e., TSNs 5,6,7,8,13, and 16.) The receiver
reserves the right to renege on all undelivered out-of-order DATA
chunks(i.e., TSNs 11,14, and 15.)

YT YT +
| Type = 0x10 | 0x00 | Chunk Length = 40 |
Fom e e e e e e e e e m o Fom e e e e e e e e e m o +
| Cunul ative TSN Ack = 3 |
o mm e e e e e e e e e m oo oo o mm e e e e e e e e e m oo oo +
| a_rwnd = 4000 |
T YT +
| Numof R Gap Ack Blocks = 2 | Numof NR Gap Ack Blocks = 3 |
Fom e e e e e e e e e m o Fom e e e e e e e e e m o +
| Num of Duplicates = 0 | 0x00 |
o mm e e e e e e e e e m oo oo o mm e e e e e e e e e m oo oo +
| R Gp Ack Block #1 Start = 8 | R Gap Ack Block #1 End = 8 |
YT YT +
| R Gap Ack Block #2 Start = 11| R Gap Ack Block #2 End = 12 |
Fom e e e e e e e e e m o Fom e e e e e e e e e m o +
| NR Gap Ack Block #1 Start = 2 | NR Gap Ack Block #1 End = 5 |
o mm e e e e e e e e e m oo oo o mm e e e e e e e e e m oo oo +
| NR Gap Ack Block #2 Start = 10| NR Gap Ack Block #2 End = 10 |
YT YT +
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| NR Gap Ack Block #3 Start = 13| NR Gap Ack Block #3 End = 13 |

CASE- 3: Maxi mal Data Recei ver Responsibility

In this special case, all out-of-order data bl ocks acknow edged are
non-renegable. This case would occur when the data receiver is
programed never to renege, and takes responsibility to deliver al

DATA chunks that arrive out-of-order. In this case Numof R Gap Ack

Bl ocks is zero indicating all reported out-of-order TSNs are nr-gap-

acked.
T e T T +
| Type = 0x10 | 0x00 | Chunk Length = 32 |
o mm e e e e e e e e e e e e Fom e e e e e e e e e e ee oo +
[ Curul ative TSN Ack = 3 [
S e e e e eiieaeciiiaasascaiaanaas +
| a_rwnd = 4000 |
e T T +
| Numof R Gap Ack Blocks =0 | Numof NR Gap Ack Blocks = 3 |
o mm e e e e e e e e e e e e Fom e e e e e e e e e e ee oo +
[ Num of Duplicates =0 [ 0x00 [
S e +
| NR Gap Ack Block #1 Start = 2 | NR Gap Ack Block #1 End = 5 [
s e T +
| NR Gap Ack Block #2 Start = 8 | NR Gap Ack Block #2 End = 8 |
o mm e e e e e e e e e e e e Fom e e e e e e e e e e ee oo +
| NR Gap Ack Block #3 Start = 10 | NR Gap Ack Block #3 End = 13 |
S . +

6. Pr ocedur es

The procedures regarding "when" to send an NR-SACK chunk are
identical to the procedures regardi ng when to send a SACK chunk, as
outlined in Section 6.2 of [RFC4960].

6.1. Sending an NR- SACK chunk

Al'l of the NR-SACK chunk fields identical to the SACK chunk MJUST be
fornmed as described in Section 6.2 of [RFC4960].

It is up to the data receiver whether or not to take responsibility
for delivery of each out-of-order DATA chunk. An out-of-order DATA
chunk that has already been delivered, or that the receiver takes
responsibility to deliver (i.e., guarantees not to renege) is Non
Renegabl e(NR), and SHOULD be included in an NR Gap Ack Bl ock field of
the outgoing NR-SACK. All other out-of-order data is (R) enegabl e,
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and SHOULD be included in R Gap Ack Block field of the outgoing NR-
SACK.

Consi der three types of data receiver:

CASE-1: Data receiver takes no responsibility for delivery of any
out - of - order DATA chunks

CASE-2: Data receiver takes responsibility for all out-of-order DATA
chunks that are "deliverable" (i.e., DATA chunks in-sequence
within the streamthey bel ong to, or DATA chunks whose (U) nordered
bit is 1)

CASE-3: Data receiver takes responsibility for delivery of all out-
of - order DATA chunks, whether deliverable or not deliverable

The data receiver SHOULD foll ow t he procedures outlined bel ow for

bui | di ng t he NR- SACK.

CASE- 1:

1A) Identify the TSNs received out-of-order.

1B) For these out-of-order TSNs, identify the R Gap Ack Bl ocks.

Fill the Number of R Gap Ack Blocks (N) field, R Gap Ack Bl ock #i
Start, and R Gap Ack Bl ock #i End where i goes from1l to N

1C) Set the Nunber of NR Gap Ack Blocks (M field to O.

CASE- 2:
2A) ldentify the TSNs received out-of-order.

2B) For the received out-of-order TSNs, check the (U)nordered bit of
each TSN. Tag unordered TSNs as NR

2C) For each stream also identify the TSNs recei ved out-of - order
but are in-sequence within that stream Tag those in-sequence
TSNs as NR

2D) Tag all out-of-order data that is not NR as (R)enegable.
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2E) For those TSNs tagged as (R)enegable, identify the (R)enegable
Bl ocks. Fill the Number of R Gap Ack Blocks(N) field, R Gap Ack
Bl ock #i Start, and R Gap Ack Bl ock #i End where i goes from1l to
N.

2F) For those TSNs tagged as NR identify the NR Blocks. Fill the
Nurmber of NR Gap Ack Blocks(M field, NR Gap Ack Block #i Start,
and NR Gap Ack Bl ock #i End where i goes from1l to M

CASE- 3:

3A) ldentify the TSNs received out-of-order. Al of these TSNs
SHOULD be nr-gap- acked.

3B) Set the Nunmber of R Gap Ack Blocks (N) field to O.

3C) For these out-of-order TSNs, identify the NR Gap Ack Bl ocks.
Fill the Number of NR Gap Ack Blocks (M field, NR Gap Ack Bl ock
#i Start, and NR Gap Ack Bl ock #i End where i goes from1l to M

RFC4960 states that the SCTP endpoint MJUST report as nmany Gap Ack

Bl ocks as can fit in a single SACK chunk limted by the current path
MIU.  When usi ng NR- SACKs, the SCTP endpoint SHOULD fill as many R
Gap Ack Bl ocks and NR Gap Ack Bl ocks starting fromthe Cunul ative TSN
Ack value as can fit in a single NR-SACK chunk limted by the current
path MIU. |f space remains, the SCTP endpoint SHOULD fill as many
Duplicate TSNs as possible starting from Cunul ati ve TSN Ack val ue.

6.2. Receiving an NR- SACK Chunk

When an NR- SACK chunk is received, all of the NR-SACK fields
identical to a SACK chunk SHOULD be processed and handl ed as in SACK
chunk handling outlined in Section 6.2.1 of [RFC4960].

The NR Gap Ack Block Start(s) and NR Gap Ack Bl ock End(s) are offsets
relative to the cumack. To calculate the actual range of nr-gap-
acked TSNs, the cumack MJST be added to the Start and End.

For exanpl e, assune an incom ng NR-SACK chunk’s cumack is 12 and an
NR Gap Ack Bl ock defines the NR Gap Ack Block Start=5, and the NR Gap
Ack Bl ock End=7. This NR Gap Ack bl ock nr-gap-acks TSNs 17 through
19 incl usive.

Upon reception of an NR-SACK chunk, all TSNs listed in either R Gap

Ack Bl ock(s) or NR Gap Ack Bl ock(s) SHOULD be processed as woul d be
TSNs included in Gap Ack Bl ock(s) of a SACK chunk. Al TSNs in all
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NR Gap Ack Bl ocks SHOULD be renoved fromthe data sender’s
retransm ssion queue as their delivery to the receiving application
has either already occurred, or is guaranteed by the data receiver

Al though R Gap Ack Bl ocks and NR Gap Ack Bl ocks SHOULD be di sj oi nt

sets, NR-SACK processing SHOULD work if an NR-SACK chunk has a TSN
listed in both an R Gap Ack Bl ock and an NR Gap Ack Block. In this
case, the TSN SHOULD be treated as Non- Renegabl e.

| npl enent ati on Not e:

Most of NR-SACK processing at the data sender can be inplenented by
usi ng the sane routines as in SACK that process the cum ack and the
gap ack(s), followed by renoval of nr-gap-acked DATA chunks fromthe
retransm ssi on queue. However, w th NR-SACKs, as out-of-order DATA
is sonetinmes renobved fromthe retransni ssion queue, the gap ack
processing routine should recognize that the data sender’s

retransm ssion queue has sone transnmitted data renoved. For exanple,
whil e cal cul ating mssing reports, the gap ack processing routine
cannot assune that the highest TSN transmtted is always at the tai
(right edge) of the retransm ssion queue.

7. Security Considerations
Thi s docunent does not add any security considerations to those
specified in [ RFC4960] .

8. | ANA consi derations

Thi s docunment defines a new chunk type to transfer the NR SACK
information. Table 2 illustrates the new chunk type.

The new chunk type nust cone fromthe range of chunk types where the
upper two bits are zero. W reconmend 0x10 but any ot her avail abl e
code point with the upper two bits set to zero is acceptable.

Chunk Type Chunk Nane

0x10 Non- Renegabl e Sel ective Acknow edgnent ( NR- SACK)

Tabl e 2: NR- SACK Chunk
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