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= limited host reachability
global addresses required in DNS and referrals
" reduced network robustness
NAT is single point of failure
disambiguation state may expire
" loss of generic forwarding support
modifiable port numbers required for state indexing

" harmfulness = cost to solve resulting problems
= difference between 1-to-1 and many-to-1 NAT?
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Mitigating Limited Host Reachability

(auto-) configuration

of global addresses coordination with NAT

in DNS in hosts by DNS by hosts

1-to-1 - -

= existing practice sufficient for 1-to-1 NAT
= many-to-1 NAT requires new methods
= both NAT types require host support

not needed | not needed




Mitigating Reduced Network Robustness
and Loss of Generic Forwarding Support

redundancy keepalives tunneling

= simple redundancy for 1-to-1 NAT

= extra host support for many-to-1
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= both NAT types problematic

" problems harder to mitigate in many-to-1 NAT

due to dynamicity of global addresses
due to statefulness of NAT

" host support required for either NAT type
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