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DKIM Development,
Deployment & Operations

This document provides practical tips for:

* those who are developing DKIM software,
mailing list managers, filtering strategies based
on the output from DKIM verification, and DNS
servers;

e those who are deploying DKIM software, keys,
mailing list software, and migrating from
DomainKeys; anc

* those who are responsible for the on-going
operations of an email infrastructure that has
deployed DKIM.




DKIM D, D & O Pieces

e QOverall trust assessment infrastructure
e Practical Stuff

e Taxonomy, Usage Scenarios &
Considerations



DKIM D, D &O

e Using DKIM as part of trust assessment
— Section 2

— DKIM within a Trust Infrastructure
e Sets a context for DKIM
e Mis-trust assessment vs. Trust assessment

— Read it to beat it up
— What is missing??!1??



DKIM D, D &O

 Key Management, Signing, Verifying,
— Section 3,4 & 5
— Covers straight-forward and pragmatic stuff

— Scan and make sure it makes sense
— Not a lot of effort



DKIMD/D/O

 Taxonomy, Usage Scenarios & Considerations
— Sections 6, 7 & 8

— Taxonomy == components & actors
» Supposed to help people understand how DKIM helps them

— People aren’t used to using DKIM
* How to integrate DKIM into specific environments

— Read it to beat it up
— What is missing??!1??



Q&A
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