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Introduction
Location-based services (applications that require information about
the geographic location of an individual or device) are becoming
increasingly common on the Internet. Navigation and direction
services, emergency services, friend finders, management of equipment
in the field and many other applications require geographic location
information about Internet hosts, their users, and other related
entities. As the accuracy of location information improves and the
expense of calculating and obtaining it declines, the distribution
and use of location information in Internet-based services will
likely become increasingly pervasive. Ensuring that location
information is transmitted and accessed in a secure and privacyprotective way is essential to the future success of these services,
as well as the minimization of the privacy harms that could flow from
their wide deployment and use.
Standards for communicating location information over the Internet
have an important role to play in providing a technical basis for
privacy and security protection. This document describes a
standardized privacy- and security-focused architecture for locationbased services in the Internet: the Geopriv architecture. The
central component of the Geopriv architecture is the location object,
which is used to convey both location information about an individual
or device and user-specified privacy rules governing that location
information. As location information moves through its life cycle -positioning, distribution, and use by its ultimate recipient(s) -Geopriv provides mechanisms to secure the integrity and
confidentiality of location objects and to ensure that location
information is only transmitted in compliance with the user’s privacy
rules.
The goals of this document are two-fold: First, the architecture
described revises and expands on the basic Geopriv Requirements
[2][3], in order to clarify how these privacy concerns and the
Geopriv architecture apply to use cases that have arisen since the
publication of those documents. Second, this document provides a
general introduction to Geopriv and Internet location-based services,
and is useful as a good first document for readers new to Geopriv.

1.1.

Binding Rules to Data

A central feature of the Geopriv architecture is that location
information is always bound to privacy rules to ensure that entities
that receive location are informed of how they may use it. These
rules can convey simple directives ("do not share my location with
others"), or more robust preferences ("allow my spouse to know my
exact location all of the time, but only allow my boss to know it
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during work hours"). By creating a structure to convey the user’s
preferences along with location information, the likelihood that
those preferences will be honored necessarily increases. In
particular, no recipient of the location information can disavow
knowledge of users’ preferences for how their location may be used.
The binding of privacy rules to location information can convey
users’ desire for and expectations of privacy, which in turn helps to
bolster social and legal systems’ protection of those expectations.
Binding of usage rules to sensitive information is a common way of
protecting information. Several emerging schemes for expressing
copyright information provide for rules to be transmitted together
with copyrighted works. The Creative Commons [28] model is the most
prominent example, allowing an owner of a work to set four types of
rules ("Attribution," "Noncommercial," "No Derivative Works" and
"ShareAlike") governing the subsequent use of the work. After the
author sets these rules, the rules are conveyed together with the
work itself, so that every recipient is aware of the copyright terms.
Classification systems for controlling sensitive documents within an
organization are another example. In these systems, when a document
is created, it is marked with a classification such as "SECRET" or
"PROPRIETARY." Each recipient of the document knows from this
marking that the document should only be shared with other people who
are authorized to access documents with that marking. Classification
markings can also convey other sorts of rules, such as a
specification for how long the marking is valid (a declassification
date). The United States Department of Defense guidelines for
classification [4] provide one example.
1.2.

Location-Specific Privacy Risks

While location-based services raise some privacy concerns that are
common to all forms of personal information, many of them are
heightened and others are uniquely applicable in the context of
location information.
Location information is frequently generated on or by mobile devices.
Because individuals often carry their mobile devices with them,
location data may be collected everywhere and at any time, often
without user interaction, and it may potentially describe both what a
person is doing and where he or she is doing it. For example,
location data can reveal the fact that an individual was at a
particular medical clinic at a particular time. The ubiquity of
location information may also increase the risks of stalking and
domestic violence if perpetrators are able to use (or abuse)
location-based services to gain access to location information about
their victims.
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Location information is also of particular interest to governments
and law enforcers around the world. The existence of detailed
records of individuals’ movements should not automatically facilitate
the ability for governments to track their citizens, but in some
jurisdictions, laws dictating what government agents must do to
obtain location data are either non-existent or out-of-date.
1.3.

Privacy Paradigms

Traditionally, the extent to which data about individuals enjoys
privacy protections on the Internet has largely been decided by the
recipients of the data. Internet users may or may not be aware of
the privacy practices of the entities with whom they share data.
Even if they are aware, they have generally been limited to making a
binary choice between sharing data with a particular entity or not
sharing it. Internet users have not historically been granted the
opportunity to express their own privacy preferences to the
recipients of their data and to have those preferences honored.
This paradigm is problematic because the interests of data recipients
are often not aligned with the interests of data subjects. While
both parties may agree that data should be collected, used, disclosed
and retained as necessary to deliver a particular service to the data
subject, they may not agree about how the data should otherwise be
used. For example, an Internet user may gladly provide his email
address on a Web site to receive a newsletter, but he may not want
the Web site to share his email address with marketers, whereas the
Web site may profit from such sharing. Neither providing the address
for both purposes nor deciding not to provide it is an optimal option
from the Internet user’s perspective.
The Geopriv model departs from this paradigm for privacy protection.
As explained above, location information can be uniquely sensitive.
And as siloed location-based services emerge and proliferate, they
increasingly require standardized protocols for communicating
location information between services and entities. Recognizing both
of these dynamics, Geopriv gives data subjects the ability to express
their choices with respect to their own location information, rather
than allowing the recipients of the information to define how it will
be used. The combination of heightened privacy risk and the need for
standardization compelled the Geopriv designers to shift away from
the prevailing Internet privacy model, instead empowering users to
express their privacy preferences about the use of their location
information.
Geopriv does not, by itself, provide technical means through which it
can be guaranteed that users’ location privacy rules will be honored
by recipients. The privacy protections in the Geopriv architecture
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are largely provided by virtue of the fact that recipients of
location are informed of relevant privacy rules, and are expected to
only use location in accordance with those rules. The distributed
nature of the architecture inherently limits the degree to which
compliance can be guaranteed and verified by technical means.
Section 5 describes how some security mechanisms can address this to
a limited extent.
By binding privacy rules to location information, however, Geopriv
provides valuable information about users’ privacy preferences, so
that non-technical forces such as legal contracts, governmental
consumer protection authorities, and marketplace feedback can better
enforce those privacy preferences. If a commercial recipient of
location information, for example, violates the location rules bound
to the information, the recipient can in a growing number of
countries be charged with violating consumer or data protection laws.
In the absence of a binding of rules with location information,
consumer protection authorities would be less able to protect
individuals whose location information has been abused.

2.

Terminology Conventions
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [1].

3.

Overview of the Architecture
This section provides an overview of the Geopriv architecture for the
secure and private distribution of location information on the
Internet. We describe the three phases of the "location life cycle"
-- positioning, distribution and use -- and discuss how the
components of the architecture fit within each phase. The next
section provides additional detail about how each phase can be
achieved in a private and secure manner.
The risks discussed in the previous section all arise from
unauthorized disclosure or usage of location information. Thus, the
Geopriv architecture has two fundamental privacy goals:
1.

Ensure that location information is distributed only to
authorized entities, and

2.

Provide information to those entities about how they are
authorized to use the location information.
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If these two goals are met, all parties that receive location
information will also receive directives about how they can use that
information. Privacy-preserving entities will only engage in
authorized uses, and entities that violate privacy will do so
knowingly, since they have been informed of what is authorized (and
thus, implicitly, of what is not).
Privacy rules and their distribution are thus the central technical
components of the privacy system, since they inform location
recipients about how they are authorized to use that information.
The two goals in the preceding paragraph are enabled by two classes
of rules:
1.

Access control rules: Rules that describe which entities may
receive location information and in what form

2.

Usage rules: Rules that describe what uses of location
information are authorized

Within this framework for privacy, security mechanisms provide
support for the application of privacy rules. For example,
authentication mechanisms validate the identities of entities
requesting location (so that authorization and access-control
policies can be applied), and confidentiality mechanisms protect
location information en route between privacy-preserving entities.
Security mechanisms can also provide assurances that are outside the
purview of privacy by, for example, assuring location recipients that
location information has been faithfully transmitted to them by its
creator.
3.1.

Basic Geopriv Scenario

As location information is transmitted among Internet hosts, it goes
through a "location life-cycle": first, the location is computed
based on some external information (positioning), then it is
transmitted from one host to another (distribution) until finally it
is used by a recipient (use).
For example, suppose Alice is using a mobile device, she learns of
her location from a wireless location service, and she wishes to
share her location privately with her friends by way of a presence
service. Alice clearly needs to provide the presence server with her
location and rules about which friends can be provided with her
location. To enable Alice’s friends to preserve her privacy, they
need to be provided with privacy rules. Alice may tell some of her
friends the rules directly, or she can have the presence server
provide the rules to her friends when it provides them with her
location. In this way, every friend who receives Alice’s location is

Barnes, et al.

Expires April 14, 2011

[Page 8]

Internet-Draft

Internet Location Architecture

October 2010

authorized by Alice to receive it, and every friend who receives it
knows the rules. Good friends will obey the rules. If a bad friend
breaks them and Alice finds out, the bad friend cannot claim that he
was unaware of the rules.
Some
only
over
them
want

of Alice’s friends will be interested in using Alice’s location
for their own purposes (to meet up with her or plot her location
time, for example). The usage rules that they receive direct
as to what they can or cannot do (for example, Alice might not
them keeping her location for more than, say, two weeks).

Consider one friend, Bob, who wants to send Alice’s location to some
of his friends. To operate in a privacy-protective way, Bob needs
not only usage rules for himself, but also access control rules that
describe who he can send information to and rules to give to the
recipients. If the rules he received from the presence server
authorize him to give Alice’s location to others, he may do so;
otherwise, he will require additional rules from Alice before he is
authorized to distribute her location. If recipients who receive
Alice’s location from Bob want to distribute the location on further,
they must go through the same process as Bob.
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The whole example is illustrated in the following figure:
+----------+
| Wireless |
| Location |
| Service |
Retrieve
+----------+
Access Control Rules
|
+-----------------------------------+
|
| +-----------------------------+
|
Location
| |
Access
|
|
|
| |
Control Rules
v
|
|
| |
+-----+
|
| |
|
|
|
| |
| Bob |--> ...
|
| |
+----->|
|
v
v |
|
+-----+
+----------+
+----------+
|
| |Device| |--Location->| Presence |--Location---->|
+----------+
| -------- |
| Server
|
|---->| Friend-1 |
|
|---Rules--->|
|---Rules------>|
+----------+
| Alice
|
+----------+
|
+----------+
|
|
+----------+
+---->| Friend-2 |
+----------+
Figure 1: Basic Geopriv Scenario
3.2.

Roles and Data Formats

The above example illustrates the six basic roles in the Geopriv
architecture:
Target:
An individual or other entity whose location is sought in
the Geopriv architecture. In many cases the Target will be the
human user of a Device, but it can also be an object such as a
vehicle or shipping container to which a Device is attached. In
some instances the Target will be the Device itself. The Target
is the entity whose privacy Geopriv seeks to protect. Alice is
the Target in Figure 1.
Device:
The technical device whose location is tracked as a proxy
for the location of a Target. Alice’s device is the Device in
Figure 1.
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Rule Maker (RM):
Performs the role of creating rules governing
access to location information for a Target. In some cases the
Target performs the Rule Maker role (as is the case with Alice),
and in other cases they are separate. For example, a parent may
serve as the Rule Maker when the Target is his child, or a
corporate security officer may serve as the Rule Maker for devices
owned by the corporation but used by employees. The Rule Maker is
also not necessarily the owner of the Device. For example, a
corporation may provide a Device to an employee but permit the
employee to serve as the Rule Maker and set her own privacy rules.
Location Generator (LG):
Performs the roles of initially
determining or gathering the location of the Device and providing
it to Location Servers. Location Generators may be any sort of
software or hardware used to obtain the Device’s location
(examples include GPS chips and cellular networks). A Device may
even perform the Location Generator role for itself; Devices
capable of unassisted satellite-based positioning and Devices that
accept manually entered location information are two examples.
The wireless location service plays the Location Generator role in
Figure 1.
Location Server (LS):
Performs the roles of receiving location
information and rules, applying the rules to the location
information to determine what other entities, if any, can receive
location information, and providing the location to Location
Recpients. Location Servers receive location information from
Location Generators and rules from Rule Makers, and then apply the
rules to the location information. Location Servers may not
necessarily be "servers" in the colloquial sense of hosts in
remote data centers servicing requests. Rather, a Location Server
can be any software or hardware component that distributes
location information. Examples include a server in an access
network, a presence server, or a Web browser or other software
running on a Device. The above example includes three Location
Servers: Alice, the presence service and Bob.
Location Recipient (LR):
Performs the role of receiving location
information. A Location Recipient may ask for location explicitly
(by sending a query to a Location Server), or it may receive
location asynchronously. The presence service, Bob, Friend-1 and
Friend-2 are Location Recipients in Figure 1.
In general, these roles may or may not be performed by physically
separate entities, as demonstrated by the entities in Figure 1, many
of which perform multiple roles. It is not uncommon for the same
entity to perform both the Location Generator and Location Server
roles, or both the Location Recipient and Location Server roles. A
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single entity may take on multiple roles simply by virtue of its own
capabilities and the permissions provided to it.
Although in the above example there is only a single Location
Generator and a single Rule Maker, in some cases a Location Server
may receive Location Objects from multiple Location Generators or
Rules from multiple Rule Makers. Likewise, a single Location
Generator may publish location information to multiple Location
Servers, and a single Location Recipient may receive Location Objects
from multiple Location Servers.
There is a close relationship between a Target and its Device. The
term "Device" is used when discussing protocol interactions, whereas
the term "Target" is used when discussing generically the person or
object being located and its privacy. While in the example above
there is a one-to-one relationship between the Target and the Device,
Geopriv can also be used to convey location information about a
device that is not directly linked to a single individual or object,
such as a Device shared by multiple individuals.
Two data formats are necessary within this architecture:
Location Object (LO):
An object used to convey location information
together with Privacy Rules. Geopriv supports both geodetic
location data (latitude/longitude/altitude/etc.) and civic
location data (street/city/state/etc.). Either or both types of
location information may be present in a single LO (see the
considerations in [5] for LOs containing multiple locations).
Location Objects typically include some sort of identifier
associated with the Target.
Privacy Rule:
A directive that regulates an entity’s activities
with respect to location information, including the collection,
use, disclosure, and retention of the location information.
Privacy Rules describe which entities may obtain location
information in what form (access control rules) and how location
information may be used by an entity (usage rules).
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The whole example, using Geopriv roles and formats, is illustrated in
the following figure:
+----+
| LG |
+----+
^
|
Positioning
Data
|
|
+------------Privacy Rules------------------>+----+
|
|
+---->| LR |--> ...
|
|
|
| LS |
v
|
|
+----+
+-------+
|
|Target |
+----+
|
+----+
|Device |--------------->| LR |---------------+---->| LR |
| RM
|
LO
| LS |
LO
|
+----+
| LS
|
+----+
|
+-------+
|
|
+----+
+---->| LR |
+----+
Figure 2: Basic Geopriv Scenario

4.

The Location Life-Cycle
The previous section gave an example of how an individual’s location
can be distributed through the Internet. In general, the location
life-cycle breaks down into three phases:
1.

Positioning: A Location Generator determines the Device’s
location.

2.

Distribution: Location Servers send location to Location
Recipients, which may in turn act as Location Servers and further
distribute location to other Location Recipients (possibly
several times).

3.

Use: A Location Recipient receives the location and uses it.

Each of these phases involves a different set of Geopriv roles and
each has a different set of privacy and security implications. The
Geopriv roles are mapped onto the location life-cycle in the figure
below.
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+----------+
+----------+
|
|
| Rule
|+
| Device |
| Maker(s)||
|
|
|
||
+----------+
+----------+|
^|
+----------+
|| Positioning
| Rules
|| Data
|
||
|
|V
V
+----------+
+----------+
+----------+
|Location | Location
| Location |+
LO
|Location |
|Generator |--------------->| Server(s)||-------------->|Recipient |
|
|
|
||
|
|
+----------+
+----------+|
+----------+
+----------+
<-------------------------><---------------------------><----------->
Positioning
Distribution
Use

Figure 3: Location Life-Cycle
4.1.

Positioning

Positioning is the process by which the physical location of the
Device is computed, based on some observations about the Device’s
situation in the physical world. (This process goes by several other
names, including Location Determination or Sighting.) The input to
the positioning process is some information about the Device, and the
outcome is that the LG knows the location of the Device.
In this section, we give a brief taxonomy of current positioning
systems, their requirements for protocol support, and the privacy and
security requirements for positioning.
4.1.1.

Determination Mechanisms and Protocols

While the specific positioning mechanisms that can be applied for a
given Device are strongly dependent on the physical situation and
capabilities of the Device, these mechanisms generally fall into the
three categories described in detail below:
o

Device-based

o

Network-based

o

Network-assisted
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As suggested by the above names, a positioning scheme can rely on the
Device, an Internet-accessible resource (not necessarily a network
operator), or a combination of the two. For a given scheme, the
nature of this reliance will dictate the protocol mechanisms needed
to support it.
With Device-based positioning mechanisms, the Device is capable of
determining its location by itself. This is the case for manuallyentered location or for (unassisted) satellite-based positioning
(using a Global Navigation Satellite System, or GNSS). In these
cases, the Device acts as its own LG, and there are no protocols
required to support positioning (since no information needs to be
communicated).
In network-based positioning schemes, an external LG (an Internet
host other than the Device) has access to sufficient information
about the Device, through out-of-band channels, to establish the
position of the Device. The most common examples of this type of LG
are entities that have a physical relationship to the Device (such as
ISPs). In wired networks, wiremap-based location is a network-based
technique; in wireless networks, timing and signal-strength based
techniques that use measurements from base stations are considered to
be network-based. Large-scale IP-to-geo databases (for example,
those based on WHOIS data or latency measurements) are also
considered to be network-based positioning mechanisms.
For network-based positioning as for Device-based, no protocols are
strictly necessary to support positioning, since positioning
information is collected outside of the location distribution system
(at lower layers of the network stack, for example). This does not
rule out the use of other Internet protocols (like SNMP) to collect
inputs to the positioning process. Rather, since these inputs can
only be used by certain LGs to determine location, they are not
controlled as private information. Network-based positioning often
provides location to protocols by which the network informs a Device
of its own location (these are known as Location Configuration
Protocols, see Section 4.2.2 for further discussion).
Network-assisted systems account for the greatest number and
diversity of positioning schemes. In these systems, the work of
positioning is divided between the Device and an external LG via some
communication (possibly over the Internet), typically in one of two
ways:
o

The Device provides measurements to the LG

o

The LG provides assistance data to the Device
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"Measurements" are understood to be observations about the Device’s
environment, ranging from wireless signal strengths to the MAC
address of a first-hop router. "Assistance" is the complement to
measurement, namely the positioning information that enables the
computation of location based on measurements. A set of wireless
base station locations (or wireless calibration information) would be
an assistance datum, as would be a table that maps routers to
buildings in a corporate campus.
For example, wireless and wired networks can serve as the basis for
network-assisted positioning. In several current 802.11 positioning
systems, the Device sends measurements (e.g., MAC addresses and
signal strengths) to an LG, and the LG returns a location to the
client. In wired networks, the Device can send its MAC address to
the LG, which can query the MAC-layer infrastructure to determine the
switch and port to which that MAC address is connected, then query a
wire map to determine the location at which the wire connected to
that port terminates.
As an aside, the common phrase "assisted GPS" ("assisted GNSS" more
broadly) actually encompasses techniques that transmit both
measurements and assistance data. Systems in which the Device
provides the LG with GNSS measurements are measurement-based, while
those in which the assistance server provide ephemeris or alamanac
data are assistance-based in the above terminology. (Those familiar
with GNSS positioning will note that there are of course cases in
which both of these interactions occur within a single location
determination protocol, so the categories are not mutually
exclusive.)
Naturally, the exchange of measurement or positioning data between
the Device and the LG requires a protocol over which the information
is carried. The structure of this protocol will depend on which of
the two patterns a network-assisted scheme follows. Conversely, the
structure of the protocol will determine which of the two parties
(the Device, the LG, or both) is aware of the Device’s location at
the end of the protocol interaction.
4.1.2.

Privacy Considerations for Positioning

Positioning is the first point at which location may be associated
with a particular Target’s identity. Local identifiers, unlinked
pseudonyms, or private identifiers that are not linked to the real
identity of the Target should be used as forms of identity whenever
possible. This provides privacy protection by disassociating the
location from the Target’s identity before it is distributed.
At the conclusion of the positioning process, the entity acting as
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the LG has the Device’s location (if the Device is performing the LG
role, then they both have it). If the entity acting as the LG also
performs the role of LS, the privacy considerations in Section 4.2.4
apply.
In some deployment scenarios, positioning functions and distribution
functions may need to be provided by separate entities, in which case
the LG and LS roles will not be performed by the same entity. In
this situation, the LG acts as a "dumb," non-privacy-aware
positioning resource, and the LS provides the privacy logic necessary
to support distribution (possibly with multiple LSes using the same
LG). In order to allow the privacy-unaware LG to distribute location
to these LSes while maintaining privacy, the relationship between the
LG and its set of LSes MUST be tightly constrained, effectively
"hard-wired." That is, the LG MUST only provide location to a small
fixed set of LSes, and each of these LSes MUST comply with the
requirements of Section 4.2.4.
4.1.3.

Security Considerations for Positioning

Manipulation of the positioning process can expose location through
two mechanisms:
1) A third party could guess or derive measurements about a specific
device and use them to get the location of that Device. To mitigate
this risk, the LG SHOULD be able to authenticate and authorize
devices providing measurements and, if possible, verify that the
presented measurements are likely to be the actual physical values
measured by that client. These security procedures rely on the type
of positioning being done, and may not be technically feasible in all
cases.
2) By eavesdropping, a third party may be able to obtain measurements
sent by the Device itself that indicate the rough position of the
Device. To mitigate this risk, protocols used for positioning MUST
provide confidentiality and integrity protections in order to prevent
observation and modification of transmitted positioning data while en
route between the Target and the LG.
If an LG or a Target chooses to act as an LS, it inherits the
security requirements for an LS, described in Section 4.2.5.
4.2.

Location Distribution

When an entity receives location (from an LG or an LS) and
redistributes it to other entities, it acts as an LS. Location
Distribution is the process by which one or more LSes provide LOs to
LRs in a privacy-preserving manner.
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The role of an LS is thus two-fold: First, it must collect location
information and Rules that control access to that information. Rules
can be communicated within an LO, within a protocol that carries LOs,
or through a separate protocol that carries Rules. Second, the LS
must process requests for location and apply the Rules to these
requests in order to determine whether it is authorized to fulfill
them by returning location.
An LS thus has at least two types of interactions with other hosts,
namely receiving and sending LOs. An LS may optionally implement a
third interaction, allowing Rule Makers to provision it with Rules.
The distinction between these two cases is important in practice,
because it determines whether the LS has a direct relationship with a
Rule Maker: An LS that accepts Rules directly from a Rule Maker has
such a relationship, while an LS that acquires all its Rules through
LOs does not.
4.2.1.

Privacy Rules

Privacy Rules are the central mechanism in Geopriv for maintaining a
Target’s privacy, because they provide a recipient of an LO (an LS or
LR) with information on how the LO may be used.
Throughout the Geopriv architecture, Privacy Rules are communicated
in rules languages with a defined syntax and semantics. For example,
the Common Policy rules language has been defined [6] to provide a
framework for broad-based rule specifications. Geopriv Policy [7]
defines a language for creating location-specific rules. XCAP [8]
can be used as a protocol to install rules in both of these formats.
Privacy Rules follow a default-deny pattern: an empty set of Rules
implies that all requests for location should be denied (other than
requests made by the Target itself), with each Rule added to the set
granting a specific permission. Adding a Rule can only augment
privacy protections because all Rules are positive grants of
permission.
The following are examples of Privacy Rules governing location
distribution:
o

Retransmit location when requested from example.com

o

Retransmit only city and country

o

Retransmit location with no less than a 100 meter radius of
uncertainty
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Retransmit location only for the next two weeks

LSes enforce Privacy Rules in two ways: by denying requests for
location, or by transforming the location information before
retransmitting it.
LSes may also receive Rules governing location retention, such as
"Retain location only for 48 hours." Such Rules are simply
directives about how long the Target’s location information can be
retained.
Privacy Rules can govern the behavior of both LSes and LRs. Rules
that direct LSes about how to treat a Target’s location information
are known as Local Rules. Local Rules are used internally by the LS
to handle requests from LRs. They are not distributed to LRs.
Forwarded Rules, on the other hand, travel inside LOs and direct LSes
and LRs about how to handle the location information they receive.
Because the Rules themselves may reveal potentially sensitive
information about the Target, only the minimal subset of Forwarded
Rules necessary to handle the LO is distributed.
An example can illustrate the interaction between Local Rules and
Forwarded Rules. Suppose Alice provides the following Local Rules to
an LS:
o

The LS may retransmit Alice’s precise location to Bob, who in turn
is permitted to retain the location information for one month

o

The LS may retransmit Alice’s city, state, and country to Steve,
who in turn is permitted to retain the location information for
one hour

o

The LS may retransmit Alice’s country to a photo-sharing website,
which in turn is permitted to retain the location information for
one year and retransmit it to any requesters

When Steve asks for Alice’s location, the LS can transmit to Steve
the limited location information (city, state, and country) along
with Forwarded Rules instructing Steve to (a) not further retransmit
Alice’s location information, and (b) only retain the location
information for one hour. By only sending these specifically
applicable Forwarded Rules to Steve (as opposed to the full set of
Local Rules), the LS is protecting Alice’s privacy by not disclosing
to Steve that (for example) Alice allows Bob to obtain more precise
location information than Alice allows Steve to receive.
Geopriv is designed to be usable even by devices with constrained
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processing capabilities. To ensure that Forwarded Rules can be
processed on constrained devices, LOs are required to carry only a
limited set of Forwarded Rules, with an option to reference a more
robust set of external Rules. The limited Rule set covers two
privacy aspects: how long the Target’s location may be retained
("Retention"), and whether or not the Target’s location may be
retransmitted ("Retransmission"). A LO may contain a pointer to more
robust Rules, such as those shown in the set of four Rules at the
beginning of this section.
4.2.2.

Location Configuration

Some entities performing the LG role are designed only to provide
Targets with their own locations (as opposed to distributing a
Target’s location to others). The process of providing a Target with
its own location is known within Geopriv as Location Configuration.
The term Location Information Server (LIS) is often used to describe
the entity that performs this function (although a LIS may also
perform other functions, such as providing a Target’s location to
other entities).
A Location Configuration Protocol (LCP) [9] is one mechanism that can
be used by a Device to discover its own location from a LIS. LCPs
provide functions in the way they obtain, transport and deliver
location requests and responses between a LIS and a Device such that
the LIS can trust that the location requests and responses handled
via the LCP are in fact from/to the Target. Several LCPs have been
developed within Geopriv [10][11][12][13].
A LIS whose sole purpose is to perform Location Configuration need
only follow a simple privacy-preserving policy: transmit a Target’s
location only to the Target itself. This is known as the "LCP
policy."
Importantly, if an LS is also serving in the role of LG and it has
not been provisioned with Privacy Rules for a particular Target, it
MUST follow the LCP policy, whether it is a LIS or not. In the
positioning phase, an entity serving the roles of both LG and LS that
has not received Privacy Rules must follow this policy. The same is
true for any LS in the distribution phase.
4.2.3.

Location References

The location distribution process occurs through a series of
transmissions of LOs: transmissions of location "by value." Location
"by value" can be expressed in terms of geodetic location data
(latitude/longitude/altitude/etc.) and civic location data (street/
city/state/etc.).
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Location can also be distributed "by reference," where a reference is
represented by a URI that can be dereferenced to obtain the LO. This
document summarizes the properties of location-by-reference that are
discussed at length in [14].
Distribution of location by reference (distribution of location URIs)
offer several benefits. Location URIs are a more compact way of
transmitting location, since URIs are usually smaller than LOs. A
recipient of location can make multiple requests to a URI over time
to receive updated location (if the URI is configured to provide
fresh location rather than a single "snapshot").
From a positioning perspective, location by reference can offer the
additional benefit of "just in time" positioning. If location is
distributed by reference, an entity acting as a combined LG/LS only
needs to perform positioning operations when a recipient dereferences
a previously distributed URI.
From a privacy perspective, distributing location as a URI instead of
as an LO can help protect privacy by forcing each recipient of the
location to request location from the referenced LS, which can then
apply access controls individually to each recipient. But the
benefit provided here is contingent on the LS applying access
controls. If the LS does not apply an access control policy to
requests for a location URI (in other words, if it enforces the
"possession model" defined in [14]), then transmitting a location URI
presents the same privacy risks as transmitting the LO itself.
Moreover, the use of location URIs without access controls can
introduce additional privacy risks: If URIs predictable, an attacker
to whom the URI has not been sent may be able to guess the URI and
use it to obtain the referenced LO. To mitigate this, location URIs
without access controls need to be constructed so that they contain a
random component with sufficient entropy to make guessing infeasible.
4.2.4.

Privacy Considerations for Distribution

Location information MUST be accompanied by Rules throughout the
distribution process. Otherwise, a recipient will not know what uses
are authorized, and will not be able to use the LO. Consequently,
LOs MUST be able to express Rules that convey appropriate
authorizations.
An LS MUST only accept Rules from authorized Rule Makers. For an LS
that receives Rules exclusively in LOs and has no direct relationship
with a Rule Maker, this requirement is met by applying the Rules
provided in an LO to the distribution of that LO. For an LS with a
direct relationship to a Rule Maker, this requirement means that the
LS MUST be configurable with an RM authorization policy. An LS
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SHOULD define a prescribed set of RMs that may provide Rules for a
given Target or LO. For example, an LS may only allow the Target to
set Rules for itself, or it might allow an RM to set Rules for
several Targets (e.g., a parent for children, or a corporate security
officer for employees).
No matter how Rules are provided to an LS, for each LO it receives,
it MUST combine all Rules that apply to the LO into a Rule set that
defines which transmissions are authorized, and it MUST transmit
location only in ways that are authorized by these Rules.
An LS that receives Rules exclusively through LOs MUST examine the
Rules that accompany a given LO in order to determine how the LS may
use the LO (if any Rules are included by reference, the LS SHOULD
attempt to download them). If the LO includes no Rules that allow
the LS to transmit the LO to another entity, then the LS MUST NOT
transmit the LO. If the LO contains no Rules at all (if it is in a
format with no Rules syntax, for example), then the LS MUST delete it
(emergency services provide an exception in that Rules can be implicit,
see [15]). If the LO included Rules by reference, but these Rules
were not obtained for any reason, the LS MUST NOT transmit the LO and
MUST delete it.
An LS that receives Rules both directly from one or more Rule Makers
and through LOs MUST combine the Rules in a given LO with Rules it
has received from the RMs. The strategy the LS uses to combine these
sets of Rules is a matter for local policy, depending on the relative
priority that the LS grants to each source of Rules. Some example
policies:
Union:
A transmission of location is authorized if it is authorized
by either a rule in the LO or an RM-provided rule.
Intersection:
A transmission of location is authorized if it is
authorized by both a rule in the LO and an RM-provided rule.
RM Override:
A transmission of location is authorized if it is
authorized by an RM-provided rule (regardless of the LO Rules).
LO Override:
A transmission of location is authorized if it is
authorized by an LO-provided rule (regardless of the RM Rules).
Different policies may be applicable in different scenarios. In
cases where an external RM is more trusted than the source of the LO,
the "RM Override" policy may be suitable (for example, if the
external RM is the Target, and the LO is provided by a third party).
Conversely, the "LO Override" policy is better suited to cases where
the LO provider is more trused than the RM (for example, if the RM is
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the LO contains Rules from the
office). The "Intersection"
the permission grants, giving
the LO creator).

Each of these policies will also have different privacy consequences.
Following the "Intersection" policy ensures that the most privacyprotective subset of all RMs’ rules will be followed. The "Union"
policy and both "Override" policies may defy the expectations of any
RM (including, potentially, the Target) whose policy is not followed.
For example, if a Target acting as an RM sets Rules and those Rules
are overridden by the application of a more permissive LO Override
policy that has been set by the Target’s parent or employer acting as
an RM, the retransmission or retention of the Target’s data may come
as a surprise to the Target. For this reason, it is RECOMMENDED that
LSes provide a way for RMs to be able to find out which policy will
be applied to the distribution of a given LO.
4.2.5.

Security Considerations for Distribution

An LS’s decisions about how to transmit location are based on the
identities of entities requesting information and other aspects of
requests for location. In order to ensure that these decisions are
made properly, the LS needs assurance of the reliability of
information on the identities of the entities with which the LS
interacts (including LRs, LSes, and RMs) and other information in the
request.
Protocols to convey LOs and protocols to convey Rules MUST provide
information on the identity of the recipient of location and the
identity of the RM, respectively. In order to ensure the validity of
this information, these protocols MUST allow for mutual
authentication of both parties, and MUST provide integrity protection
for protocol messages. These security features ensure that the LG
has sufficient information (and sufficiently reliable information) to
make privacy decisions.
As they travel through the Internet, LOs necessarily pass through a
sequence of intermediaries, ranging from layer-2 switches to IP
routers to application-layer proxies and gateways. The ability of an
LS to protect privacy by making access control decisions is reduced
if these intermediaries have access to an LO as it travels between
privacy-preserving entities.
Ideally, LOs SHOULD be transmitted with confidentiality protection
end-to-end between an LS that transmits location and the LR that
receives it. In some cases, the protocol conveying an LO provides
confidentiality protection as a built-in security solution for its
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signaling (and potentially its data traffic). In this case, carrying
an unprotected LOs within such an encrypted channel is sufficient.
Many protocols, however, are offering communication modes where
messages are either unprotected or protected on a hop-by-hop basis
(for example, between intermediaries in a store-and-forward
protocol). In such a case it is RECOMMENDED that the protocol allows
for the use of encrypted LOs, or for the transmission of a reference
to location in place of an LO [14].
4.3.

Location Use

The primary privacy requirement of an LR is to constrain its usage of
location to the set of uses authorized by the Rules in an LO. If an
LR only uses an LO in ways that have minimal privacy impact -specifically, if it does not transmit the LO to any other entity, and
does not retain the LO for longer than is required to complete its
interaction with the LS -- then no further action is necessary for
the LR to comply with Geopriv requirements.
As an example of this simplest case, if an LR (a) receives a
location, (b) immediately provides to the Target information or a
service based on the location, (c) does not retain the information,
and (d) does not retransmit the location to any other entity, then
the LR will comply with any set of Rules that are permissible under
Geopriv. Thus, a service that, for example, only provides directions
to the closest bookstore in response to an input of location, and
promptly then discards the input location, will be in compliance with
any Geopriv Rule set.
LRs that make other uses of an LO (e.g., those that store LOs, or
send them to other service providers to obtain location-based
services) MUST meet the requirements below to assure that these uses
are authorized.
4.3.1.

Privacy Considerations for Use

The principal privacy requirement for LRs is to follow usage rules.
Any LR that wants to retransmit or retain the LO is REQUIRED to
examine the rules included with that LO. Any usage the LR makes of
the LO MUST be explicitly authorized by these Rules. Since Rules are
positive grants of permission, any action not explicitly authorized
is denied by default.
4.3.2.

Security Considerations for Use

Since the LR role does not involve transmission of location, there
are no protocol security considerations required to support privacy
(other than ensuring that data does not leak unintentionally caused
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by security breaches).
Aside from privacy, LRs often require some assurance that an LO is
reliable (assurance of the integrity, authenticity, and validity of
an LO), since LRs use LOs in order to deliver location-based
services. Threats against this reliability and corresponding
mitigations are discussed in the Security Considerations below.

5.

Security Considerations
Security considerations related to the privacy of LOs are discussed
throughout this document. In this section we summarize those
concerns and consider security risks not related to privacy.
The life-cycle of an LO often consists of a series of location
transmissions. Protocols that carry location can provide strong
assurances, but only for a single segment of the LO’s life cycle. In
particular, a protocol can provide integrity protection and
confidentiality for the data exchanged, and mutual authentication of
the parties involved in the protocol, by using a secure transport
such as IPSec [16] or TLS [17].
Additionally, if (1) the protocol provides mutual authentication for
every segment, and (2) every entity in the location distribution
chain exchanges information only with entities with whom it has a
trust relationship, entities can transitively obtain assurances
regarding the origin and ultimate destination of the LO. Of course,
direct assurances are always preferred over assurances requiring
transitive trust, since they require fewer assumptions.
Using protocol mechanisms alone, the entities can receive assurances
only about a single hop in the distribution chain. For example,
suppose that an LR receives location from an LS over an integrityand confidentiality-protected channel. The LR knows that the
transmitted LO has not been modified or observed en route. However,
the assurances provided by the protocol do not guarantee that the
transmitted LO was not corrupted before it was sent to the LS (by a
previous LS, for example). Likewise, the LR can verify that the LO
was transmitted by the LS, but cannot verify the origin of the LO if
it did not originate with the LS.
Security mechanisms in protocols are thus unable to provide direct
assurances over multiple transmissions of an LO. However, the
transmission of location "by reference" can be used to effectively
turn multi-hop paths into single-hop paths. If the multiple
transmissions of an LO are replaced by multiple transmissions of a
URI (a multi-hop dissemination channel), the LO need only traverse a
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single hop, namely the dereference transaction between the LR and the
dereference server. The requirements for securing location passed by
reference [14] are applicable in this case.
The major threats to the security of LOs can be grouped into two
categories. First, threats against the integrity and authenticity of
LOs can expose entities that rely on LOs. Second, threats against
the confidentiality of LOs can allow unauthorized access to location
information.
An LO contains four essential types of information: identifiers for
the described Target, location information, time- stamps, and Rules.
By grouping values of these various types together within a single
structure, an LO encodes a set of bindings among them. That is, the
LO asserts that the identified Target was present at the given
location at the given time and that the given Rules express the
Target’s desired policy at that time for the distribution of his
location. Below, we provide a description of the assurances required
by each party involved in the location distribution in order to
mitigate the possible attacks on these bindings.
Rule Maker:
The Rule Maker is responsible for creating the Target’s
Privacy Rules and for uploading them to the LSes. The primary
assurance required by the Rule Maker is that the Target’s Privacy
Rules are correctly associated with the Target’s identity when
they are conveyed to each LS that handles the LO. Ensuring the
integrity of the Privacy Rules distributed to the LSes prevents
rule-tampering attacks. In many circumstances, the privacy policy
of the Target may itself be sensitive information; in these cases,
the Rule Maker also requires the assurance that the binding
between the Target’s identity and the Target’s Privacy Rules are
not deducible by anyone other than an authorized LS.
Location Server:
The Location Server is responsible for enforcing
the Target’s Privacy Rules. The first assurance required by the
LS is that the binding between the Target’s Privacy Rules and the
Target’s identity is authentic. Authenticating and authorizing
the Rule Maker who creates, updates and deletes the Privacy Rules
prevents rule-tampering attacks. The LS has to ensure that the
authorization policies are not exposed to third parties, if so
desired by the Rule Maker (when the rules themselves are privacysensitive).
Location Recipient:
The Location Recipient is the consumer of the
LO. The LR thus requires assurances about the authenticity of the
bindings between the Target’s location, the Target’s identity and
the time. Ensuring the authenticity of these bindings helps to
prevent various attacks, such falsifying the location, modifying
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the time-stamp, faking the identity, replaying LOss.
Location Generator:
The primary assurance required by the Location
Generator is that the LS to which the LO is initially published is
one that is trusted to enforce the Target’s Privacy Rules.
Authenticating the trusted LS mitigates the risk of server
impersonation attacks. Additionally, the LG is responsible for
the location determination process, which is also sensible from a
security perspective because wrong input provided by external
entites can lead to undesireable disclosure or access to location
information.
Assurances as to the integrity and confidentiality of a Location
Object can be provided directly through the LO format. RFC 4119 [18]
provides a description for usage of S/MIME to integrity and
confidentiality protection. Although such direct, end-to-end
assurances are desirable, and these mechanisms should be used
whenever possible, there are many deployment scenarios where directly
securing an LO is impractical. For example, in some deployment
scenarios a direct trust relationship may not exist between the
creator of the Location Object and the recipient. Additionally, in a
scenario where many recipients are authorized to receive a given LO,
the creator of the LO cannot guarantee end-to-end confidentiality
without knowing precisely which recipient will receive the LO. Many
of these cases can, however, be addressed by the usage of a Locationby-Reference (possibly combined with an LO).

6.

Example Scenarios
This section contains a set of example of how the Geopriv
architecture can be deployed in practice. These examples are meant
to illustrate key points of the architecture, rather than to form an
exhaustive set of use cases.
For convenience and clarity in these examples, we assume that the
Privacy Rules that an LO carries are equivalent to those in a PIDF-LO
(namely, that the principal Rules that can be set are limits on the
retransmission and retention of the LO). While these two Rules are
the most well-known and important examples, the specific types of
Rules an LS or LR must consider will in general depend on the types
of LO it processes.

6.1.

Minimal Scenario

One of the simplest scenarios in the Geopriv architecture is when a
Device determines its own location and uses that LO to request a
service (e.g., by including the LO in an HTTP POST request [19] or
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SIP INVITE message [20]), and the server delivers that service
immediately (e.g., in a 200 OK response in HTTP or SIP), without
retaining or retransmitting the Device’s location. The Device acts
as an LG by using a Device-based positioning algorithm (e.g., manual
entry) and as an LS by interpreting the rule and transmitting the LO.
The Target acts as a Rule Maker by specifying that the location
should be sent to the server. The server acts as an LR by receiving
and using the LO.
In this case, the privacy of location information is maintained in
two steps: The first step is that location is only transmitted as
directed by the single Rule Maker, namely the Target. The second
step is simply the fact that the server, as LR, does not do anything
that creates a privacy risk -- it does not retain or retransmit
location. Because the server limits its behavior in this way, it
does not need to read the Rules in the LO (even though they were
provided) -- no Rule would prevent it from using location in this
safe manner.
The following outline summarizes this scenario:
o

Positioning: Device-based, Device=LG

o

Distribution hop 1: HTTP UA --> Ephemeral web service, privacy via
user indication

o

Use: Ephemeral web service delivers response without retaining or
retransmitting location

o

Key points:
*

6.2.

LRs that do not behave in ways that risk privacy are Geoprivcompliant by default. No further action is necessary.

Location-based Web Services

Many location-based services are delivered over the Web, using
Javascript code to orchestrate a series of HTTP requests for location
specific information. To support these applications, browser
extensions have been developed that support Device-based positioning
(manual entry and Global Positioning System (GPS)) and networkassisted positioning (via Assisted GPS (AGPS), and multilateration
with 802.11 and cellular signals), exposing location to web pages
through Javascript APIs.
In this scenario, we consider a Target that uses a browser with a
network-assisted positioning extension. When the Target uses this
browser to request location-based services from a web page, the
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browser prompts the user to grant the page permission to access the
user’s location. If the user grants permission, the browser
extension sends 802.11 signal strength measurements to a positioning
server, which then returns the position of the host. The extension
constructs an LO with this location and Rules set by the user, then
passes the LO to the page through its Javascript API. The page then
obtains location-relevant information using an XMLHttpRequest [21] to
a server in the same domain as the page and renders this information
to the user.
At first blush, this scenario seems much more complicated than the
minimal scenario above. However, most of the privacy considerations
are actually the same.
The positioning phase in this scenario begins when the browser
extension contacts the positioning server. The positioning server
acts as an LG.
The distribution phase actually occurs entirely within the Target
host. This phase begins when the positioning server, now acting as
LS, follows the LCP policy by providing location only to the Target.
The next hop in distribution occurs when the browser extension (an
entity under the control of the Target) passes an LO to the web page
(an entity under the control of its author). In this phase, the
browser extension acts as an LS, with the Target as the sole Rule
Maker; the user interface for rule-making is effectively a protocol
for conveying Rules, and the extension’s API effectively defines a
way to communicate LOs and an LO Format. The web site acts as an LR
when the web page accepts the LO.
The use phase encompasses the web site’s use of the LO. In this
context, the phrase "web site" encompasses not only the web page, but
also the dedicated supporting logic behind it. Considering the
entire web site as a recipient, rather than a single page, it becomes
clear that sending the LO in an XMLHttpRequest to a back-end server
is like passing it to a separate component of the LR (as opposed to
retransmitting it to another entity). Thus, even in this case, where
location-relevant information is obtained from a back-end server, the
LR does not retain or retransmit location, so its behavior is
"privacy-safe" -- it doesn’t need to interpret the Rules in the LO.
However, consider a variation on this scenario where the web page
requests additional information (a map, for instance) from a thirdparty site. In this case, since location is being transmitted to a
third party, the web site (either in the web page or in a back-end
server) would need to verify that this transmission is allowed by the
LO’s Privacy Rules. Similarly, if the site wanted to log the user’s
location information, then it would need to examine the LO to
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determine how long this information can be retained. In such a case,
if the LR needs to do something that is not allowed by the Rules, it
may have to deny service to the user (hopefully providing a message
with the reason). Nonetheless, if the Rules permit retention or
retransmission (even if this retransmission is limited by access
control rules), then the LR may do so to the extent the Rules allow.
The following outline summarizes this scenario:
o

Positioning: Network-assisted, positioning server=LG

o

Rule installation: RM (=Target) gives permission to sites and sets
LO Rules

o

Distribution hop 1: positioning server=LS --> Target, privacy via
LCP policy

o

Distribution hop 2: Browser=LS --> Web site=LR, privacy via user
confirmation

o

Use: Back-end server delivers location-relevant information
without further retransmission, then deletes location; privacy via
safe behavior

o

Key points:

6.3.

*

Privacy in this scenario is provided by a combination of
explicit user direction and Rules in an LO

*

Distribution can occur within a host, between mutually
untrusting components

*

Some transmissions of location are actually internal to an LR

*

LRs that do things that might be constrained by Rules need to
verify that these actions are allowed for a particular LO

Emergency Calling

Support for emergency calls by Voice-over-IP devices is a critical
use case for location information about Internet hosts. The details
of the Internet architecture for emergency calling are described in
[22][23]. In this architecture, there are three critical steps in
the placement of an emergency call, each involving location
information:
1.

Determine the location of the caller
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2.

Determine the proper Public Safety Answering Point (PSAP) for the
caller’s location

3.

Send a SIP INVITE message (including the caller’s location) to
the PSAP

The first step in an emergency call is to determine the location of
the caller. This step is the positioning phase of the location lifecycle. Location is determined by whatever means are available to the
caller’s device, or to the network, if this step is being done by a
proxy. Whichever entity does the positioning (either the caller or a
proxy) acts as an LS, preserving the privacy of location information
by only including it in emergency calls.
The second step in an emergency call encompasses location
distribution and use. The entity that is routing the emergency call
sends location though the LoST protocol [15] to a mapping server. In
this role, the routing entity acts as an LS and the LoST server acts
as an LR. The LO format within LoST does not allow Rules to be sent
along with location, but because LoST is an application-specific
protocol, the sending of location within a LoST message authorizes
the LoST server to use the location to complete the protocol, namely
to route the message as necessary through the LoST mapping
architecture [24]. That is, the LoST server is authorized to
complete the LoST protocol, but to do nothing else.
The third step in an emergency call is again a combination of
distribution and use. The caller (or another entity that inserts the
caller’s location) acts as an LS and the PSAP acts as an LR. In this
specific example, the caller’s location is transmitted either as a
PIDF-LO object or as a reference that returns a PIDF-LO (or both); in
the latter case, the reference should be appropriately protected so
that only the PSAP has access. In any case, the receipt of an LO
implies that the PSAP should obey the Rules in those LOs in order to
preserve privacy. Depending on the regulatory environment, the PSAP
may have the option to ignore those constraints in order to respond
to an emergency, or it may be bound to respect these Rules (in spite
of the emergency situation).
The following outline summarizes this scenario:
o

Positioning: Any

o

Distribution/use hop 1: Target=LS --> LoST infrastructure (no
Rules), privacy via authorization implicit in protocol

o

Distribution/use hop 2: Target=LS --> PSAP, privacy via Rules in
LO
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Use: PSAP uses location to deliver emergency services

o

Key points:

6.4.

October 2010

*

Privacy in this scenario is provided by a combination of
explicit user direction, implicit authorization particular to a
protocol, and Rules in an LO

*

LRs may be constrained to respect or ignore Privacy Rules by
local regulation

Combination of Services

In modern Internet applications, users frequently receive information
via one channel and broadcast it via another. In this sense, both
users and channels (e.g., web services) become LSess. Here we
consider a more complex example that illustrates this pattern across
multiple logical hops.
Suppose Alice (the Target) subscribes to a wireless ISP that
determines her location using a network-based positioning technique
(e.g., via the location of the base station serving the Target), and
provides that information directly to a location-enhanced presence
provider (which might use SIP, XMPP [25], or another protocol). The
location-enhanced presence provider allows Alice to specify Rules for
how this location is distributed: which friends should receive
Alice’s location and what Rules they should get with it. Alice uses
a few other location-enhanced services as well, so she sends Rules
that allow her location to be shared with those services, and allow
those services to retain and retransmit her location.
Bob is one of Alice’s friends, and he receives her location via this
location-enhanced presence service. Noting that she’s at their
favorite coffee shop, Bob wants to upload a photo of the two of them
at the coffee shop to a photo-sharing site, along with an LO that
marks the location. Bob checks the Rules in Alice’s LO and verifies
that the photo sharing site is one of the services that Alice
authorized. Seeing that Alice has authorized him to give the LO to
the photo-sharing site, he attaches it to the photo and uploads it.
Once the geo-tagged photo is uploaded, the photo sharing site reads
the Rules in the LO and verifies that the site is authorized to store
the photo and to share it with others. Since Alice has allowed the
site to retransmit and retain without any constraints, the site
fulfills Bob’s request to make the geo-tagged photo publicly
accessible.
Eve, another user of the photo sharing site, downloads the photo of
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Alice and Bob at the coffee shop and receives Alice’s LO along with
it. Eve posts the photo and location to her public page on a social
networking site without checking the Rules, even though the LO
doesn’t allow Eve to send the location anywhere else. The social
networking site, however, observes that no retransmission or
retention are allowed (both of which it needs for a public posting),
and rejects the upload.
In terms of the location life-cycle, this scenario consists of a
positioning step, followed by four distribution hops and use.
Positioning is the simplest step: An LG in Alice’s ISP monitors her
location and transmits it to the presence service, maintaining
privacy by only transmitting location to a single entity (to which
Alice has delegated privacy responsibilities).
The first distribution hop occurs when the presence server sends
location to Bob. In this transaction, the presence server acts as an
LS, Alice acts as an RM, and Bob acts as an LR. The privacy of this
transaction is assured by the fact that Alice has installed Rules on
the presence server that dictate who it may allow to access her
location. The second distribution hop is when Bob uploads the LO to
the photo-sharing site. Here Bob acts as an LS, preserving the
privacy of location information by verifying that the Rules in the LO
allow him to upload it. The third distribution hop is when the
photo-sharing site sends the LO to Eve, likewise following the Rules
-- but a different set of Rules than Bob, since an LO can specify
different Rule sets for different LSes.
Eve is the fourth LS in the chain, and fails to comply with Geopriv
by not checking the Rules in the LO prior to uploading the LO to the
social networking site. The site, however, is a responsible LR -- it
checks the Rules in the LO, sees that they don’t allow it to use the
location as it needs to, and discards the LO.
The following outline summarizes this scenario:
o

Positioning: Network-based, LG in network, privacy via exclusive
relationship with presence service

o

Distribution/use hop 1: Presence server --> Bob, privacy via
Alice’s access control rules

o

Distribution/use hop 2: Bob --> photo sharing site, privacy via
Rules for Bob in LO

o

Distribution/use hop 3: Photo sharing site --> Eve, privacy via
Rules for site in LO
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o

Distribution/use hop 4: Eve --> Social networking site, violates
privacy by retransmitting

o

Use: Social networking site, privacy via checking Rules and
discarding

o

Key points:
*

Privacy can be preserved through multiple hops

*

A LO can specify different Rules for different entities

*

An LS can still disobey the Rules, but even then, the
architecture still works in some cases

Glossary
Various security-related terms not defined here are to be understood
in the sense defined in RFC 4949 [26].
$ Access Control Rule
A rule that describe which entities may receive location
information and in what form.
$ civic location
The geographic position of an entity in terms of a postal address
or civic landmark. Examples of such data are room number, street
number, street name, city, ZIP code, county, state and country.
$ Device
The physical device whose location is tracked as a proxy for the
location of a Target.
$ geodetic location
The geographic position of an entity in a particular coordinate
system (for example, a latitude-longitude pair).
$ Local Rule
A Privacy Rules that directs a Location Server about how to treat
a Target’s location information. Local Rules are used internally
by a Location Server to handle requests from Location Recipients.
They are not distributed to Location Recipients.
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$ Location Generator (LG)
Performs the role of initially determining or gathering the
location of a Target. Location Generators may be any sort of
software or hardware used to obtain a Target’s location (examples
include GPS chips and cellular networks).
$ Location Information Server (LIS)
An entity responsible for providing devices within an access
network with information about their own locations. A Location
Information Server uses knowledge of the access network and its
physical topology to generate and distribute location information
to devices.
$ Location Object (LO)
A data unit that conveys location information together with
Privacy Rules within the Geopriv architecture. A Location Object
may convey geodetic location data (latitiude/longitude/altitude),
civic location data (street/city/state/etc.), or both.
$ Location Recipient (LR)
An ultimate end point entity to which a Location Object is
distributed. Location Recipients request location information
about a particular Target from a Location Server. If allowed by
the appropriate Privacy Rules, a Location Recipient will receive
Location Objects describing the Target’s location from the
Location Server.
$ Location Server (LS)
An entity that receives Location Objects from Location Generators,
Privacy Rules from Rule Makers, and location requests from
Location Recipients. A Location Server applies the appropriate
Privacy Rules to a Location Object received from a Location
Generator and may disclose the Location Object, in compliance with
the Rules, to Location Recipients.
Location Servers may not necessarily be "servers" in the
colloquial sense of hosts in remote data centers servicing
requests. Rather, a Location Server can be any software or
hardware component that receives and distributes location
information. Examples include a positioning server (with a
location interface) in an access network, a presence server, or a
Web browser or other software running on a Target’s device.
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$ Privacy Rule
A directive that regulates an entity’s activities with respect to
a Target’s location information, including the collection, use,
disclosure, and retention of the location information. Privacy
Rules describe how location information may be used by an entity,
the level of detail with which location information may be
described to an entity, and the conditions under which location
information may be disclosed to an entity. Privacy Rules are
communicated from Rule Makers to Location Servers and conveyed in
Location Objects throughout the Geopriv architecture.
$ Rule
See Privacy Rule.
$ Rule Maker (RM)
An individual or entity that is authorized to set Privacy Rules
for a Target. In some cases a Rule Maker and a Target will be the
same individual or entity, and in other cases they will be
separate. For example, a parent may serve as the Rule Maker when
the Target is his child. The Rule Maker is also not necessarily
the owner of a Target device. For example, a corporation may own
a device that it provides to an employee but permit the employee
to serve as the Rule Maker and set her own Privacy Rules. Rule
Makers provide the Privacy Rules associated with a Target to
Location Servers.
$ Forwarded Rule
A Privacy Rule that travels inside a Location Object. Forwarded
Rules direct Location Recipients about how to handle the location
information they receive. Because the Forwarded Rules themselves
may reveal potentially sensitive information about a Target, only
the minimal subset of Forwarded Rules necessary for a Location
Recipient to handle a Location Object is distributed to the
Location Recipient.
$ Target
An individual or other entity whose location is sought in the
Geopriv architecture. In many cases the Target will be the human
user of a Device, or it may be an object such as a vehicle or
shipping container to which a Device is attached. In some
instances the Target will be the Device itself. The Target is the
entity whose privacy Geopriv seeks to protect.
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$ Usage Rule
A rule that describe what uses of location information are
authorized.
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Introduction
This document creates a Dynamic Host Configuration Protocol (DHCP)
Option for transmitting a client’s geolocation Uniform Resource
Identifier (URI) [RFC3986]. In this scenario, the DHCP client is a
Geopriv Target (i.e., the entity whose geolocation is associated
with the location URI). The DHCP implementation of the client can
then make this location information available to other applications
for their usage. This location URI points to a Location Server
[RFC5808] which has the geolocation of the client (e.g., previously
uploaded into a wiremap database then the client attaches to a known
wall-jack, or by means of 802.11 geolocation mechanisms).
Applications within the Target can then choose to dereference this
location URI and/or transmit the URI to another entity as a means of
conveying where the Target is located. Both Conveying and
Dereferencing a location URI is described in [RFC6442]. Session
Initiation Protocol (SIP) [RFC3261] is not the only protocol that
can dereference a location URI; there is also HTTP-Enabled Location
Delivery (HELD) [RFC6753] and HTTP [RFC2616].
A Location Server (LS) stores the Target’s location as a presence
document, called a Presence Information Data Format - Location
Object (PIDF-LO), defined in RFC 4119 [RFC4119]. The Location Server
is the entity contacted during the act of dereferencing a Target’s
location. If the dereferencing entity has permission, defined in
[RFC6772], the location of the target will be received. The LS
will grant permission to location inquiries based on the rules
established by a Rule Holder [RFC3693]. The LS has the ability to
challenge any request for a target’s location, thereby providing
additive security properties before location revelation.
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Possessing a location URI has advantages over having a PIDF-LO,
especially when a target’s location changes. With a location URI,
when a target moves, the location URI does not change (at least
within the same domain). The location URI can still be given out as
the reference to the Target’s current location. The opposite is true
if the location is conveyed by value in a message. Once the Target
moves, the previously given location is no longer valid, and if the
Target wants to inform another entity about its location, it has to
send the PIDF-LO to the location recipient (again).
A problem exists within existing RFCs that provide location to the
UA ([RFC6225] and [RFC4776]). Those DHCP Options for geolocation
values require an update of the entire location information (LI)
every time a client moves. Not all clients will move frequently,
but some will. Refreshing location values every time a client moves
does not scale in certain networks/environments, such as IP-based
cellular networks, enterprise networks or service provider networks
with mobile endpoints. An 802.11 based access network is one
example of this. Constantly updating Location Configuration
Information (LCI) to endpoints might not scale in mobile
(residential or enterprise or municipal) networks in which the
client is moving through more than one network attachment point,
perhaps as a person walks or drives with their client down a
neighborhood street or apartment complex or a shopping center or
through a municipality (that has IP connectivity as a service).
If the client was provided a location URI reference to retain and
hand out when it wants or needs to convey its location (in a
protocol other than DHCP), a location URI that would not change as
the client’s location changes (within a domain). Scaling issues
would be significantly reduced to needing an update of the location
URI only when a client changes administrative domains - which is
much less often. This delivery of an indirect location has the
added benefit of not using up valuable or limited bandwidth to the
client with the constant updates. It also relieves the client from
having to determine when it has moved far enough to consider asking
for a refresh of its location.
In enterprise networks, if a known location is assigned to each
individual Ethernet port in the network, a device that attaches to
the network, such as a wall-jack (directly associated with a
specific Ethernet Switch port) will be associated with a known
location via a unique circuit-ID that’s used by the Relay Agent
Information Option (RAIO) defined in RFC 3046 [RFC3046]. This
assumes wall-jacks have an updated wiremap database. RFC 6225
[RFC6225] and RFC 4776 [RFC4776] would return an LCI value of
location for either IPv4 or IPv6. This document specifies how a
location URI is returned using DHCP. The location URI points to a
PIDF-LO contained on an LS. Performing a dereferencing transaction,
that Target’s PIDF-LO will be returned. If local configuration has
the requirement of only assigning unique location URIs to each
client at the same attachment point to the network (i.e., same RJ-45

Polk

Expires August 25, 2013

[Page 3]

Internet-Draft

Geopriv DHCP Location URI Option

Feb 2013

jack or same 802.11 Access Point - except when triangulation is
used), then unique location URIs will be given out. They will all
have the same location at the record, relieving the backend Sighter
or LS from individually maintaining each location independently.
The location URI Option can be useful in IEEE 802.16e connected
endpoints or IP cellular endpoints. The location URI Option can be
configured on a router, such as a residential home gateway, such
that the router receives this Location URI Option as a client with
the ability to communicate to downstream endpoints as a server.
How an LS responds to a dereference request can vary, and a policy
established by a Ruleholder [RFC3693] for a Location Target as to
what type of challenge(s) is to be used, how strong a challenge is
used or how precise the location information is given to a
Location Recipient (LR). This document does not provide mechanisms
for the LS to tell the client about policies or for the client to
specify a policy for the LS. While an LS should apply an appropriate
access-control policy, clients must assume that the LS will provide
location in response to any request (following the possession model
[RFC5808]). For further discussion of privacy, see the Security
Considerations.
This document IANA-registers the new IPv4 and IPv6 DHCP Options for
a location URI and Valid-For.
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

2.

Format of the DHCP LocationURI Option

2.1 Overall Format of LocationURI Option in IPv4
The LocationURI Option format for IPv4 is as follows:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Code XXX
|
Length=XX
|
Valid-For
.....
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.....
Valid-For (Cont’d)
|
LocationURI...
.....
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.....
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Figure 1. IPv4 Fields for this LocationURI Option
Code XXX:
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Length=XX:

The length of this option, counted in bytes - not
counting the Code and Length bytes. This is a variable
length Option, therefore the length value will change
based on the length of the URI within the Option.

Valid-For:

The time, in seconds, the LocationURI is to be
considered valid for dereferencing. The Valid-For is
always represented as a four-byte unsigned integer.

LocationURI:

Location URI - This field, in bytes, is the URI
pointing at the location record where the PIDF-LO for
the Location Target resides. The LocationURI is always
represented in ASCII.

2.2 Overall Format of LocationURI Option in IPv6
The LocationURI Option format for IPv6 is as follows:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
option-code
|
option-len
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Valid-For
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
LocationURI...
.....
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.....
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Figure 2. IPv6 fields of this LocationURI Option
option-code: The code for this DHCPv6 option (IANA assigned).
option-len:

The length of this option, counted in bytes - not
counting the option-code and option-len bytes. This is
a variable length Option, therefore the length value
will change based on the length of the URI within the
Option.

Valid-For:

see Section 2.1

LocationURI: see Section 2.1

2.3 Rules for the LocationURI Option
The LocationURI Option has the following rules:
o Implementation of the Location URI Option is REQUIRED on the DHCP
server and client.
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o Clients SHOULD be expected to have to request the Location URI
Option from servers. Although local policy can have servers
perform an unsolicited push of a Location URI Option to a client.
Applications on a client can use the Location URI (value) until the
Valid-For value reaches zero. If there is no Valid-For Option value,
then the counter did not ever start (a null value), and applications
on a client continue to use the Location URI value until given a new
Location URI Option (with or without a Valid-For value) which
overwrites any previous Location URI and Valid-For Option values.
o A Location URI Option with a non-zero Valid-For field MUST NOT
transmit the Location URI once the Valid-For field counts down to
zero.
o A received Location URI Option containing all zeros in the
Valid-For field means that Location URI has no lifetime, and not
"no lifetime left". All zeros in the Valid-For field equates to a
null value.
o Receipt of the Location URI Option containing all zeros in the
Valid-For field MUST NOT cause any error in handling the Location
URI.
o When the Valid-For timer reaches zero, the client MUST purge any
location URI received via DHCP from its memory.
The choice of the Valid-For value is a policy decision for the
operator of the DHCP server. Like location URIs themselves, it can
be statically configured on the DHCP server or provisioned
dynamically (via an out-of-band exchange with a Location Information
Server) as requests for location URIs are received.
o Clients receiving a Location URI Option start the Valid-For timer
upon receipt of the DHCP message containing the Option.
o Clients MUST NOT trigger an automatic DHCP refresh on expiry of
the Valid-For timer; rather, they MUST follow normal DHCP
mechanics.
If the Valid-For timer is set to expire before the lease refresh,
the client will not have the ability to hand out its location until
the lease refresh, inadvertently allowing a gap of coverage. If the
Valid-For timer is set to expire after the lease refresh, some
wayward application on the client can divulge that location URI
after it is no longer valid, meaning the location could be stale or
just plain wrong.
o Servers SHOULD set the Valid-For timer to that of the lease
refresh, or bad things can happen.
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3. DHCP Option Operation
The [RFC3046] RAIO can be utilized to provide the appropriate
indication to the DHCP Server where this DISCOVER or REQUEST message
came from, in order to supply the correct response.
Caution SHOULD always be used involving the creation of large
Options, meaning that this Option may need to be in its own INFORM,
OPTION or ACK message. DHCP messages are limited in size, and long
URIs will require the use of multiple messages and concatenation
[RFC3396]. It is, therefore, best to limit the total length of a
URI, including any parameters, to 220 bytes.
Location URIs MUST NOT reveal identity information of the user of
the device, since DHCP is a cleartext delivery protocol. For
example, creating a location URI such as
sips:34LKJH534663J54@example.com
is better than a location URI such as
sips:aliceisat123mainstatlantageorgiaus@example.com
The username portion of the first example URI provides no direct
identity information (in which 34LKJH534663J54 is considered to be a
random number in this example).
In the <presence> element of a PIDF-LO document, there is an
’entity’ attribute that identifies what entity *this* presence
document (including the associated location) refers to. It is up to
the PIDF-LO generator, either Location Server or an application in
the endpoint, to insert the identity in the ’entity’ attribute.
This can be seen in [RFC4119]. The considerations for populating
the entity attribute value in a PIDF-LO document are independent
from the considerations for avoiding exposing identification
information in the username part of a location URI.
This Option is used only for communications between a DHCP client
and a DHCP server. It can be solicited (requested) by the client,
or it can be pushed by the server without a request for it. DHCP
Options not understood MUST be ignored [RFC2131]. A DHCP server
supporting this Option might or might not have the location of a
client. If a server does not have a client’s location, but needs to
provide this Location URI Option to a client (for whatever reason),
an LS is contacted. This server-to-LS transaction is not DHCP,
therefore it is out of scope of this document. Note that this
server-to-LS transaction could delay the DHCP messaging to the
client. If the server fails to have location before it transmits its
message to the client, location will not be part of that DHCP
message. Any timers involved here are a matter of local
configuration.

Polk

Expires August 25, 2013

[Page 7]

Internet-Draft

Geopriv DHCP Location URI Option

Feb 2013

The dereference of a target’s location URI would not involve DHCP,
but an application layer protocol, such as SIP or HTTP, therefore
dereferencing is out of scope of this document.
In the case of residential gateways being DHCP servers, they usually
perform as DHCP clients in a hierarchical fashion up into a service
provider’s network DHCP server(s), or learn what information to
provide via DHCP to residential clients through a protocol, such as
PPP. In these cases, the location URI would likely indicate the
residence’s civic address to all wired or wireless clients within
that residence.

4.

Architectural Assumptions
The following assumptions are made once the client has obtained a
location URI, and not about DHCP operation specifics (in no
particular order):
o

Any user control (what [RFC3693] calls a ’Ruleholder’) for access
to the dereferencing step is assumed to be out of scope of this
document. An example authorization policy is in [RFC6772].

o

The authorization security model vs. possession security model
discussion can be found in [RFC5606], describing what is expected
in each model of operation. It should be assumed that a location
URI attained using DHCP will operate under a possession model by
default. An authorization model can be instituted as a matter of
local policy. An authorization model means possessing the
location URI does not give that entity the right to view the
PIDF-LO of the target whose location is indicated in a presence
document. The dereference transaction will be challenged by the
Location Server only in an authorization model. The nature of
this challenge is out of scope of this document.

o

This document does not prevent some environments from operating
in an authorization model, for example - in less tightly
controlled networks. The costs associated with authorization vs.
possession models are discussed in Section 3.3.2 of [RFC5606].

4.1 Harmful URIs and URLs
There are, in fact, some types of URIs that are not good to receive,
due to security concerns. For example, any URLs that can have
scripts, such as "data:" URLs, and some "HTTP:" URLs that go to web
pages that have scripts. Therefore,
o URIs received via this Option SHOULD NOT be automatically sent to
a general-browser to connect to a web page, because they could
have harmful scripts, unless
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o the browser has been set up to defend against harmful scripts,
or
o the browser does not run scripts automatically.
o This Option MUST NOT contain "data:" URLs [RFC2397], because they
could contain harmful scripts.

4.2

Valid Location URI Schemes or Types
URIs carried by this DHCP Option MUST have one of the following URI
schemes:
1.
2.
3.
4.
5.

sip:
sips:
pres:
http:
https:

URIs using the "pres" scheme are dereferenced using the presence
event package for SIP [RFC3856], so they will reference a PIDF-LO
document when location is available. Responses to requests for URIs
with other schemes ("sip", "sips", "http", and "https") MUST have
media type ’application/pidf+xml’[RFC4119]. Alternatively, HTTP and
HTTPS URIs MAY refer to information with media type
’application/held+xml’, in order to support HELD dereferencing
[RFC6753]. Clients can indicate which media types they support
using the "Accept" header field in SIP [RFC3261] or HTTP [RFC2616].
See RFC 3922 [RFC3922] for using the "pres:" URI with XMPP.
It is RECOMMENDED that implementers follow Section 4.6 of RFC 6442
[RFC6442] as guidance regarding which Location URI schemes to
provide in DHCP. That document discusses what a receiving entity
does when receiving a URI scheme that is not understood. Awareness
to the two URI types there is important for conveying location, if
SIP is used to convey a Location URI provided by DHCP.

5.

IANA Considerations

5.1 The IPv4 Option number for the Location URI Option
This document IANA registers the DHCP Location URI Option Number in
the BOOTP Vendor Extensions and DHCP Options subregistry of the
Dynamic Host Configuration Protocol (DHCP) and Bootstrap Protocol
(BOOTP) Parameters registry located.
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Reference
--------[this document]

The authors have no preference at this time on what number IANA
chooses.

5.2 The IPv6 Option-Code for the Location URI Option
This document IANA registers the DHCPv6 Option Code in the DHCP
Option Codes subregistry of the Dynamic Host Configuration Protocol
for IPv6 (DHCPv6) registry.
Value
---XX

Description
-----------------OPTION_GEOLOCATION_URI

Reference
---------[this document]

The authors have no preference at this time on what number IANA
chooses.

5.3 Valid Location URI Schemes
This document creates a new IANA registry (Valid Location URI
Schemes) of acceptable location URI schemes (or types) for this DHCP
Location URI Option of the Dynamic Host Configuration Protocol
(DHCP) and Bootstrap Protocol (BOOTP) Parameters registry.
Initial values are given below; new assignments are to be made
following the "IETF Review" policies [RFC5226].
"Valid Location URI Schemes"
Location
URI Scheme
---------sip:
sips:
pres:
http:
https:

6.

Reference
--------[this document]
[this document]
[this document]
[this document]
[this document]

Security Considerations
Where critical decisions might be based on the value of this
location URI option, DHCP authentication as defined in
"Authentication for DHCP Messages" [RFC3118] and "Dynamic Host
Configuration Protocol for IPv6 (DHCPv6)" [RFC3315] SHOULD be used
to protect the integrity of the DHCP options.
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A real concern with RFC 3118 or RFC 3315 is that neither is widely
deployed because each requires pre-shared keys to successfully work
(i.e., in the client and in the server). Most implementations do
not accommodate this.
DHCP, initially, is a broadcast request (a client looking for a
server), and a unicast response (answer from a server) type of
protocol. There is no privacy protection for DHCP messages, an
eavesdropper who can monitor the link between the DHCP server and
requesting client can discover the Location URI.
Once a client has a Location URI, it needs information on how the
location server will control access to dereference requests. A
client might treat a tightly access-controlled URI differently from
one that can be dereferenced by anyone on the Internet (i.e., one
following the "possession model"). Since the client does not know
what policy will be applied during this validity interval, clients
MUST handle location URIs as if they could be dereferenced by
anybody until they expire. For example, such open location URIs
should only be transmitted in encrypted channels. Nonetheless,
location servers SHOULD apply appropriate access control policies,
for example by limiting the number of queries that any given client
can make, or limiting access to users within an enterprise.
Extensions to this option, such as [ID-POLICY-URI] can provide
mechanisms for accessing and provisioning policy. Giving users
access to policy information will allow them to make more informed
decisions about how to use their location URIs. Allowing users to
provide policy information to the LS will enable them to tailor
access control policies to their needs (within the bounds of policy
that the LS will accept).
As to the concerns about the location URI itself, as stated in the
document (see Section 3), it MUST NOT have any user identifying
information in the URI user-part/string itself. The location URI
also needs to be hard to guess that it belongs to a specific user.
In some cases a DHCP server may be implemented across an
uncontrolled network. In those cases, it would be appropriate for a
network administrator to perform a threat analysis (see RFC 3552)
and take precautions as needed.
Link-layer confidentiality and integrity protection may also be
employed to reduce the risk of location disclosure and tampering.
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Introduction
Conveying location information encapsulated with a Presence
Information Data Format Location Object (PIDF-LO) [RFC4119] document
within SIP is described in [I-D.ietf-sipcore-location-conveyance].
An alternative signaling approach to location conveyance, which uses
asynchronous communication, is available with the SIP event
notification mechanisms (see RFC 3265 [RFC3265]). This document
focuses on the event notification paradigm. Event notifications are
technically more complex since location may be measured as a
continuous gradient and unlike notifications using discrete-valued
quantities, it is difficult to know when a change in location is
large enough to warrant a notification. Event notifications
[RFC3265] can be used with filters (see RFC 4661 [RFC4661]) that
allow the number of notifications to be reduced. The mechanism
described in this document defines an extension to RFC 4661
[RFC4661], which limits location notification to events that are of
relevance to the subscriber. These filters persist until they are
changed with a replacement filter or when the subscription itself is
terminated.
The frequency of notifications necessary for various geographic
location applications varies dramatically. The subscriber should be
able to get asynchronous notifications with appropriate frequency and
granularity, without being flooded with a large number of
notifications that are not important to the application.
This document defines a new event filters and describes others using
existing mechanisms that may be relevant to a subscriber in the
context of location filtering. Based on the functionality defined in
this document notifications can be provided in the following cases:
1.

the Device moves more than a specified distance since the last
notification (see Section 3.1).

2.

the Device exceeds a specified speed (see Section 3.2).

3.

the Device enters or exits a region, described by a circle or a
polygon (see Section 3.4).

4.

one or more of the values of the specified address labels have
changed for the location of the Device (see Section 3.3). For
example, the value of the <A1> civic address element has changed
from ’California’ to ’Nevada’.

5.

the type of location information being requested (see
Section 3.5).
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a certain amount of time passes (see Section 3.6).

This document builds on the presence event package [RFC3856], i. e.
an existing event package for communicating location information
inside the PIDF-LO.
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Terminology
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [RFC2119].
This document reuses terminology from [I-D.ietf-geopriv-arch].
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Filter Definitions
This specification builds on top of a number of other specifications,
as noted in Section 1. In order to reduce the number of options (and
thereby decrease the chance of interoperability problems), the
functionality of [RFC4661] listed in the sub-sections below MUST be
implemented, namely the <ns-bindings> (see Section 3.3 of [RFC4661]),
the <filter> (Section 3.4 of [RFC4661]), and the <trigger> (Section
3.6 of [RFC4661] excluding the functionality of the <added> and
<removed> element).

3.1.

Movement

The <moved> element MUST contain a value in meters indicates the
minimum distance that the resource must have moved from the location
of the resource since the last notification was sent in order to
trigger this event. The distance MUST be measured in meters
absolutely from the point of last notification, and must include
vertical movement. The <moved> element MUST NOT appear more than
once as a child element of the <filter> element.

<?xml version="1.0" encoding="UTF-8"?>
<filter-set
xmlns="urn:ietf:params:xml:ns:simple-filter"
xmlns:lf="urn:ietf:params:xml:ns:location-filter">
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<lf:moved>300</lf:moved>
</trigger>
</filter>
</filter-set>
Figure 1: Movement Filter Example
3.2.

Speed Changes

Speed changes can be filtered by combining functionality from RFC
4661 with the PIDF-LO extensions for spatial orientation, speed,
heading, and acceleration defined in
[I-D.singh-geopriv-pidf-lo-dynamic]. The value of the <speed>
element from [I-D.singh-geopriv-pidf-lo-dynamic] MUST be defined in
meters per second. Note that the condition could be met by a change
in any axis including altitude.
Figure 2 shows an example for a trigger that fires when the speed of
the Target changes by 3 meters per second.
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<?xml version="1.0" encoding="UTF-8"?>
<filter-set xmlns="urn:ietf:params:xml:ns:simple-filter">
<ns-bindings>
<ns-binding prefix="dyn"
urn="urn:ietf:params:xml:schema:pidf:dynamic"/>
</ns-bindings>
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<changed by="3">
//dyn:speed
</changed>
</trigger>
</filter>
</filter-set>
Figure 2: Speed Change Example
An implementation MUST support <ns-bindings> to replace the namespace
prefix. The XPath expression MUST start with a ’//’ followed by a
single element. No other form of XPath expression is supported. The
<changed> element comes with a few attributes but only the ’by’
attribute MUST be implemented by this specification.
3.3.

Element Value Changes

Changes in values, for example related to civic location information,
is provided by the base functionality offered with RFC 4661 utilizing
the <changed> element.
Figure 3 shows an example where a notification is sent when the civic
address tokens A1, A2, A3, and PC change (all four must change in
order to let the <trigger> element evaluate to TRUE).
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(A change in ALL four tokens triggers an event.)
<?xml version="1.0" encoding="UTF-8"?>
<filter-set xmlns="urn:ietf:params:xml:ns:simple-filter">
<ns-bindings>
<ns-binding prefix="ca"
urn="urn:ietf:params:xml:ns:pidf:geopriv10:civicAddr"/>
</ns-bindings>
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<changed>//ca:country</changed>
<changed>//ca:A1</changed>
<changed>//ca:A2</changed>
<changed>//ca:A3</changed>
<changed>//ca:PC</changed>
</trigger>
</filter>
</filter-set>
Figure 3: Element Value Change Example
Note: The civic address tokens country, A1, A2, ..., A6 are
hierachical. It is likely that a change in one civic address token
therefore leads to changes of tokens lower in the hiearchy, e.g., a
change in A3 (’city or town’) may cause a change in A4, A5, and A6.
In times where it is desirable to know if any one element of a list
of CAtypes changes, then they have to be put into separate <changes>
filters to ensure you are notified when any of the element values
change. Figure 4 shows such an example that illustrates the
difference.
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(A change in value of ANY of the four tokens triggers an event.)
<?xml version="1.0" encoding="UTF-8"?>
<filter-set xmlns="urn:ietf:params:xml:ns:simple-filter">
<ns-bindings>
<ns-binding prefix="ca"
urn="urn:ietf:params:xml:ns:pidf:geopriv10:civicAddr"/>
</ns-bindings>
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<changed>//ca:country</changed>
</trigger>
<trigger>
<changed>//ca:A1</changed>
</trigger>
<trigger>
<changed>//ca:A2</changed>
</trigger>
<trigger>
<changed>//ca:A3</changed>
</trigger>
<trigger>
<changed>//ca:PC</changed>
</trigger>
</filter>
</filter-set>
Figure 4: Element Value Change Example
The following example illustrates a filter that triggers when the
Target’s location changes from ’FR’ (France) to some other country.

<?xml version="1.0" encoding="UTF-8"?>
<filter-set xmlns="urn:ietf:params:xml:ns:simple-filter">
<ns-bindings>
<ns-binding prefix="ca"
urn="urn:ietf:params:xml:ns:pidf:geopriv10:civicAddr"/>
</ns-bindings>
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<changed from="FR">//ca:country</changed>
</trigger>
</filter>
</filter-set>
Figure 5: Element Value Change Example (Country Change)
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An implementation MUST support <ns-bindings> to replace the namespace
prefix. The XPath expression MUST start with a ’//’ followed by a
single element. No other form of XPath expression is supported. No
other variant is supported. The <changed> element comes with a few
attributes and the ’by’, ’to’ and ’from’ attribute MUST be
implemented to support this specification.
3.4.

Entering or Exiting a Region

The <enterOrExit> condition is satisfied when the Target enters or
exits a named 2-dimensional region described by a polygon (as defined
in Section 5.2.2 of [RFC5491]), or a circle (as defined in Section
5.2.3 of [RFC5491]). The <enterOrExit> element MUST contain either a
polygon or a circle as a child element. The <enterOrExit> element
MUST NOT have more than one polygon and/or circle.
If the Target was previously outside the region, the notifier sends a
notification when the Target’s location is within the region with at
least 50% confidence. Similarly, when a Target starts within the
region, a notification is sent when the Target’s location moves
outside the region with at least 50% confidence.
Note that having 50% confidence that the Target is inside the area
does not correspond to 50% outside. The confidence that the location
is within the region, plus the confidence that the location is
outside the region is limited to the confidence of the location. The
total confidence depends on the confidence in the location, which is
always less than 100% (95% is recommended in [RFC5491]). The benefit
of this is that notifications are naturally limited: small movements
(relative to the uncertainty of the location) at the borders of the
region do not trigger notifications.
Figure 6 shows filter examples whereby a notification is sent when
the Target enters or exits an area described by a circle and Figure 7
describes an area using a polygon.
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<?xml version="1.0" encoding="UTF-8"?>
<filter-set
xmlns="urn:ietf:params:xml:ns:simple-filter"
xmlns:lf="urn:ietf:params:xml:ns:location-filter"
xmlns:gml="http://www.opengis.net/gml"
xmlns:gs="http://www.opengis.net/pidflo/1.0">
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<lf:enterOrExit>
<gs:Circle
srsName="urn:ogc:def:crs:EPSG::4326">
<gml:pos>42.5463 -73.2512</gml:pos>
<gs:radius
uom="urn:ogc:def:uom:EPSG::9001">
850.24
</gs:radius>
</gs:Circle>
</lf:enterOrExit>
</trigger>
</filter>
</filter-set>

Figure 6: <enterOrExit> Circle Filter Example
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<?xml version="1.0" encoding="UTF-8"?>
<filter-set
xmlns="urn:ietf:params:xml:ns:simple-filter"
xmlns:lf="urn:ietf:params:xml:ns:location-filter"
xmlns:gml="http://www.opengis.net/gml">
<filter id="123" uri="sip:presentity@example.com">
<trigger>
<lf:enterOrExit>
<gml:Polygon srsName="urn:ogc:def:crs:EPSG::4326">
<gml:exterior>
<gml:LinearRing>
<gml:pos>43.311 -73.422</gml:pos>
<!--A-->
<gml:pos>43.111 -73.322</gml:pos>
<!--F-->
<gml:pos>43.111 -73.222</gml:pos>
<!--E-->
<gml:pos>43.311 -73.122</gml:pos>
<!--D-->
<gml:pos>43.411 -73.222</gml:pos>
<!--C-->
<gml:pos>43.411 -73.322</gml:pos>
<!--B-->
<gml:pos>43.311 -73.422</gml:pos>
<!--A-->
</gml:LinearRing>
</gml:exterior>
</gml:Polygon>
</lf:enterOrExit>
</trigger>
</filter>
</filter-set>
Figure 7: <enterOrExit> Polygon Filter Example
3.5.

Location Type

The <locationType> element MAY be included as a child element of the
<what> element and it contains a list of location information types
that are requested by the subscriber. The following list describes
the possible values:
any: The Notifier SHOULD attempt to provide LI in all forms
available to it.
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geodetic: The Notifier SHOULD return a location by value in the form
of a geodetic location.
civic: The Notifier SHOULD return a location by value in the form of
a civic address.
The Notifier SHOULD return the requested location type or types. The
location types the Notifier returns also depends on the setting of
the optional ’exact’ attribute. If the ’exact’ attribute is set to
"true" then the Notifier MUST return either the requested location
type or no location information. The ’exact’ attribute does not
apply (is ignored) for a request for a location type of "any".
In the case of a request for specific locationType(s) and the ’exact’
attribute is "false", the Notifier MAY provide additional location
types, or it MAY provide alternative types if the request cannot be
satisfied for a requested location type.
If the <locationType> element is absent, a value of "any" MUST be
assumed as the default.
The Notifier SHOULD provide location in the response in the same
order in which they were included in the "locationType" element in
the request. Indeed, the primary advantage of including specific
location types in a request when the ’exact’ attribute is set to
"false" is to ensure that one receives the available locations in a
specific order. For example, a subscription for "civic" (with the
’exact’ attribute set to "false") could yield any of the following
location types in the response:
o

civic

o

civic, geodetic

o

geodetic (only if civic is not available)

The default value of "false" for the ’exact’ attribute allows the
Notifier the option of returning something beyond what is specified,
such as a set of location URIs when only a civic location was
requested.
An example is shown in Figure 8 that utilizes the <locationType>
element with the ’exact’ and the ’responseTime’ attribute.

Mahy, et al.

Expires September 28, 2010

[Page 13]

Internet-Draft

Location Filters

March 2010

<?xml version="1.0" encoding="UTF-8"?>
<filter-set
xmlns="urn:ietf:params:xml:ns:simple-filter"
xmlns:lf="urn:ietf:params:xml:ns:location-filter">
<filter id="123" uri="sip:presentity@example.com">
<what>
<lf:locationType exact="true">
geodetic
</lf:locationType>
</what>
</filter>
</filter-set>
Figure 8: <locationType> Filter Example
3.6.

Rate Control

[I-D.ietf-sipcore-event-rate-control] extends the SIP events
framework by defining the following three "Event" header field
parameters that allow a subscriber to set a minimum, a maximum and an
average rate of event notifications generated by the notifier. This
allows a subscriber to have overall control over the stream of
notifications, for example to avoid being flooded. Two of the
parameters, namely "min-interval" (which specifies a minimum
notification time period between two notifications, in seconds) and
"max-interval" (which specifies a maximum notification time period
between two notifications, in seconds.) are used by this document.
Only the implementation of these two attributes is required from the
attributes defined in [I-D.ietf-sipcore-event-rate-control].
Whenever the time since the most recent notification exceeds the
value in the "max-interval" parameter, the current state would be
sent in its entirety, just like after a subscription refresh.
A notifier is required to send a NOTIFY request immediately after
creation of a subscription. If state is not available at that time,
then the NOTIFY request may be sent with no content. A separate
NOTIFY containing location is subsequently generated some time
between the time included in ’min-interval’ and the time in ’maxinterval’. An important use case for location based applications
focuses on the behavior of the initial NOTIFY message(s) and the
information it returns, for example in case of emergency call
routing. When an initial NOTIFY is transmitted it might not include
complete state.
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|---SUBSCRIBE(4)--->|
|<-------200--------|
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Create subscription (w/small value
for min-interval and max-interval)
Return initial notify with no state
Return full state (between min-interval
and max-interval)
Update subscription (to update
min-interval and max-interval)

Figure 9: SUBSCRIBE/NOTIFY with Rate Control
Figure 9 shows a SUBSCRIBE/NOTIFY exchange. The initial SUBSCRIBE
message (1) has filters attached and contains a ’max-interval’ rate
control parameter. In certain situations it is important to obtain
some amount of location information within a relatively short and
pre-defined period of time even if the obtained location information
contains a high amount of uncertainty and location information with
less uncertainty at a later point in time. An example is emergency
call routing where a emergency services routing proxy may need to
obtain location information suitable for routing rather quickly and
subsequently a Public Safety Answering Point requests location
information for dispatch.
To obtain location information in a timely fashion using the
SUBSCRIBE/NOTIFY mechanism, it is RECOMMENDED that the initial
SUBSCRIBE contains a ’max-interval’ rate control parameter (with a
small value) that is in a later message updated to a more sensible
value. This provides equivalent functionality to the ’responseTime’
attribute in Section 6.1 of
[I-D.ietf-geopriv-http-location-delivery]. The ’max-interval’ for
this first request is therefore much lower than thereafter. Updating
the ’max-interval’ for the subscription can be performed in the 200
response (see message 3) to the NOTIFY that contains state.
Depending on the value in the ’max-interval’ parameter the Notifier
may create a NOTIFY message (see message 2) immediately in response
to the SUBSCRIBE that might be empty in case no location information
is available at this point in time. The desired location information
may then arrive in the subsequent NOTIFY message (see message 4).
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XML Schema

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
targetNamespace="urn:ietf:params:xml:ns:location-filter"
xmlns:filter="urn:ietf:params:xml:ns:location-filter"
xmlns:xs="http://www.w3.org/2001/XMLSchema"
xmlns:gml="http://www.opengis.net/gml">
<xs:element name="enterOrExit" type="gml:GeometryPropertyType"/>
<xs:element name="moved" type="filter:movedType"/>
<xs:complexType name="movedType">
<xs:simpleContent>
<xs:extension base="xs:double">
<xs:anyAttribute namespace="##any" processContents="lax"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:element name="locationType" type="filter:locationTypeType"/>
<xs:simpleType name="locationTypeBase">
<xs:union>
<xs:simpleType>
<xs:restriction base="xs:token">
<xs:enumeration value="any"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType>
<xs:restriction base="filter:locationTypeList">
<xs:minLength value="1"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
<xs:simpleType name="locationTypeList">
<xs:list>
<xs:simpleType>
<xs:restriction base="xs:token">
<xs:enumeration value="civic"/>
<xs:enumeration value="geodetic"/>
</xs:restriction>
</xs:simpleType>
</xs:list>
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</xs:simpleType>
<xs:complexType name="locationTypeType">
<xs:simpleContent>
<xs:extension base="filter:locationTypeBase">
<xs:attribute name="exact" type="xs:boolean"
use="optional" default="false"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:schema>
Figure 10: XML Schema
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Security Considerations
This document specifies one piece, namely filters, utilized in larger
system. As such, this document builds on a number of specifications
for the security of the complete solution, namely
o

the SIP event notification mechanism, described in RFC 3265
[RFC3265], defining the SUBSCRIBE/NOTIFY messages.

o

the presence event package, described in RFC 3856 [RFC3856], which
is a concrete instantiation of the general event notification
framework.

o

the filter framework, described in RFC 4661 [RFC4661], to offer
the ability to reduce the amount of notifications being sent.

Finally, this document indirectly (via the SIP presence event
package) relies on PIDF-LO, described in RFC 4119 [RFC4119], as the
XML container that carries location information.
Each of these documents listed above comes with a security
consideration section but the security and privacy aspects are best
covered by the SIP presence event package, see Section 9 of
[RFC3856], and with the GEOPRIV architectural description found in
[I-D.ietf-geopriv-arch].
The functionality offered by authorization policies to limit access
to location information are provided by other protocols, such Common
Policy [RFC4745], Geolocation Policy [I-D.ietf-geopriv-policy] or
more recent work around HELD context
[I-D.winterbottom-geopriv-held-context]. Although
[I-D.ietf-geopriv-policy] defines a standardized format for
geolocation authorization policies it does not define specific
policies for controlling filters.
The functionality described in this document extends the filter
framework with location specific filters. Local policies might be
associated with the usage of certain filter constructs and with the
amount of notifications specific filter settings might cause.
Uploading filters have a significant effect on the ways in which the
request is handled at a server. As a result, it is especially
important that messages containing this extension be authenticated
and authorised. RFC 4661 [RFC4661] discusses this security threat
and proposed authentication and authorization solutions applicable by
this specification.

Mahy, et al.

Expires September 28, 2010

[Page 18]

Internet-Draft

6.

Location Filters

March 2010

IANA Considerations

6.1.

URN Sub-Namespace Registration for
urn:ietf:params:xml:ns:location-filter

This section registers a new XML namespace, as per the guidelines in
[RFC3688].
URI:

urn:ietf:params:xml:ns:location-filter

Registrant Contact: IETF, GEOPRIV working group, <geopriv@ietf.org>,
as delegated by the IESG <iesg@ietf.org>.
XML:

BEGIN
<?xml version="1.0"?>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML Basic 1.0//EN"
"http://www.w3.org/TR/xhtml-basic/xhtml-basic10.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="content-type"
content="text/html;charset=iso-8859-1"/>
<title>Location Filter Namespace</title>
</head>
<body>
<h1>Namespace for PIDF-LO Location Filters</h1>
<h2>urn:ietf:params:xml:ns:location-filter</h2>
<p>See <a href="[[[URL of published RFC]]]">RFCXXXX</a>.</p>
</body>
</html>
END

6.2.

Schema Registration For location-filter

This specification registers a schema, as per the guidelines in
[RFC3688].
URI: urn:ietf:params:xml:schema:location-filter
Registrant Contact: IETF, GEOPRIV Working Group
(geopriv@ietf.org), as delegated by the IESG (iesg@ietf.org).
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XML: The XML can be found as the sole content of Section 4.
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Introduction
The physical location of a network device has a range of
applications. In particular, emergency telephony applications rely
on knowing the location of a caller in order to determine the correct
emergency center.
The location of a device can be represented either in terms of
geospatial (or geodetic) coordinates, or as a civic address.
Different applications may be more suited to one form of location
information; therefore, both the geodetic and civic forms may be used
simultaneously.
This document specifies Dynamic Host Configuration Protocol v4
(DHCPv4) [RFC2131] and DHCPv6 [RFC3315] options for the coordinatebased geographic location of the client, to be provided by the
server. "Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6)
Option for Civic Addresses Configuration Information" [RFC4776]
specifies DHCP options for civic addresses.
The geodetic coordinate options defined in this document and the
civic address options defined in RFC 4776 [RFC4776] enable a DHCP
client to obtain its location. For example, a wired Ethernet host
might use these options for location determination. In this case,
the location information could be derived from a wiremap by the DHCP
server, using the Circuit-ID Relay Agent Information Option (RAIO)
defined (as Sub-Option 1) in RFC 3046 [RFC3046]. The DHCP server
could correlate the Circuit-ID with the geographic location where the
identified circuit terminates (such as the location of the wall
jack).
The mechanism defined here may also be utilized to provide location
to wireless hosts. DHCP relay agent sub-options (RAIO) [RFC3046] is
one method a DHCP server might use to perform host location
determination. Currently, the relay agent sub-options do not include
data sets required for device level location determination of
wireless hosts. In cases where the DHC server uses RAIO for location
determination, a wireless host can use this mechanism to discover
location of the radio access point, or the area of coverage for the
radio access point.
An important feature of this specification is that after the relevant
DHCP exchanges have taken place, the location information is stored
on the end device rather than somewhere else, where retrieving it
might be difficult in practice.
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Conventions used in this document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].
1.2.

Resolution and Uncertainty

The DHCP options defined in this document include fields quantifying
the resolution or uncertainty associated with a target location. No
inferences relating to privacy policies can be drawn from either
uncertainty or resolution values.
As utilized in this document, resolution refers to the accuracy of a
reported location, as expressed by the number of valid bits in each
of the Latitude, Longitude and Altitude fields.
In the context of location technology, uncertainty is a
quantification of errors. Any method for determining location is
subject to some sources of error; uncertainty describes the amount of
error that is present. Uncertainty might be the coverage area of a
wireless transmitter, the extent of a building or a single room.
Uncertainty is usually represented as an area within which the target
is located. In this document, each of the three axes can be assigned
an uncertainty value. In effect, this describes a rectangular prism,
which may be used as a coarse representation of a more complex shape
that fits within it. See Section 2.3.2 for more detail on the
correspondence between shapes and uncertainty.
When representing locations from sources that can quantify
uncertainty, the goal is to find the smallest possible rectangular
prism that this format can describe. This is achieved by taking the
minimum and maximum values on each axis and ensuring that the final
encoding covers these points. This increases the region of
uncertainty, but ensures that the region that is described
encompasses the target location.
The DHCPv4 option formats defined in this document support resolution
and uncertainty parameters. The DHCPv4 GeoConf Option 123 includes a
resolution parameter for each of the dimensions of location. Since
this resolution parameter need not apply to all dimensions equally, a
resolution value is included for each of the three location elements.
The DHCPv4 GeoLoc Option TBD1 as well as the DHCPv6 GeoLoc Option
TBD2 format utilize an uncertainty parameter.
Appendix A describes the mapping of DHCP option values to the
Geography Markup Language (GML). Appendix B of this document
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provides examples showing the calculation of resolution values.
Appendix C provides an example demonstrating calculation of
uncertainty values.
Since the Presence Information Data Format Location Object (PIDF-LO)
[RFC4119][RFC5491] is used to conveying location and the associated
uncertainty within an emergency call [Convey], a mechanism is needed
to convert the information contained within the DHCPv4 and DHCPv6
options to PIDF-LO. This document describes the following
conversions:
DHCPv4 GeoConf Option 123 to PIDF-LO
DHCPv4 GeoLoc Option TBD1 and DHCPv6 GeoLoc Option TBD2 to PIDF-LO
PIDF-LO to DHCP GeoLoc Option TBD1 and DHCPv6 GeoLoc Option TBD2
Conversion to PIDF-LO does not increase uncertainty; conversion from
PIDF-LO to the DHCPv4 GeoLoc Option TBD1 and the DHCPv6 GeoLoc Option
TBD2 increases uncertainty by less than a factor of 2 in each
dimension. Since it is not possible to translate an arbitrary PIDFLO to the DHCP GeoConf Option 123 with a bounded increase in
uncertainty, the conversion is not specified.
2.

DHCP Option Formats
This section defines the format for the DHCPv4 and DHCPv6 options.
These options utilize a similar format, differing primarily in the
option code.

2.1.

DHCPv6 GeoLoc Option

The format of the DHCPv6 [RFC3315] GeoLoc Option is as follows:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Option Code (TBD2)
|
OptLen
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| LatUnc
|
Latitude
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Lat (cont’d) | LongUnc |
Longitude
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Longitude (cont’d)
| AType |
AltUnc | Altitude +
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Altitude (cont’d)
|Ver| Res |Datum|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Code:
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OptLen:

Option Length.

For version 1, the option length is 16.

LatUnc:

6 bits. When the Ver field = 1, this field represents
latitude uncertainty. The contents of this field is
undefined for other values of the Ver field.

Latitude:

a 34 bit fixed point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as
described in Section 2.3.

LongUnc:

6 bits. When the Ver field = 1, this field represents
longitude uncertainty. The contents of this field is
undefined for other values of the Ver field.

Longitude: a 34 bit fixed point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as
described in Section 2.3.
AType:

Altitude Type (4 bits), defined in Section 2.4.

AltUnc:

6 bits. When the Ver field = 1, this field represents
altitude uncertainty. The contents of this field is
undefined for other values of the Ver field.

Altitude:

A 30 bit value defined by the AType field, described in
Section 2.4.

Ver:

The Ver field is two bits, providing for four potential
versions. This specification defines the behavior of
version 1. The Ver field is always located at the same
offset from the beginning of the option, regardless of
the version in use. DHCPv6 clients implementing this
specification MUST support receiving version 1
responses. DHCPv6 servers implementing this
specification MUST send version 1 responses.

Res:

The Res field which is 3 bits, is reserved. These bits
have been used by [IEEE-802.11y], but are not defined
within this specification.

Datum:

3 bits. The Map Datum used for the coordinates given in
this Option.
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DHCPv4 Options

2.2.1.

DHCPv4 GeoConf Option

The format of the DHCPv4 GeoConf Option is as follows:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Code 123
|
Length
|
LaRes
|
Latitude
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Latitude (cont’d)
|
LoRes
|
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Longitude
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| AType |
AltRes |
Altitude
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Alt.(cont’d) |
Res |Datum|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Code:

8 bits.

The code for the DHCPv4 GeoConf Option (123).

Length:

8 bits. The length of the option, in octets.
The option length is 16.

LaRes:

6 bits.

Latitude:

a 34 bit fixed point value consisting of 9 bits of
signed integer and 25 bits of fraction, interpreted
as described in Section 2.3.

LoRes:

6 bits.

This field represents latitude resolution.

This field represents longitude resolution.

Longitude: a 34 bit fixed point value consisting of 9 bits of
signed integer and 25 bits of fraction, interpreted
as described in Section 2.3.
AType:

Altitude Type (4 bits), defined in Section 2.4.

AltRes:

6 bits.

Altitude:

A 30 bit value defined by the AType field, described in
Section 2.4.

Res:

The Res field which is 5 bits, is reserved. These bits
have been used by IEEE 802.11y [IEEE-802.11y], but are
not defined within this specification.

Polk, et al.
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3 bits. The Map Datum used for the coordinates given in
this Option.

DHCPv4 GeoLoc Option

The format of DHCPv4 GeoLoc Option is as follows:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Code TBD1
|
Length
|
LatUnc |
Latitude
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Latitude (cont’d)
| LongUnc |
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Longitude
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| AType |
AltUnc |
Altitude
+
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Alt.(cont’d) |Ver| Res |Datum|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Code:

8 bits.

The code for the DHCPv4 GeoLoc Option (TBD1).

Length:

8 bits. The length of the option, in octets.
For version 1, the option length is 16.

LatUnc:

6 bits. When the Ver field = 1, this field represents
latitude uncertainty. The contents of this field is
undefined for other values of the Ver field.

Latitude:

a 34 bit fixed point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as
described in Section 2.3.

LongUnc:

6 bits. When the Ver field = 1, this field represents
longitude uncertainty. The contents of this field is
undefined for other values of the Ver field.

Longitude: a 34 bit fixed point value consisting of 9 bits of
integer and 25 bits of fraction, interpreted as
described in Section 2.3.
AType:

Altitude Type (4 bits), defined in Section 2.4.

AltUnc:

6 bits. When the Ver field = 1, this field represents
altitude uncertainty. The contents of this field is
undefined for other values of the Ver field.
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Altitude:

A 30 bit value defined by the AType field, described in
Section 2.4.

Ver:

The Ver field is two bits, providing for four potential
versions. This specification defines the behavior of
version 1. The Ver field is always located at the same
offset from the beginning of the option, regardless of
the version in use.

Res:

The Res field which is 3 bits, is reserved. These bits
have been used by [IEEE-802.11y], but are not defined
within this specification.

Datum:

3 bits. The Map Datum used for the coordinates given in
this Option.

2.2.3.

Option Support

2.2.3.1.

Client Support

DHCPv4 clients implementing this specification MUST support receiving
the DHCPv4 GeoLoc Option TBD1 (version 1), and MAY support receiving
the DHCPv4 GeoConf Option 123 (originally defined in RFC 3825
[RFC3825]).
DHCPv4 clients request the DHCPv4 server to send GeoConf Option 123,
GeoLoc Option TBD1 or both via inclusion of the Parameter Request
List option. As noted in Section 9.8 of RFC 2132 [RFC2132]:
This option is used by a DHCP client to request values for
specified configuration parameters. The list of requested
parameters is specified as n octets, where each octet is a valid
DHCP option code as defined in this document.
The client MAY list the options in order of preference. The DHCP
server is not required to return the options in the requested
order, but MUST try to insert the requested options in the order
requested by the client.
When DHCPv4 and DHCPv6 clients implementing this specification do not
understand a datum value, they MUST assume a World Geodesic System
1984 (WGS84) [WGS84] datum (EPSG [EPSG] 4326 or 4979, depending on
whether there is an Altitude value present) and proceed accordingly.
Assuming that a less accurate location value is better than none,
this ensures that some (perhaps less accurate) location is available
to the client.
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Server Option Selection

A DHCPv4 server implementing this specification MUST support sending
GeoLoc Option TBD1 version 1 and SHOULD support sending GeoConf
Option 123 in responses.
A DHCPv4 server that provides location information SHOULD honor the
Parameter Request List included by the DHCPv4 client in order to
decide whether to send GeoConf Option 123, GeoLoc Option TBD1 or both
in the Response.
2.3.

Latitude and Longitude Fields

The Latitude and Longitude values in this specification are encoded
as 34 bit, twos complement, fixed point values with 9 integer bits
and 25 fractional bits. The exact meaning of these values is
determined by the datum; the description in this section applies to
the datums defined in this document. This document uses the same
definition for all datums it specifies.
When encoding,
nearest 34-bit
acceptable for
applied and is

Latitude and Longitude values are rounded to the
binary representation. This imprecision is considered
the purposes to which this form is intended to be
ignored when decoding.

Positive latitudes are north of the equator and negative latitudes
are south of the equator. Positive longitudes are east of the Prime
Meridian (Greenwich) and negative (2s complement) longitudes are west
of the Prime Meridian.
Within the coordinate reference systems defined in this document
(Datum values 1-3), longitude values outside the range of -180 to 180
decimal degrees or latitude values outside the range of -90 to 90
degrees MUST be considered invalid. Server implementations SHOULD
prevent the entry of invalid values within the selected coordinate
reference system. Location consumers MUST ignore invalid location
coordinates and SHOULD log invalid location errors.
2.3.1.

Latitude and Longitude Resolution

The Latitude (LaRes), Longitude (LoRes) and Altitude (AltRes)
Resolution fields are encoded as 6 bit, unsigned integer values. In
the DHCPv4 GeoConf Option 123, the LaRes, LoRes and AltRes fields are
used to encode the number of bits of resolution. The resolution subfields accommodate the desire to easily adjust the precision of a
reported location. Contents beyond the claimed resolution MAY be
randomized to obscure greater precision that might be available.
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In the DHCPv4 GeoConf Option 123, the LaRes value encodes the number
of high-order latitude bits that should be considered valid. Any
bits entered to the right of this limit should not be considered
valid and might be purposely false, or zeroed by the sender. The
examples in Appendix B illustrate that a smaller value in the
resolution field increases the area within which the device is
located. A value of 2 in the LaRes field indicates a precision of no
greater than 1/6th that of the globe (see the first example of
Appendix B). A value of 34 in the LaRes field indicates a precision
of about 3.11 mm in latitude at the equator.
In the DHCPv4 GeoConf Option 123, the LoRes value encodes the number
of high-order longitude bits that should be considered valid. Any
bits entered to the right of this limit should not be considered
valid and might be purposely false, or zeroed by the sender. A value
of 2 in the LoRes field indicates precision of no greater than 1/6th
that of the globe (see the first example of Appendix B). A value of
34 in the LoRes field indicates a precision of about 2.42 mm in
Longitude (at the equator). Because lines of longitude converge at
the poles, the distance is smaller (better precision) for locations
away from the equator.
2.3.2.

Latitude and Longitude Uncertainty

In the DHCPv6 GeoLoc Option TBD2 and the DHCPv4 GeoLoc Option TBD1,
the Latitude and Longitude Uncertainty fields (LatUnc and LongUnc)
quantify the amount of uncertainty in each of the Latitude and
Longitude values respectively. A value of 0 is reserved to indicate
that the uncertainty is unknown; values greater than 34 are reserved.
A point within the region of uncertainty is selected to be the
encoded point; the centroid of the region is often an appropriate
choice. The value for uncertainty is taken as the distance from the
selected point to the furthest extreme of the region of uncertainty
on that axis. This is demonstrated in the figure below, which shows
a two-dimensional polygon that is projected on each axis. In the
figure, "X" marks the point that is selected; the ranges marked with
"U" is the uncertainty.
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Key
--V, ^ = vertical arrows, delimiting the vertical uncertainty range.
<>
= horizontal arrows, delimiting the horizontal uncertainty
range.
Uncertainty applies to each axis independently.
The amount of uncertainty can be determined from the encoding by
taking 2 to the power of 8, less the encoded value. As is shown in
the following formula, where "x" is the encoded integer value:
uncertainty = 2 ^ ( 8 - x )
The result of this formula is expressed in degrees of latitude or
longitude. The uncertainty is added to the base latitude or
longitude value to determine the maximum value in the uncertainty
range; similarly, the uncertainty is subtracted from the base value
to determine the minimum value. Note that because lines of longitude
converge at the poles, the actual distance represented by this
uncertainty changes with the distance from the equator.
If the maximum or minimum latitude values derived from applying
uncertainty are outside the range of -90 to +90, these values are
trimmed to within this range. If the maximum or minimum longitude
values derived from applying uncertainty are outside the range of
-180 to +180, then these values are normalized to this range by
adding or subtracting 360 as necessary.
The encoded value is determined by subtracting the next highest whole
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integer value for the base 2 logarithm of uncertainty from 8. As is
shown by the following formula, where uncertainty is the midpoint of
the known range less the lower bound of that range:
x = 8 - ceil( log2( uncertainty ) )
Note that the result of encoding this value increases the range of
uncertainty to the next available power of two; subsequent repeated
encodings and decodings do not change the value. Only increasing
uncertainty means that the associated confidence does not have to
decrease.
2.4.

Altitude

How the Altitude value is interpreted depends on the Altitude Type
(AType) value and the selected datum. Three Altitude Type values are
defined in this document: unknown (0), meters (1) and floors (2).
2.4.1.

No Known Altitude (AType = 0)

In some cases, the altitude of the location might not be provided.
An Altitude Type value of zero indicates that the altitude is not
given to the client. In this case, the Altitude and Altitude
Uncertainty fields can contain any value and MUST be ignored.
2.4.2.

Altitude in Meters (AType = 1)

If the Altitude Type has a
meters, in relation to the
= 1, the Altitude value is
complement integer with 22
2.4.3.

value of one, Altitude is measured in
zero set by the vertical datum. For AType
expressed as a 30 bit, fixed point, twos
integer bits and 8 fractional bits.

Altitude in Floors (AType = 2)

A value of two for Altitude Type indicates that the Altitude value is
measured in floors. Since altitude in meters may not be known within
a building, a floor indication may be more useful. For AType = 2,
the Altitude value is expressed as a 30 bit, fixed point, twos
complement integer with 22 integer bits and 8 fractional bits.
This value is relevant only in relation to a building; the value is
relative to the ground level of the building. Floors located below
ground level are represented by negative values. In some buildings
it might not be clear which floor is at ground level or an
intermediate floor might be hard to identify as such. Determining
what floor is at ground level and what constitutes a sub-floor as
opposed to an naturally numbered floor is left to local
interpretation.
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Larger values represent floors that are farther away from floor 0
such that:
- if positive, the floor value is farther above the ground floor.
- if negative, the floor value is farther below the ground floor.
Non-integer values can be used to represent intermediate or subfloors, such as mezzanine levels. Example: a mezzanine between floor
1 and floor 2 could be represented as a value of 1.25. Example:
mezzanines between floor 4 and floor 5 could be represented as values
of 4.5 and 4.75.
2.4.4.

Altitude Resolution

In the DHCPv4 GeoConf Option 123, the Altitude Resolution (AltRes)
value encodes the number of high-order altitude bits that should be
considered valid. Values above 30 (decimal) are undefined and
reserved.
If the Altitude Type value is one (AType = 1), an AltRes value 0.0
would indicate unknown Altitude. The most precise altitude would
have an AltRes value of 30. Many values of AltRes would obscure any
variation due to vertical datum differences.
The AltRes field SHOULD be set to maximum precision when AType = 2
(floors) when a floor value is included in the DHCP Reply, or when
AType = 0, to denote that the floor isn’t known. An altitude coded
as AType = 2, AltRes = 30, and Altitude = 0.0 is meaningful even
outside a building, and represents ground level at the given latitude
and longitude.
2.4.5.

Altitude Uncertainty

In the DHCPv6 GeoLoc Option TBD2 or the DHCPv4 GeoLoc Option TBD1,
the AltUnc value quantifies the amount of uncertainty in the Altitude
value. As with LatUnc and LongUnc, a value of 0 for AltUnc is
reserved to indicate that Altitude Uncertainty is not known; values
above 30 are also reserved. Altitude Uncertainty only applies to
Altitude Type 1.
The amount of Altitude Uncertainty can be determined by the following
formula, where x is the encoded integer value:
Uncertainty = 2 ^ ( 21 - x )
This value uses the same units as the associated altitude.
Similarly, a value for the encoded integer value can be derived by
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the following formula:
x = 21 - ceil( log2( uncertainty ) )
2.5.

Datum

The Datum field determines how coordinates are organized and related
to the real world. Three datums are defined in this document, based
on the definitions in [OGP.Geodesy]:
1: WGS84 (Latitude, Longitude, Altitude):
The World Geodesic System 1984 [WGS84] coordinate reference
system.
This datum is identified by the European Petroleum Survey Group
(EPSG)/International Association of Oil & Gas Producers (OGP) with
the code 4979, or by the URN "urn:ogc:def:crs:EPSG::4979".
Without Altitude, this datum is identified by the EPSG/OGP code
4326 and the URN "urn:ogc:def:crs:EPSG::4326".
2: NAD83 (Latitude, Longitude) + NAVD88:
This datum uses a combination of the North American Datum 1983
(NAD83) for horizontal (Latitude and Longitude) values, plus the
North American Vertical Datum of 1988 (NAVD88) vertical datum.
This datum is used for referencing location on land (not near
tidal water) within North America.
NAD83 is identified by the EPSG/OGP code of 4269, or the URN
"urn:ogc:def:crs:EPSG::4269". NAVD88 is identified by the EPSG/
OGP code of 5703, or the URN "urn:ogc:def:crs:EPSG::5703".
3: NAD83 (Latitude, Longitude) + MLLW:
This datum uses a combination of the North American Datum 1983
(NAD83) for horizontal (Latitude and Longitude) values, plus the
Mean Lower Low Water (MLLW) vertical datum.
This datum is used for referencing location on or near tidal water
within North America.
NAD83 is identified by the EPSG/OGP code of 4269, or the URN
"urn:ogc:def:crs:EPSG::4269". MLLW does not have a specific code
or URN.
All hosts MUST support the WGS84 datum (Datum 1).
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Security Considerations
Geopriv requirements (including security requirements) are discussed
in "Geopriv Requirements" [RFC3693]. A threat analysis is provided
in "Threat Analysis of the Geopriv Protocol" [RFC3694].
Since there is no privacy protection for DHCP messages, an
eavesdropper who can monitor the link between the DHCP server and
requesting client can discover this LCI.
To minimize the unintended exposure of location information, the LCI
option SHOULD be returned by DHCP servers only when the DHCP client
has included this option in its ’parameter request list’ (Section 3.5
[RFC2131], Section 9.8 [RFC2132]).
Where critical decisions might be based on the value of this option,
DHCP authentication as defined in "Authentication for DHCP Messages"
[RFC3118] and "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)"
[RFC3315] SHOULD be used to protect the integrity of the DHCP
options.
Link layer confidentiality and integrity protection may also be
employed to reduce the risk of location disclosure and tampering.

4.

IANA Considerations

4.1.

DHCP Options

This document defines the DHCPv6 GeoLoc option (see Section 2.1)
which requires assignment of DHCPv6 option code TBD2 [RFC3315]:
Value
Description
--------------------TBD2
OPTION_GEOLOCATION
[RFC Editor: Please replace
assigned to this document.]

Reference
---------RFC xxxx
xxxx with the RFC number

This document defines the DHCPv4 GeoConf option (see Section 2.2.1)
which has been assigned a DHCPv4 option code of 123 from the DHCP
Option space.
This document also defines the DHCPv4 GeoLoc option (see Section
2.2.2) which requires assignment of DHCPv4 option code TBD1
[RFC2132][RFC2939]:
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Data
Length
-----16

Meaning
Reference
--------------Geospatial Location RFC xxxx
with Uncertainty
[RFC Editor: Please replace xxxx with the RFC number
assigned to this document.]
4.2.

Name
---GeoLoc

DHCP Options for Coordinate LCI

Altitude Type Registry

IANA is asked to create and maintain the Altitude Type registry
following the guidelines below.
The registry consists of three values: Altitude Type, Description
and Reference. These are described below.
Altitude Type: an integer, refers to the value used in the DHCPv4
GeoConf and the DHCPv4 and DHCPv6 GeoLoc Options described in this
document. Values from 0 to 15 are assigned.
Description:

the description of the altitude described by this code.

Reference: the reference to the document that describes the altitude
code. This reference MUST define the way that the 30 bit altitude
values and the associated 6 bit uncertainty are interpreted.
Initial values are given below; new assignments are to be made
following the "Standards Action" policies [RFC5226].
+------+---------------------+--------------+
| #
| Description
| Reference
|
+------+---------------------+--------------+
| 0
| No known altitude
| RFC xxxx
|
| 1
| Altitude in meters | RFC xxxx
|
| 2
| Altitude in floors | RFC xxxx
|
| 3-15 | Unassigned
| RFC xxxx
|
+------+---------------------+--------------+
[RFC Editor: Please replace xxxx with the RFC number
assigned to this document.]
4.3.

Datum Registry

IANA is asked to create and maintain the Datum registry following the
guidelines below.
The registry consists of three values:
Reference. These are described below.
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Datum: an integer, refers to the value used in the DHCPv4 GeoConf and
the DHCPv4 and DHCPv6 GeoLoc Options described in this document.
Values from 1 to 7 are assigned.
Description:

the description of the altitude described by this code.

Reference: the reference to the document that describes the Datum
code. This reference MUST include specification of both the
horizontal and vertical datum, and MUST define the way that the 34
bit values and the respective 6 bit uncertainties are interpreted.
Initial values are given below; new assignments are to be made
following the "Standards Action" policies [RFC5226].
+------+----------------------------------------+--------------+
| #
| Description
| Reference
|
+------+----------------------------------------+--------------+
| 0
| Reserved
| RFC xxxx
|
+------+----------------------------------------+--------------+
| 1
| Vertical datum WGS 84 defined by EPSG | RFC xxxx
|
|
| CRS Code 4327
|
|
+------+----------------------------------------+--------------+
| 2
| Vertical datum NAD83 defined by EPSG
| RFC xxxx
|
|
| CRS Code 4269 with North American
|
|
|
| Vertical Datum of 1988 (NAVD88)
|
|
+------+----------------------------------------+--------------+
| 3
| Vertical datum NAD83, defined by EPSG | RFC xxxx
|
|
| CRS Code 4269 with Mean Lower Low Water|
|
|
| (MLLW) as associated vertical datum
|
|
+------+----------------------------------------+--------------+
| 4-7 | Unassigned
| RFC xxxx
|
+------+----------------------------------------+--------------+
[RFC Editor: Please replace xxxx with the RFC number
assigned to this document.]
4.4.

GeoLoc Option Version Registry

IANA is asked to create and maintain the GeoLoc Option Version
registry following the guidelines below.
The registry consists of three values: GeoLoc Option Version,
Description and Reference. These are described below.
GeoLoc Option Version: an integer, refers to the version used in the
DHCPv4 and DHCPv6 GeoLoc Options described in this document. Values
from 1 to 3 are assigned.
Description:
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the reference to the document that describes the Version

Initial values are given below; new assignments are to be made
following the "Standards Action" policies [RFC5226].
+------+---------------------------------------+--------------+
| #
| Description
| Reference
|
+------+---------------------------------------+--------------+
| 0
| Reserved
| RFC xxxx
|
+------+---------------------------------------+--------------+
| 1
| Implementations utilizing uncertainty | RFC xxxx
|
|
| parameters for both DHCPv4 and DHCPv6 |
|
|
| GeoLoc options
|
|
+------+---------------------------------------+--------------+
| 2-3 | Unassigned
| RFC xxxx
|
+------+---------------------------------------+--------------+
[RFC Editor: Please replace xxxx with the RFC number
assigned to this document.]
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Appendix A. GML Mapping
The GML representation of a decoded DHCP option depends on what
fields are specified. The DHCP format for location logically
describes a geodetic prism, rectangle, or point, depending on whether
Altitude and uncertainty values are provided. In the absence of
uncertainty information, the value decoded from the DHCP form can be
expressed as a single point; this is true regardless of whether the
version 0 or version 1 interpretations of the uncertainty fields are
used. If the point includes Altitude, it uses a three dimensional
CRS, otherwise it uses a two dimensional CRS. If all fields are
included along with uncertainty, the shape described is a rectangular
prism. Note that this is necessary given that uncertainty for each
axis is provided independently.
If Altitude or Altitude Uncertainty (AltUnc) is not specified, the
shape is described as a rectangle using the "gml:Polygon" shape. If
Altitude is available, a three dimensional CRS is used, otherwise a
two dimensional CRS is used.
For Datum values of 2 or 3 (NAD83), there is no available CRS URN
that covers three dimensional coordinates. By necessity, locations
described in these datums can be represented by two dimensional
shapes only; that is, either a two dimensional point or a polygon.
If the Altitude Type is 2 (floors), then this value can be
represented using a civic address object [RFC5139] that is presented
alongside the geodetic object.
This Appendix describes how the location value encoded in DHCP format
for geodetic location can be expressed in GML. The mapping is valid
for the DHCPv6 GeoLoc Option as well as both of the DHCPv4 GeoConf
and GeoLoc options, and for the currently-defined datum values (1, 2,
and 3). Further version or datum definitions should provide similar
mappings.
These shapes can be mapped to GML by first computing the bounds that
are described using the coordinate and uncertainty fields, then
encoding the result in a GML Polygon or Prism shape.
A.1. GML Templates
If Altitude is provided in meters (AType 1) and the datum value is
WGS84 (value 1), then the proper GML shape is a Prism, with the
following form (where $value$ indicates a value computed from the
DHCP option as described below):
<gs:Prism srsName="urn:ogc:def:crs:EPSG::4979"
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xmlns:gs="http://www.opengis.net/pidflo/1.0"
xmlns:gml="http://www.opengis.net/gml">
<gs:base>
<gml:Polygon>
<gml:exterior>
<gml:LinearRing>
<gml:posList>
$lowLatitude$ $lowLongitude$ $lowAltitude$
$lowLatitude$ $highLongitude$ $lowAltitude$
$highLatitude$ $highLongitude$ $lowAltitude$
$highLatitude$ $lowLongitude$ $lowAltitude$
$lowLatitude$ $lowLongitude$ $lowAltitude$
</gml:posList>
</gml:LinearRing>
</gml:exterior>
</gml:Polygon>
</gs:base>
<gs:height uom="urn:ogc:def:uom:EPSG::9001">
$highAltitude - lowAltitude$
</gs:height>
</gs:Prism>
The Polygon shape is used if Altitude is omitted or specified in
floors, or if either NAD83 datum is used (value 2 or 3). The
corresponding GML Polygon has the following form:
<gml:Polygon srsName="$2D-CRS-URN$"
xmlns:gml="http://www.opengis.net/gml">>
<gml:exterior>
<gml:LinearRing>
<gml:posList>
$lowLatitude$ $lowLongitude$
$lowLatitude$ $highLongitude$
$highLatitude$ $highLongitude$
$highLatitude$ $lowLongitude$
$lowLatitude$ $lowLongitude$
</gml:posList>
</gml:LinearRing>
</gml:exterior>
</gml:Polygon>
The value "2D-CRS-URN" is defined by the datum value: If the datum is
WGS84 (value 1), then the 2D-CRS-URN is "urn:ogc:def:crs:EPSG::4326".
If the datum is NAD83 (value 2 or 3), then the 2D-CRS-URN is
"urn:ogc:def:crs:EPSG::4269".
A Polygon shape with the WGS84 three-dimensional CRS is used if the
datum is WGS84 (value 1) and the Altitude is specified in meters
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(Altitude type 1), but no Altitude uncertainty is specified (that is,
AltUnc is 0). In this case, the value of the Altitude field is added
after each of the points above, and the srsName attribute is set to
the three-dimensional WGS84 CRS, namely "urn:ogc:def:crs:EPSG::4979".
A simple point shape is used if either Latitude uncertainty (LatUnc)
or Longitude uncertainty (LongUnc) is not specified. With Altitude,
this uses a three-dimensional CRS; otherwise, it uses a twodimensional CRS.
<gml:Point srsName="$CRS-URN$"
xmlns:gml="http://www.opengis.net/gml">
<gml:pos>$Latitude$ $Longitude$ $[Altitude]$</gml:pos>
</gml:Point>
A.1.1. Finding Low and High Values using Uncertainty Fields
For the DHCPv4 GeoConf Option 123, resolution fields are used (LaRes,
LoRes, AltRes), indicating how many bits of a value contain
information. Any bits beyond those indicated can be either zero or
one.
For the DHCPv6 GeoLoc Option TBD2 and DHCPv4 GeoLoc Option TBD1, the
LatUnc, LongUnc and AltUnc fields indicate uncertainty distances,
denoting the bounds of the location region described by the DHCP
location object.
The two sections below describe how to compute the Latitude,
Longitude, and Altitude bounds (e.g., $lowLatitude$, $highAltitude$)
in the templates above. The first section describes how these bounds
are computed in the "resolution encoding" (DHCPv4 GeoConf Option
123), while the second section addresses the "uncertainty encoding"
(DHCPv6 GeoLoc Option TBD2 and DHCPv4 GeoLoc Option TBD1).
A.1.1.1. Resolution Encoding
Given a number of resolution bits (i.e., the value of a resolution
field), if all bits beyond those bits are set to zero, this gives the
lowest possible value. The highest possible value can be found
setting all bits to one.
If the encoded value of Latitude/Longitude and resolution (LaRes,
LoRes) are treated as 34-bit unsigned integers, the following can be
used (where ">>" is a bitwise right shift, "&" is a bitwise AND, "˜"
is a bitwise negation, and "|" is a bitwise OR).
mask = 0x3ffffffff >> resolution
lowvalue = value & ˜mask
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highvalue = value | mask + 1
Once these values are determined, the corresponding floating point
numbers can be computed by dividing the values by 2^25 (since there
are 25 bits of fraction in the fixed-point representation).
Alternatively, the lowest possible value can be found by using
resolution to determine the size of the range. This method has the
advantage that it operates on the decoded floating point values. It
is equivalent to the first mechanism, to a possible error of 2^-25
(2^-8 for altitude).
scale = 2 ^ ( 9 - resolution )
lowvalue = floor( value / scale ) * scale
highvalue = lowvalue + scale
Altitude resolution (AltRes) uses the same process with different
constants. There are 22 whole bits in the Altitude encoding (instead
of 9) and 30 bits in total (instead of 34).
A.1.1.2. Uncertainty Encoding
In the uncertainty encoding, the uncertainty fields (LongUnc/LatUnc)
directly represent the logarithms of uncertainty distances. So the
low and high bounds are computed by first computing the uncertainty
distances, then adding and subtracting these from the value provided.
If "uncertainty" is the unsigned integer value of the uncertainty
field and "value" is the value of the coordinate field:
distance = 2 ^ (8 - uncertainty)
lowvalue = value - distance
highvalue = value + distance
Altitude uncertainty (AltUnc in version 1) uses the same process with
different constants:
distance = 2 ^ (21 - uncertainty)
lowvalue = value - distance
Appendix B. Calculations of Resolution
The following examples for two different locations demonstrate how
the Resolution values for Latitude, Longitude, and Altitude (used in
DHCPv4 GeoConf Option 123) can be calculated. In both examples, the
geo-location values were derived from maps using the WGS84 map datum,
therefore in these examples, the Datum field would have a value = 1
(00000001, or 0x01).
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Location Configuration Information of "White House" (Example 1)

The grounds of the White House in Washington D.C. (1600 Pennsylvania
Ave. NW, Washington, DC 20006) can be found between 38.895375 and
38.898653 degrees North and 77.037911 and 77.035116 degrees West. In
this example, we assume that we are standing on the sidewalk on the
north side of the White House, between driveways. Since we are not
inside a structure, we assume an Altitude value of 15 meters,
interpolated from the US Geological survey map, Washington Washington
West quadrangle.
The address was NOT picked for any political reason and can easily be
found on the Internet or mapping software, but was picked as an
easily identifiable location on our planet.
In this example, the requirement of emergency responders in North
America via their NENA Model Legislation [NENA] could be met by a
LaRes value of 21 and a LoRes value of 20. This would yield a geolocation that is Latitude 38.8984375 north to Latitude 38.8988616
north and Longitude -77.0371094 to Longitude -77.0375977. This is an
area of approximately 89 feet by 75 feet or 6669 square feet, which
is very close to the 7000 square feet requested by NENA. In this
example, a service provider could enforce that a device send a
Location Configuration Information with this minimum amount of
resolution for this particular location when calling emergency
services.
An approximate representation of this location might be provided using
the DHCPv4 GeoConf Option 123 encoding as follows:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Code (123) | OptLen (16) |
LaRes
|
Latitude
.
|0 1 1 1 1 0 1 1|0 0 0 1 0 0 0 0|0 1 0 0 1 0|0 0 0 1 0 0 1 1 0 1.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.
Latitude (cont’d)
|
LoRes
|
.
.1 1 0 0 1 0 1 1 1 0 0 1 1 0 0 0 0 1 1 0 0 0 1 1|0 1 0 0 0 1|1 1.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.
Longitude (cont’d)
|
.0 1 1 0 0 1 0 1 1 1 1 0 1 1 0 1 0 1 0 0 0 0 1 0 1 1 0 0 0 1 0 0|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| AType |
AltRes |
Altitude
.
|0 0 0 1|0 1 0 0 0 1|0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
. Alt (cont’d) |
Res
|Datum|
.0 0 0 0 0 0 0 0|0 0 0 0 0|0 0 1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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In hexadecimal, this is 7B10484D CB986347 65ED42C4 1440000F 0001.
Decoding Location Configuration Information with Resolution
Decoding this option gives a latitude of 38.897647 (to 7 decimal
places) with 18 bits of resolution; a longitude of -77.0366000 with
17 bits of resolution; an altitude type of meters with a value of 15
and 17 bits of resolution; version 0 (resolution) and the WGS84
datum.
For the latitude value, 18 bits of resolution allow for values in the
range from 38.8964844 to 38.8984375. For the longitude value, 17
bits of resolution allow for values in the range from -77.0390625 to
-77.0351563. Having 17 bits of resolution in the altitude allows for
values in the range from 0 to 32 meters.
GML Representation of Decoded Location Configuration Information
The following GML shows the value decoded in the previous example as
a point in a three dimensional CRS:
<gml:Point srsName="urn:ogc:def:crs:EPSG::4979"
xmlns:gml="http://www.opengis.net/gml">
<gml:pos>38.897647 -77.0366 15</gml:pos>
</gml:Point>
This representation ignores the values included in the resolution
parameters. If resolution values are provided, a rectangular prism
can be used to represent the location.
The following example uses all of the decoded information from the
previous example:
<gs:Prism srsName="urn:ogc:def:crs:EPSG::4979"
xmlns:gs="http://www.opengis.net/pidflo/1.0"
xmlns:gml="http://www.opengis.net/gml">
<gs:base>
<gml:Polygon>
<gml:exterior>
<gml:LinearRing>
<gml:posList>
38.8964844 -77.0390625 0
38.8964844 -77.0351563 0
38.8984375 -77.0351563 0
38.8984375 -77.0390625 0
38.8964844 -77.0390625 0
</gml:posList>
</gml:LinearRing>
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</gml:exterior>
</gml:Polygon>
</gs:base>
<gs:height uom="urn:ogc:def:uom:EPSG::9001">
32
</gs:height>
</gs:Prism>
B.2.

Location Configuration Information of "Sears Tower" (Example 2)

Postal Address:
Sears Tower
103rd Floor
233 S. Wacker Dr.
Chicago, IL 60606
Viewing the Chicago area from the Observation Deck of the Sears
Tower.
Latitude 41.87884 degrees North (or +41.87884 degrees)
Using 2s complement, 34 bit fixed point, 25 bit fraction
Latitude = 0x053c1f751,
Latitude = 0001010011110000011111011101010001
Longitude 87.63602 degrees West (or -87.63602 degrees)
Using 2s complement, 34 bit fixed point, 25 bit fraction
Longitude = 0xf50ba5b97,
Longitude = 1101010000101110100101101110010111
Altitude 103
In this example, we are inside a structure, therefore we will assume
an Altitude value of 103 to indicate the floor we are on. The
Altitude Type value is 2, indicating floors. The AltRes field would
indicate that all bits in the Altitude field are true, as we want to
accurately represent the floor of the structure where we are located.
AltRes = 30, 0x1e, 011110
AType = 2, 0x02, 000010
Altitude = 103, 0x00006700, 000000000000000110011100000000
For the accuracy of the Latitude and Longitude, the best information
available to us was supplied by a generic mapping service that shows
a single geo-loc for all of the Sears Tower. Therefore we are going
to show LaRes as value 18 (0x12 or 010010) and LoRes as value 18
(0x12 or 010010). This would be describing a geo-location area that
is Latitude 41.8769531 to Latitude 41.8789062 and extends from
-87.6367188 degrees to -87.6347657 degrees Longitude. This is an
area of approximately 373412 square feet (713.3 ft. x 523.5 ft.).
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Appendix C. Calculations of Uncertainty
The following example demonstrates how uncertainty values for
Latitude, Longitude, and Altitude (LatUnc, LongUnc and AltUnc
used in the DHCPv6 GeoLoc Option TBD2 as well as DHCPv4 GeoLoc
Option TBD1) can be calculated.
C.1. Location Configuration Information of "Sydney Opera House"
(Example 3)
This section describes an example of encoding and decoding the
geodetic DHCP Option. The textual results are expressed in GML
[OGC.GML-3.1.1] form, suitable for inclusion in PIDF-LO [RFC4119].
These examples all assume a datum of WGS84 (datum = 1) and an
Altitude type of meters (AType = 1).
C.1.1. Encoding a Location into DHCP Geodetic Form
This example draws a rough polygon around the Sydney Opera House.
This polygon consists of the following six points:
33.856625
33.856299
33.856326
33.857533
33.857720
33.857369

S,
S,
S,
S,
S,
S,

151.215906
151.215343
151.214731
151.214495
151.214613
151.215375

E
E
E
E
E
E

The top of the building 67.4 meters above sea level, and a starting
Altitude of 0 meters above the WGS84 geoid is assumed.
The first step is to determine the range of Latitude and Longitude
values. Latitude ranges from -33.857720 to -33.856299; Longitude
ranges from 151.214495 to 151.215906.
For this example, the point that is encoded is chosen by finding the
middle of each range, that is (-33.8570095, 151.2152005). This is
encoded as (1110111100010010010011011000001101,
0100101110011011100010111011000011) in binary, or (3BC49360D,
12E6E2EC3) in hexadecimal notation (with an extra 2 bits of leading
padding on each). Altitude is set at 33.7 meters, which is
000000000000000010000110110011 (binary) or 000021B3 (hexadecimal).
The Latitude Uncertainty (LatUnc) is given by inserting the
difference between the center value and the outer value into the
formula from Section 2.3.1. This gives:
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x = 8 - ceil( log2( -33.8570095 - -33.857720 ) )
The result of this equation is 18, therefore the uncertainty is
encoded as 010010 in binary.
Similarly, Longitude Uncertainty (LongUnc) is given by the formula:
x = 8 - ceil( log2( 151.2152005 - 151.214495 ) )
The result of this equation is also 18, or 010010 in binary.
Altitude Uncertainty (AltUnc) uses the formula from Section 2.4.4:
x = 21 - ceil( log2( 33.7 - 0 ) )
The result of this equation is 15, which is encoded as 001111 in
binary.
Adding an Altitude Type of 1 (meters) and a Datum of 1 (WGS84), this
gives the following DHCPv4 GeoLoc Option TBD1 form:
0
1
2
3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
Code (TBD1) | OptLen (16) | LatUnc
|
Latitude
.
|0 1 1 1 1 0 1 1|0 0 0 1 0 0 0 0|0 1 0 0 1 0|1 1 1 0 1 1 1 1 0 0.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.
Latitude (cont’d)
| LongUnc |
.
.0 1 0 0 1 0 0 1 0 0 1 1 0 1 1 0 0 0 0 0 1 1 0 1|0 1 0 0 1 0|0 1.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
.
Longitude (cont’d)
|
.0 0 1 0 1 1 1 0 0 1 1 0 1 1 1 0 0 0 1 0 1 1 1 0 1 1 0 0 0 0 1 1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| AType |
AltUnc |
Altitude
.
|0 0 0 1|0 0 1 1 1 1|0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 1.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
. Alt (cont’d) |Ver| Res |Datum|
.1 0 1 1 0 0 1 1|0 1|0 0 0|0 0 1|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
In hexadecimal, this is 7B104BBC 49360D49 2E6E2EC3 13C00021 B341.
The DHCPv6 form only differs in the code and option length portion.
C.1.2. Decoding a Location from DHCP Geodetic Form
If receiving the binary form created in the previous section, this
section describes how that would be interpreted. The result is then
represented as a GML object, as defined in [GeoShape].
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A Latitude value of 1110111100010010010011011000001101 decodes to a
value of -33.8570095003 (to 10 decimal places). The Longitude value
of 0100101110011011100010111011000011 decodes to 151.2152005136.
Decoding Tip: If the raw values of Latitude and Longitude are placed
in integer variables, the actual value can be derived by the
following process:
1.

If the highest order bit is set (i.e. the number is a twos
complement negative), then subtract 2 to the power of 34 (the
total number of bits).

2.

Divide the result by 2 to the power of 25 (the number of
fractional bits) to determine the final value.

The same principle can be applied when decoding Altitude values,
except with different powers of 2 (30 and 8 respectively).
The Latitude and Longitude Uncertainty are both 18, which gives an
uncertainty value using the formula from Section 2.3.1 of
0.0009765625. Therefore, the decoded Latitudes is -33.8570095003 +/0.0009765625 (or the range from -33.8579860628 to -33.8560329378) and
the decoded Longitude is 151.2152005136 +/- 0.0009765625 (or the
range from 151.2142239511 to 151.2161770761).
The encoded Altitude of 000000000000000010000110110011 decodes to
33.69921875. The encoded uncertainty of 15 gives a value of 64,
therefore the final uncertainty is 33.69921875 +/- 64 (or the range
from -30.30078125 to 97.69921875).
C.1.2.1. GML Representation of Decoded Locations
The following GML shows the value decoded in the previous example as
a point in a three dimensional CRS:
<gml:Point srsName="urn:ogc:def:crs:EPSG::4979"
xmlns:gml="http://www.opengis.net/gml">
<gml:pos>-33.8570095003 151.2152005136 33.69921875</gml:pos>
</gml:Point>
The following example uses all of the decoded information from the
previous example:
<gs:Prism srsName="urn:ogc:def:crs:EPSG::4979"
xmlns:gs="http://www.opengis.net/pidflo/1.0"
xmlns:gml="http://www.opengis.net/gml">
<gs:base>
<gml:Polygon>

Polk, et al.

Standards Track

[Page 32]

INTERNET-DRAFT

DHCP Options for Coordinate LCI

26 February 2011

<gml:exterior>
<gml:LinearRing>
<gml:posList>
-33.8579860628 151.2142239511 -30.30078125
-33.8579860628 151.2161770761 -30.30078125
-33.8560329378 151.2161770761 -30.30078125
-33.8560329378 151.2142239511 -30.30078125
-33.8579860628 151.2142239511 -30.30078125
</gml:posList>
</gml:LinearRing>
</gml:exterior>
</gml:Polygon>
</gs:base>
<gs:height uom="urn:ogc:def:uom:EPSG::9001">
128
</gs:height>
</gs:Prism>
Note that this representation is only appropriate if the uncertainty
is sufficiently small. [GeoShape] recommends that distances between
polygon vertices be kept short. A GML representation like this one
is only appropriate where uncertainty is less than 1 degree (an
encoded value of 9 or greater).
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Appendix D. Changes from RFC 3825
This section lists the major changes between RFC 3825 and this
document. Minor changes, including style, grammar, spelling and
editorial changes are not mentioned here.
o
o

o
o

o
o
o
o
o

o
o
o

o
o
o
o

Section 1 now includes clarifications on wired and wireless uses.
The former Sections 1.2 and 1.3 have been removed. Section 1.2
now defines the concepts of uncertainty and resolution, as well
as conversion between the DHCP option formats and PIDF-LO.
A DHCPv6 GeoLoc Option is now defined (Section 2.1) as well
as a new DHCPv4 GeoLoc Option (Section 2.2.2).
The former Datum field has been split into three fields:
Ver, Res and Datum. These fields are used in both the
DHCPv4 GeoLoc Option and the DHCPv6 GeoLoc Option.
Section 2.2.3 has been added, describing option support
requirements on DHCP clients and servers.
Section 2.3 has been added, describing the Latitude and
Longitude fields.
Section 2.3.1 has been added, covering Latitude and Longitude
resolution.
Section 2.3.2 has been added, covering Latitude and Longitude
uncertainty.
Section 2.4 has been added, covering values of the Altitude
field (Sections 2.4.1, 2.4.2 and 2.4.3), Altitude resolution
(Section 2.4.4), and Altitude uncertainty (Section 2.4.5).
Section 2.5 has been added, covering the Datum field.
Section 3 (Security Considerations) has added a recommendation
on link layer confidentiality.
Section 4 (IANA Considerations) has consolidated material
relating to parameter allocation for both the DHCPv4 and
DHCPv6 option parameters, and has been rewritten to
conform to the practices recommended in RFC 5226.
The material formerly in Appendix A has been updated and
shortened and has been moved to Appendix B.
An Appendix A on GML mapping has been added.
Appendix C has been added, providing an example of uncertainty
encoding.
Appendix D has been added, detailing the changes from RFC 3825.
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Introduction
A Location Information Server (LIS) is a service provided by an
access network. The LIS uses knowledge of the access network
topology and other information to generate location for Devices.
Devices within an access network are able to acquire location
information from a LIS.
The relationship between a Device and an access network might be
transient. Configuration of the correct LIS at the Device ensures
that accurate location information is available. Without location
information, some network services are not available.
The configuration of a LIS address on a Device requires some
automated configuration process. This is particularly relevant when
it is considered that Devices might move between different access
networks. LIS Discovery [I-D.ietf-geopriv-lis-discovery] describes a
method that employs the Dynamic Host Configuration Protocol (DHCPv4
[RFC2131], DHCPv6 [RFC3315]) as input to U-NAPTR [RFC4848] discovery.
A residential gateway, or home router, provides a range of networking
functions for Devices within the network it serves. In most cases,
these functions effectively prevent the successful use of DHCP for
LIS discovery.
The drawback with DHCP is that universal deployment of a new option
takes a considerable amount of time. Often, networking equipment
needs to be updated in order to support the new option. Of
particular concern are the millions of residential gateway devices
used to provide Internet access to homes and businesses. While
[I-D.ietf-geopriv-lis-discovery] describes functions that can be
provided by residential gateways to support LIS discovery, gateways
built before the publication of this specification do not (and
cannot) provide these functions.
This document explores the problem of configuring Devices with a LIS
address when a residential gateway is interposed between the Device
and access network. Section 3 defines the problem and Section 4
describes a method for determining a domain name that can be used for
discovery of the LIS.
In some cases, the solution described in this document is based on a
UNilateral Self-Address Fixing (UNSAF) [RFC3424] method. For those
cases, this solution is considered transitional until such time as
the recommendations for residential gateways in
[I-D.ietf-geopriv-lis-discovery] are more widely deployed.
Considerations relating to UNSAF applications are described in
Section 7.
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Conventions used in this document
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].
This document uses terminology established in [RFC3693] and
[RFC5012].
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Problem Statement
Figure 1 shows a simplified network topology for fixed wire-line
Internet access. This arrangement is typical when wired Internet
access is provided. The diagram shows two network segments: the
access network provided by an internet service provider (ISP), and
the residential network served by the residential gateway.
There are a number of variations on this arrangement, as documented
in Section 3.1 of [RFC5687]. In each of these variations the goal of
LIS discovery is to identify the LIS in the access network.
________
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|
|
.- - -|- - - - - - - - - - - -.
(
|
)
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)
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|
|
)
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.- - - - -\- - - - - - - + -.
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(
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Figure 1: Simplified Network Topology
A particularly important characteristic of this arrangement is the
relatively small area served by the residential gateway. Given a
small enough area, it is reasonable to delegate the responsibility
for providing Devices within the residential network with location
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information to the ISP. The ISP is able to provide location
information that identifies the residence, which should be adequate
for a wide range of purposes.
A residential network that covers a larger area might require a
dedicated LIS, a case that is outside the scope of this document.
The goal of LIS discovery is to identify a LIS that is able to
provide the Device with accurate location information. In the
network topology described, this means identifying the LIS in the
access network. The residential gateway is a major obstacle in
achieving this goal.
3.1.

Residential Gateway

A residential gateway can encompass several different functions
including: modem, Ethernet switch, wireless access point, router,
network address translation (NAT), DHCP server, DNS relay and
firewall. Of the common functions provided, the NAT function of a
residential gateway has the greatest impact on LIS discovery.
An ISP is typically parsimonious about their IP address allocations;
each customer is allocated a limited number of IP addresses.
Therefore, NAT is an extremely common function of gateways. NAT
enables the use of multiple Devices within the residential network.
However NAT also means that Devices within the residence are not
configured by the ISP directly.
When it comes to discovering a LIS, the fact that Devices are not
configured by the ISP causes a significant problem. Configuration is
the ideal method of conveying the information necessary for
discovery. Devices attached to residential gateways are usually
given a generic configuration that includes no information about the
ISP network. For instance, DNS configuration typically points to a
DNS relay on the gateway device. This approach ensures that the
local network served by the gateway is able to operate without a
connection to the ISP, but it also means that Devices are effectively
ignorant of the ISP network.
[I-D.ietf-geopriv-lis-discovery] describes several methods that can
be applied by a residential gateway to assist Devices in acquiring
location information. For instance, the residential gateway could
forward LIS address information to hosts within the network it
serves. Such an active involvement in the discovery process only
works for new residential gateway devices that implement these
recommendations.
Where residential gateways already exist, direct involvement of the
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gateway in LIS discovery requires that the residential gateway be
updated or replaced. The cost of replacement is difficult to justify
to the owner of the gateway, especially when it is considered that
the gateway still fills its primary function: Internet access.
Existing residential gateways have proven to be quite reliable
devices, some operating continuously for many years without failure.
As a result, there are many operational gateways that are of a
considerable age, some well outside the period of manufacturer
support. Updating the software in such devices is not feasible in
many cases. Even if software updates were made available, many
residential gateways cannot be updated remotely, inevitably leading
to some proportion that is not updated.
This document therefore describes a method which can be used by
Devices to discover their LIS without any assistance from the
network.
3.2.

Use of Discovery for Third Party Queries

It is desirable that any discovery mechanism is capable of being used
by hosts outside of the access network. This facilitates third party
queries (see [I-D.ietf-geopriv-held-identity-extensions]) by enabling
identification of the appropriate LIS.
For example, in some jurisdictions, interim solutions for emergency
services require that a voice service provider (VSP) or public safety
answering point (PSAP) be able to request location information from
the access network provider. These architectures mandate third party
queries to accommodate calling devices that are unable to acquire
their own location information and subsequently convey
[I-D.ietf-sipcore-location-conveyance] that information within call
signalling.
This document therefore describes a method which may also be used by
third parties to discover the appropriate LIS based on the network
address of the Device.
Note that an access network that fully supports DHCP-based LIS
discovery [I-D.ietf-geopriv-lis-discovery] might not need to provide
a secondary discovery mechanism. However this method SHOULD be
provided for the benefit of third parties and for Devices that are
unable to use DHCP-based LIS discovery.
3.3.

Additional and Optional Constraints

Certain other properties of residential gateways constrain the
potential solutions to this problem.
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A network firewall function is often provided by residential gateways
as a security measure. Security features like intrusion detection
systems help protect users from attacks. Amongst these protections
is a port filter that prevents both inbound and outbound traffic on
certain TCP and UDP ports. Therefore, any solution needs to consider
the likelihood of traffic being blocked.
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IP-based DNS Solution
LIS discovery [I-D.ietf-geopriv-lis-discovery] uses a DNS-based
Dynamic Delegation Discovery Service (DDDS) system as the basis of
discovery. Input to this process is a domain name. Use of DHCP for
acquiring the domain name is specified, but alternative methods of
acquisition are permitted.
This document specifies a means for a device to discover several
alternative domain names that can be used as input to the DDDS
process. These domain names are based on the IP address of the
Device. Specifically, the domain names are a portion of the reverse
DNS trees - either the ".in-addr.arpa." or ".ip6.arpa." tree.
A Device might be reachable at one of a number of IP addresses. In
the process described, a Device first identifies each IP address that
it is potentially reachable from. From each of these addresses, the
Device then selects up to three domain names for use in discovery.
These domain names are then used as input to the DDDS process.

4.1.

Identification of IP Addresses

A Device identifies a set of potential IP addresses that currently
result in packets being routed to it. These are ordered by
proximity, with those addresses that are used in adjacent network
segments being favoured over those used in public or remote networks.
The first addresses in the set are those that are assigned to local
network interfaces.
A Device can use the Session Traversal Utilities for NAT (STUN)
[RFC5389] to determine its public reflexive transport address. The
host uses the "Binding Request" message and the resulting
"XOR-MAPPED-ADDRESS" parameter that is returned in the response.
Alternative methods for determining other IP addresses MAY be used by
the host. Universal Plug and Play (UPnP) [UPnP-IGD-WANIPConnection1]
and NAT Port Mapping Protocol (NAT-PMP) [I-D.cheshire-nat-pmp] are
both able to provide the external address of a residential gateway
device when enabled. These as well as proprietary methods for
determining other addresses might also be available. Because there
is no assurance that these methods will be supported by any access
network these methods are not mandated. Note also that in some
cases, methods that rely on the view of the network from the
residential gateway device could reveal an address in a private
address range (see Section 4.4).
In many instances, the IP address produced might be from a private
address range. For instance, the address on a local network
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interface could be from a private range allocated by the residential
gateway. In other cases, methods that rely on the view of the
network (UPnP, NAT-PMP) from the residential gateway device could
reveal an address in a private address range if the access network
also uses NAT. For a private IP address, the derived domain name is
only usable where the DNS server used contains data for the
corresponding private IP address range.
4.2.

Domain Name Selection

The domain name selected for each resulting IP address is the name
that would be used for a reverse DNS lookup. The domain name derived
from an IP version 4 address is in the ".in-addr.arpa." tree and
follows the construction rules in Section 3.5 of [RFC1035]. The
domain name derived from an IP version 6 address is in the
".ip6.arpa." tree and follows the construction rules in Section 2.5
of [RFC3596].
Additional domain names are added to allow for a single record to
cover a larger set of addresses. If the search on the domain derived
from the full IP address does not produce a NAPTR record with the
desired service tag (e.g., "LIS:HELD"), a similar search is repeated
based on a shorter domain name, using a part of the IP address:
o

For IP version 4, the resulting domain name SHOULD be shortened
successively by one and two labels and the query repeated. This
corresponds to a search on a /24 or /16 network prefix. This
allows for fewer DNS records in the case where a single access
network covering an entire /24 or /16 network is served by the
same LIS.

o

For IP version 6, the resulting domain SHOULD be shortened
sucessively by 16, 20 and 24 labels and the query repeated. This
corresponds to a search on a /64, /48 or /32 network prefix.

DNS queries on other prefixes than those listed above SHOULD NOT be
performed to limit the number of DNS queries performed by Devices.
If no LIS is discovered by this method, no more than four U-NAPTR
resolutions are invoked for each IP address.
4.3.

When To Use This Method

The DHCP method described in [I-D.ietf-geopriv-lis-discovery] SHOULD
be attempted on all local network interfaces before attempting this
method. This method is employed either because DHCP is unavailable,
when the DHCP server does not provide a value for the access network
domain name option, or if a request to the resulting LIS results in a
HELD "notLocatable" error or equivalent.
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This method can also be used to facilitate third party queries, as
described in Section 3.2. Based on a known IP address, the LIS that
serves that address can be identified as long as the corresponding
NAPTR records are provided.
4.4.

Necessary Assumptions and Restrictions

When used by a Device for LIS discovery this is an UNSAF application
and is subject to the limitations described in Section 7.
It is not necessary that the IP address used is unique to the Device,
only that the address can be somehow related to the Device or the
access network that serves the Device. This allows a degree of
flexibility in determining this value, although security
considerations (Section 6) might require that the address be verified
to prevent falsification.
Addresses from private address space [RFC1918] MAY be used as input
to this method. However, it is assumed that a DNS server with a view
of the same address space is used in order to provide the
corresponding DNS mappings; the public DNS does not contain useful
records for all possible address spaces.
This does not preclude the use of private address spaces; use of a
private address space in discovery can provide an access network
operator more granular control over discovery. This assumes that the
DNS server used in the U-NAPTR resolution is able to view the address
realm. Addresses from the public address space are more likely to be
able to be resolved by any DNS server. Thus, use of the public
reflexive transport addresses acquired from a STUN server provide
better chance of the DNS server being able to produce a usable
result. Therefore, access to a STUN server that is able to view
addresses from the public Internet is necessary.
This solution assumes that the public reflexive transport address
used by a Device is in some way controlled by their ISP, or some
other related party. This implies that the corresponding
".in-addr.arpa." or ".ip6.arpa." record can be updated by that entity
to include a useful value for the LIS address.
4.5.

Failure Modes

Successful use of private addresses relies on a DNS server that is
able to see the private address space; therefore, a means to
determine a public IP address is necessary. This document relies on
STUN to provide the Device with a public reflexive transport address.
Configuration of STUN server is necessary to ensure that this is
successful.
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Alternative methods for discovering external IP addresses are
possible, including UPnP and NAT-PMP. However, these methods might
not be enabled on the residential gateway; thus, these methods cannot
be relied upon.
In cases where a virtual private network (VPN) or other tunnel is
used, the entity providing a public IP address might not be able to
provide the Device with location information. It is assumed that
this entity is able to identify this problem and indicate this to the
Device (using the "notLocatable" HELD error, or similar). This
problem is described in more detail in
[I-D.ietf-geopriv-http-location-delivery].
4.6.

Deployment Considerations

An access network provider SHOULD provide NAPTR records for each
public IP address that is used for Devices within the access network.
If the access network provider uses NAT, any DNS internal to that NAT
SHOULD also include records for the private address range.
NAPTR records can be provided for individual IP addresses. To limit
the proliferation of identical records, a single record can be placed
at a the higher nodes of the tree (corresponding to /24 and /16 for
IPv4; /64, /48 and /32 for IPv6). A record at a higher point in the
tree (those with a shorter prefix) applies to all addresses lower in
the tree (those with a longer prefix); records at the lower point
override those at higher points, allowing for exceptions to be
provided for at the lower point.
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IANA Considerations
[RFC Editor: please remove this section prior to publication.]
This document has no IANA actions.
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Security Considerations
The security considerations described in
[I-D.ietf-geopriv-lis-discovery] apply to the discovery process as a
whole. The primary security concern is with the potential for an
attacker to impersonate a LIS.
The added ability for a third party to discover the identity of a LIS
does not add any concerns, since the identity of a LIS is considered
public information.
In addition to existing considerations, this document introduces
further security considerations relating to the identification of the
IP address. It is possible that an attacker could attempt to provide
a falsified IP addresses in an attempt to subvert the rest of the
process.
[RFC5389] describes attacks where an attacker is able to ensure that
a Device receives a falsified reflexive address. Even if the STUN
server is trusted, an attacker might be able to ensure that a
falsified address is provided to the Device.
This attack is an effective means of denial of service, or a means to
provide a deliberately misleading service. Notably, any LIS that is
identified based on a falsified IP address could still be a valid LIS
for the given IP address, just not one that is useful for providing
the Device with location information. In this case, the LIS provides
a HELD "notLocatable" error, or an equivalent. If the falsified IP
address is under the control of the attacker, it is possible that
misleading (but verifiable) DNS records could indicate a malicious
LIS that provides false location information.
In all cases of falsification, the best remedy is to perform some
form of independent verification of the result. No specific
mechanism is currently available to prevent attacks based on
falsification of reflexive addresses; it is suggested that Devices
attempt to independently verify that the reflexive transport address
provided is accurate.
Use of private address space effectively prevents use of the usual
set of trust anchors for DNSSEC. Only a DNS server that is able to
see the same private address space can provide useful records. A
Device that relies on DNS records in the private address space
portion of the ".in-addr.arpa." or ".ip6.arpa." trees MUST either use
an alternative trust anchor for these records or rely on other means
of ensuring the veracity of the DNS records.
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IAB Considerations
The IAB has studied the problem of Unilateral Self-Address Fixing
(UNSAF) [RFC3424], which is the general process by which a client
attempts to determine its address in another realm on the other side
of a NAT through a collaborative protocol reflection mechanism, such
as STUN.
This section only applies to the use of this method of LIS discovery
by Devices and does not apply to its use for third-party LIS
discovery.
The IAB requires that protocol specifications that define UNSAF
mechanisms document a set of considerations.
1.

Precise definition of a specific, limited-scope problem that is
to be solved with the UNSAF proposal.
Section 3 describes the limited scope of the problem addressed in
this document.

2.

Description of an exit strategy/transition plan.
[I-D.ietf-geopriv-lis-discovery] describes behaviour that
residential gateways require in order for this short term
solution to be rendered unnecessary. When implementations of the
recommendations in LIS discovery are widely available, this UNSAF
mechanism can be made obsolete.

3.

Discussion of specific issues that may render systems more
"brittle".
A description of the necessary assumptions and limitations of
this solution are included in Section 4.4.
Use of STUN for discovery of a reflexive transport address is
inherently brittle in the presence of multiple NATs or address
realms. In particular, brittleness is added by the requirement
of using a DNS server that is able to view the address realm that
contains the IP address in question. If address realms use
overlapping addressing space, then there is a risk that the DNS
server provides information that is not useful to the Device.

4.

Identify requirements for longer term, sound technical solutions;
contribute to the process of finding the right longer term
solution.
A longer term solution is already provided in
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[I-D.ietf-geopriv-lis-discovery]. However, that solution relies
on widespread deployment. The UNSAF solution provided here is
provided as an interim solution that enables LIS access for
Devices that are not able to benefit from deployment of the
recommendations in [I-D.ietf-geopriv-lis-discovery].
5.

Discussion of the impact of the noted practical issues with
existing deployed NATs and experience reports.
The UNSAF mechanism depends on the experience in deployment of
STUN [RFC5389]. On the whole, existing residential gateway
devices are able to provide access to STUN and DNS service
reliably, although regard should be given to the size of the DNS
response (see [RFC5625]).
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