veops Working G oup G Van de Vel de

Internet-Draft O Troan
I ntended status: |nformational Ci sco Systens
Expires: March 4, 2011 T. Chown

Uni versity of Sout hanpton
August 31, 2010

Non- Managed | Pv6 Tunnel s consi dered Harnfu
<dr aft - vandevel de-v6ops- har nful -t unnel s-01. t xt >

Abst ract

I Pv6 is ongoing and natively being depl oyed by a growi ng comunity
and it is inportant that the quality perception and traffic flows are
as optimal as possible. ldeally it would be as good as the | Pv4
percepti ve experience.

Thi s paper looks into a set of transitional technol ogies where the
actual user has |Pv6 connectivity through the neans of |Pv6-in-IPv4
tunnels. A subset of the avail able tunnels has the property of being
non- managed (i.e. 6to4 [ RFC3056] and Teredo [ RFC4380] ).

Wil e native | Pv6 deploynents will keep growing it is uncertain or
even expected that non-managed |IPv6 tunnels will be providing the
same user experience and operational quality as nanaged tunnel s or
native | Pv6 connectivity.

This paper will detail sonme considerations around non-nmanaged tunnels
and will docunent the harnful element of these for the future growh
of networks and the Internet.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 4, 2011
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1. Introduction

VWhile the Internet and networks continue to grow, it is found that
the depl oynent of IPv6 within these networks is an ongoing activity
due to global |Pv4 address pool depletion. An inportant aspect is
that the quality, availability and security of the IPv6 connectivity
is as good as possible, and when possibl e even nore advanced as the
| Pv4 connectivity.

Hi storically | ETF has been facilitating a variety of technol ogi es and
procedures to deploy |IPv6 successfully in addition to existing | Pv4d
connectivity. In general and for the sake of this draft these
procedures and technol ogi es can be divided into three major groups:
(1) native (dual-stack) I1Pv6, (2) Tunnelled IPv6 and (3) Translation
VWil e native | Pv6 depl oynents has been steadily grow ng, the val ue
and t he drawbacks of sone tunnelling nechanisns can be investigated.
Transl ati onal techniques provide a total different aspect of

consi derations and applicability and is beyond the scope of this
paper. Transition techniques have been and still are in nmany cases

i mportant for the bootstrapping of IPv6, this paper will look into a
range of property aspects of non-nanaged | Pv6 tunnelling techniques.
Areas of perverse traffic paths, security considerations, |ack of

busi ness incentives to run tunnel relays/gateways, black holing and
ownershi p of supportability will be analysed. Finally the paper wll
conclude that for the growth of IP connectivity, non-managed

tunnel ling techni ques are considered harnful especially for those
that want to access applications over the network through pervasive

| Pv6 connectivityand have no particular interrest on how connectivity
to the applications is established (IPv4, translation, |Pv6, etc...)

2. Managed Tunnel ling Properties

A managed tunnel is a tunnel has a few properties supporting the
ownership and quality of the tunnel

When using a managed service, there tends to be an adninistrative
entity which provides quality assurance and can take action if users
of the service are experiencing a degraded service. An exanple would
be 6rd tunnels [ RFC5969]

In addition there is a general trust awareness and agreenment between
the user of the managed tunnel service and the provider of the
managed tunnel service.
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3.

Tunnel User Experience Views

The tunnel experience can be divided into three distinct segnents:
(1) the End-user view, (2) the Enterprise View and (3) the Service
Provi der Vi ew

The End-user view exists mainly out of two different user profiles.
The technical power user and the general user mainly trying to reach
their favourite application on the network. The technical power user
may have a particular interrest to run IPv6 as a transport nechani sm
and if his upstream service provider has no native |IPv6 connectivity
avai | abl e, then non-nmanaged tunneling nechani sns nmay provide a
solution satisfying to the i medi ate needs of the technical power
user. Alternatively, the general user trying to reach his favourite
networ k application, may have no interest or awareness of his | Pv6
usage, particulary when non-nmanaged tunnels are utilized.

The Enterprise Viewis a nore traffic flows and network oriented
possitioning. Wen the upstream service provider does not have an
I Pv6 offer, then the enterprise may start to rely upon a technol ogy
as 6to4 [RFC3056]. However this technol ogy has the potential of
creating quite perverse traffic paths when user want to reach
applications on the Internet. Wen user would like to reach other
6t 04 [ RFC3056] users, then nore optinized traffic paths, generally
following the IPv4 traffic paths are realized

The final viewis how a Internet service provider |ooks into non-
managed tunnel usage. A service provider nmay decide to deploy a 6to4
relay to increase the IPv6 quality of their custoners. This a
service which require resources (noney, naintenance, etc...). Oten
the 6to4 relay service is not just (always) restricted to only the
service providers customers, which as result provides often results
in a denotivation to provide quality tunnel relay devices. Froma
content service provider perspective the usage of non-nanaged tunne
often results in neasurable differences in RTT and reliability in
some cases, and hence are reluctant to bring all services to

mai nstream | Pv6 for all users 'just yet’.

Why do non-nanaged tunnel s exist?

Non- managed tunnels exist due to a variety of reasons.

Early adopters: people and organi sations with a desire to use new and
potentially market disrupting technol ogies and applications may have

a desire to use the latest I P even when the upstream provi der doesn’t
have an avail abl e service offering.
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Lock-step process to inplement IPv6: It is not trivial to nove a
system or an organisation in |ock-step towards | Pv6 and the aid of
tunnels help in this process.

The utilisation of tunnels aid in providing a de-coupling between
i nfrastructure readi ness and application readi ness, and hence
contribute to the devel opnent of both el ements.

5. Non- Managed Tunnel ling Properties

The properties of Non-nmanaged tunnels span nany different areas. |In
this section the properties are anal ysed and segnented within
different areas of inpact. |In each case the conparison is made

bet ween native | Pv6 connectivity and connectivity through a non-
managed tunnel. A common property of non-nmanaged tunnels is that
they often use well-known anycast addresses or other well known
addresses and antici pate upon the goodwi Il of middleware (typically a
relay or gateway) device to serve as a tunnel ternination point. In
some cases, for exanple a 6to4 relay can be provided by a connected
responsi bl e service provider, and hence good quality operation can be
guar ant eed.

Non- managed tunnels often have asynmetric behaviour. There is an
out bound and an i nbound connectivity behaviour fromthe tunne
initiator. It is possible to influence the good quality tunne
behavi our of the outbound connectivity (e.g. by explicit setting of
the 6to4 relay), however, influencing good inbound connectivity is
often an issue.

5.1. Per f or mance

Depl oying a tunnelling nechanismnostly results in encapsul ati on and
de-capsul ation efforts. Oten this activity has a perfornmance inpact
on the device, especially when the device does not use hardware
acceleration for this functionality. |If the performance inpact is
scoped into the device its lifetime through performance capacity
managenent then the actual inpact is predictive. Non-determnistic
tunnels tend to have a non-predictive behaviour for capacity, and
hence application and network perfornance is non-predictive. The key
reason for this is the decoupling of the capacity nmanagenent of the
tunnel aggregation devices fromthe capacity desired by users of the
aggregation devi ces.

During initial IPve depl oynent there have been mainly technical savvy
peopl e that have been usi ng non-nmanaged tunnel technol ogies and it
has for many been working well. However, if non-nanaged tunnelling
woul d be depl oyed in mass and especially when enabl ed by default by
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CPE vendors or host vendors then those aggregation points could
becone overl oaded and result in bad performance. There are a few
measures that can be taken, i.e. upgrade the CPU power of the
aggregation device or its bandw dth avail abl e, however this may not
happen wi thout the right notivation for the operator of the
aggregation device (i.e. cash flows, reputation, conpetitive reasons,
etc... ).

5.2. Topol ogi cal Consi derations

Due to non-nmanaged | Pv6 tunnels the traffic flows may result in sub-
optinmal flows through the network topol ogy between two communicating
devices. The inpact for exanple can cause increase of the RTT and
packet | oss, especially considering the availability (or better non-
availability) of tunnel aggregation/de-aggregation points of certain
topol ogi cal areas or realns. The increase of non-nmanaged tunne

usage would anmplify the negative inpact on good quality connectivity.
For many operators of tunnel aggregation/de-aggregation devices there
is little notivation to increase the quality and nunber of avail able
devices within a topol ogical area or logistical realm

5.3. Operational Provisioning

Sone el ements regarding provisioning of both managed and non- managed
tunnel s can be controlled, while others are beyond control or

i nfluence of people and applications using tunnels. To make
applications highly reliable and performng, all elements within the
traffic path nust provide an expected quality service and
performance. For nmanaged tunnels, the user or provider of the tunne
can exercise a degree of operational managenent and hence infl uence
good qual ity behavi our upon the tunnel especially upon the
aggregation and de-aggregati on devices. |In sonme cases even the
traffic path between both aggregati on and de-aggregati on can be
controll ed. Non-nanaged tunnels however have | ess good quality
behavi our of both tunnel aggregation and de-aggregation devices
because often good quality behaviour is beyond the control or

i nfluence of the tunnel user. For non-managed tunnels the tunne
aggregator and/or tunnel de-aggregator are operated by a 3rd party
whi ch may have a conflicting interest with the user of the non-
managed tunnel. An exception is where the use of the tunne
mechanismis all within one ISP, or ISPs who are "well coupled , e.g.
as happens between nmany NRENSs.

5.4. Operational Troubl eshooting
When one is using non-nmanaged tunnels, then these tunnels nmay get

aggregated or de-aggregated by a 3rd party or a device outside the
control of a contracted service provider. Troubl eshooting these
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5.

5.

devices these devices will be pretty hard for the tunnel user or to
wor k around the issue.

Al so sone tools |like traceroute don't work too well on asymretric
pat hs. Another aspect is that tunnels show as one hop in a
traceroute, not indicating where problenms may be.

5. Security

For an aggregating or de-aggregating tunnel device it is a non-
trivial issue to separate the valid traffic fromnon-valid traffic
because it is fromthe aggregati on device perspective al nost

i mpossible to know -from and -towards- about the tunnel traffic.
This inposes potential attacks on the avail able resources of the
aggr egati ng/ de-aggregating router. A detailed security analysis for
6t 04 tunnels can be found in [ RFC3964].

For the user of the non-nmanaged | Pv6 tunnel there is an underlying
trust that the aggregating/de-aggregating device is a trustworthy
device. However, some of the devices used are run by anonynmous 3rd
parties outside the trusted infrastructure fromthe user perspective,
which is not an ideal situation. The usage of non-nmanaged tunnels

i ncreases the risk of rogue aggregation/de-aggregati on devices and
may be open to nalicious packet anal yses or nani pul ation

From t he operator perspective, managi ng the aggregating/

de- aggregating tunnel device, there is a trust assunption that no-one
abuses the service. Abuse nmay inpact preset or assuned service
quality levels, and hence the quality provided can be inpacted

There is also an inpact caused by ipv4 firewalling upon non-managed
tunnels. Comon firewall policies recomend to bl ock tunnels,
especi al | y non-managed tunnel s, because there is no trust that the
traffic within the tunnel is not of mallicious intend. This
restricts the applicability of sone non-managed tunnel nechani sns
(e.g. 6to4). Oher tunnel nechani sns have found manners to avoid
traditional firewall filtering (e.g. Teredo) and open the |oca
network infrastructure for mallicious influence (e.g. virus, worns,
infrastructure attacs, etc..).

6. Content Services

When provi ding content services a very inportant rel ated aspect is
that these services are accessible with high reliability, are
trustworthy and have a high performance. Using non-nmanaged tunnels
makes this a much harder equation and can result in all three

el ements to suffer negatively, without the ability to uniquely
identify and resolve the root cause. The statistical inpact of non-
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maged tunnel s has been neasured by sone Internet Content providers
and is often an additional delay of O 100nmsec) (need to add reference
her e)
This reduces the interest of content providers to provide content
services over |Pv6 when non-nmanaged tunnels are used.

6. Concl usion
Non- managed tunnels have properties inpacting the growh of networks
and the Internet in a negative way. Consequences regarding bl ack-
hol i ng, perverse traffic paths, |ack of business incentive and
operational managenent influence and security issues are a rea
pragmati c concern, while universal supportability for the tunne
rel ay services appear to be non-trivial. Due to these elenents the
usage of non-nmanaged tunnelling can be considered harnful for the
growt h of networks and the Internet.

7. | ANA Consi derations

There are no extra | ANA consideration for this docunent.

8. Security Considerations

There are no extra Security consideration for this docunent.
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