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2009, The year of New
TWAMP Features

REC 5357 done
Lots of Implementations

New readers = New: Ideas

=St new: Eeature = Mixed
Security: Mode;, IESG APPROVED

¢ [ndividualrSession; Control to
WEILE?,

¢ PPV G addedr REfIECE @CEELS to
the charteRint 2003




Reflect Octets in BOTH Control
and Test Packets

¢ |WAMP-Control:

— Contol-Client Inserts 2 octets in
Reqguest-1WW-Session

— Server moves 2 octets firom Request-

IWW=Session message to the Accept
(reply) message, and

—(@an IRsert 2 Octets o its own, and

—leanrns therlengthr(N)roif padding inliest
PaCKetsS that it WillIFnEEd tor e ECE:

fengthntNE=<s@VvernalifPaddingrliength




Reflect Octets in BOTH Control

and Test Packets (2)

¢ TWAMP-Test:

— Session-Reflector moves N octets of the
Padding to the reflected lest packet

¢ Control-Client and Session-Sender

kKnow: what was put in, the fiormat
USEd), EtC.

¢ Adds some possibilities fior SENAErS

¢ Change intver 025 No format
chiandesiinvelvedin RENECHOELES
aASPEECE




Truncate Padding Option

o WWAMP: Test packet formats are:

— octets from Sender to Reflector
— octets from Reflector to Sender

¢ Most want symmetrical Sizes, So...

» IWVAMP core spec RECOMMENDS

— REfECtor redlce pad. torcompensate
—Sender SHOULED add suificient padding

¢ NS fieatlure makes therbenavior
aboVeE alselectableroptiont(CenRtalny.

9 IntERaCHONMW/AREHECHOCEELS Option




Reflect Octets: New Modes
Field Values

Value Description Reference /Explanation

Unauth. TEST protocol, new bit position (3)
Fnecrypted CONITROIL

Reflect Octets new bit position (X)
Capability
Truncate Padding new bit position (YY)
Capabil ity




TWAMP Control: Request-TVW-Session Command
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Many fields not shown
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| Padding Length |
et I e S R s Et T e e e e St L e
. ... Two fields not shown
| I
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| Type-P Descriptor |

HMAC (16 octets)
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TWAMP Control: Accept-Session Command

0] 1 2 3
0123456789012345678901234567178901
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| Accept | MB2Z | Port |
+-+-+—+-+-+-+-+-+-+-+-+-+-+-+—+-+-t—F-t -+ttt -+t -+ —F—+-+-+-+-+
I
SID (16 octets)

| MBZ (8 octets) |
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| HMAC (16 octets) |
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Reflect Octets: TWAMP Test Sender packet

1 2 3

0123456789012 3456789012345678901
e R A sl s o S e e A

Sequence Number

bttt —F—F -t —F -~
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Timestamp

+—t—F—F—+—+—F—F—F—F—F—F -+ —F—F—F—F—F—F—F—F—F—F—F == —F—F—F—F—+
Error Estimate |
==t —F—t—t—F—F—F ===t —+—+—+—-+

Packet Padding (to be reflected)
(length in octets specified in command)
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Additional Packet Padding

e et s s e e e s S T

(Additional padding includes enough to truncate and keep sizes

symmetrical if the TRUNCATE PADDING option 1is turned-on)
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Reflect Octets: TWAMP Test Reflector packet

Sequence Number
R R e e R T e e e et et St e et ot el e Rt L Sl s
Timestamp

+-+—+-+-+-+-+-+-+-+-+-+-+-+-+-+—+-+-+-+-+-+—+—+-+ -+ -+ -+-+-+-
Error Estimate | MBZ
+-+-+-+-+-+-+-+-+-+-+-+-F-+-+-F—+-+-F-F -+t -+-+-+-+-
Receive Timestamp

R e e e R e e e e R R e S e el T s
Sender Sequence Number
R e e e Rl T e e e e e At L S T el S e A T e e
Sender Timestamp

R e mat el L e e e s st At T L SR T e S e S e S
Sender Error Estimate | MBZ
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Sender TTL | Packet Padding (from Session-Sender)
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Packet Padding (from Session-Sender) |
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Additional Packet Padding
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Question for IPPM

For Symmetric Packet Size in both directions

Would a minimal change to the Sender
Format Only: be acceptable?

Sender -> Reflector Reflector -> Sender

Reflector Info Fields

Server Info Fields

Server Info Fields

Padding to be Reflected Snd TTL

Reflected Padding

Additional Padding

Additional Padding

Truncated Padding
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Symmetric Size: TWAMP Test SENDER packet

1
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Sequence Number
s s st e e e e e e o s gt ot IR S Tl St e

Timestamp

e e Il Sl T S S el Al e e e e e e et e Sl St el Sl e R e e e e
Error Estimate |
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e St e S e e e St T e St e e e

e et T e e S T e St T e e R et e

e St A S e e St I e e N  Stt AEE S B S S e e

I
+-+-+-+-+-+-t-+-t-+-+-t—F-t—t -+ttt -ttt -ttt —+-
| Packet Padding (to be Reflected)

+—+—-+—-+—-+-+-+-+ (IF used in combo with Rflect Octets)
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Symmetric Size?. Modes Field

Value Description Reference /Explanation

Unauth. TEST protocol, new bit position (3)
Fnecrypted CONITROIL

Reflect Octets new bit position (X)
Capability

Symmetrich Sender new bit position (YY)
Test Packet Eormat




WWe asked about more complicated
proposals, and nothing happened.

OR, Should we deal with the un-even boundaries
and the truncation issue using NEW: Tiest Packet
Formats that specify the Reflected Padding?

Sender -> Reflector Reflector -> Sender

Server Info Fields
Fill-for Discard

Snd TTL

Padding to be Reflected Reflected Padding

Additional Padding Additional Padding




Next Steps

» We will just specify what we think'is
reasonable If no other opinions!

¢ We think it's ALWAYS Reasonable as an
OPIIION (‘at least) to be certain of
SYMMELKIC packet sizes in Both Directions
— SYymmEetrc SeEnder Size s Simple: for Reflector

— [DOES anyOnNeE OppPOSE a simple SeEnder fiormat
OPITONIter ensure symmetny/, 2 HUMineeded

o Commentsronrallraspectsiappreciated;
Althers are iy satistiedrwithrthe
IWWVANMPEEontrelimoediications:::

9 AltherssWillsgladVAdISCUSSIChanNGgES




