Certificate Information
Expression



Use case Europe

 Has a common market and need for an open
flow of information and electronic services

* Has vastly different ways to express identity

* Need support for electronic identification and
electronic signatures
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But for electronic signatures

User centric model needed in the federation
model to handle release of private data

Signature validation is not compatible with a
user centric model

No authorization — less required attributes
ldentification as post processing

Need for improved semantic definitions



Current ID Semantics

* Presence of an attribute says very little about
what information it holds

— Organization
— Country
— SERIALNUMBER

— etc



Possible solutions

* Metadata to map between attributes and
more precise semantic

e .. may be embedded in certificates (RFC 3739)
and/or provided through repository/directory

* .. may be provided through validation
information



Information Card Foundation
ICF Claims Catalog

2008
Claim- Data Value Description Status URI
Name Type Range &
The verification method claim provides a URI
representing the verification method employed
f ifying th ified clai ted i :
verification- N—— . t(r:;\::::'fyg;g-cla?r::lléoei ?lgz';nljr::rzla'mln A 4 http://schemas.informationcard.net/@ics/verification-
. = . Dproved
method e e etbilediy Pp! method/2008-12
value may utilize any of the verification method
URIs defined at Verification Methods . Other
URI values may also be defined and used.
True if the subject is a COPPA-certified adult
s who has been verified using one of the COPPA-
ce?t?fi s sastoken: i boolsan specified met.hods. Some of these mgthods are y——r httpf/(schemas.informationcard.net/@ics/coppa-
adult documented in the COPPA Rules, which can be certified-adult/2008-12
found at
http://www.ftc.gov/0s/1999/10/641r59888. pdf B.
us- 2
— sansras: Iibooisan True if the subject is a registered voter in the Provisional & http://schemas.informationcard.net/@ics/us-
- a - ovISIONa
g United States. ealisle registered-voter/2008-12
voter
age-18-or- http://schemas.informationcard.net/@ics/age-18-or-
9 xs:token | tri-boolean | True if the subject is 18 or over years of age. Approved P I : I 9
over over/2008-11




Well Known Claims

http://schemas.xmlsoap.org/ws/2005/05/identity/claims

The above base URI as well as the following claim names have been defined in ISIP 1.5, The claim names are appended to the above base XML namespace
URI to form the complete claim type URI (as shown in the right-most column):

Claim name Data Type Description URI

(givenName in RFC 2256 &)
Preferred name or first name of
a subject. According to RFC
givenname xs:string 2256 & “This attribute is used | http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
to hold the part of a person’s
name which is not their
surname nor middle name.”

(snin RFC 2256 &) Surname or
family name of a subject.
According to RFC 2256 &
“This is the X.500 surname
attribute which contains the
family name of a person.”

surname xs:string http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname

(mail in inetOrgPerson)
Preferred address for the “To:
field of email to be sent to the
subject, usually of the form @.
According to inetOrgPerson
using RFC 1274 & “This
attribute type specifies an
electronic mailbox attribute
following the syntax specified
in RFC 822 &.”

"

emailaddress xs:string http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress




ETSI ESI
(Electronic Signature Infrastructure)

* ETSI ESI has approved a new standards task to
enhance identity information expression in
certificates

* First step is to provide a Technical Report (TR)
proposing a way forward

e The work is estimated to start in the fall of
2009



Way forward

* |s this of any interest to PKIX?

 Would we benefit from a global standard with
a EU profile instead of a pure EU standard?



