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Use case Europe 

•  Has a common market and need for an open 
flow of informa$on and electronic services 

•  Has vastly different ways to express iden$ty 
•  Need support for electronic iden+fica+on and 
electronic signatures 



STORK 

STORK data f low ( logical)  Iden$fica$on through STORK 



STORK 

Protocol:  Federated Identity 
Actual Informa$on flow 



But for electronic signatures 

•  User centric model needed in the federa$on 
model to handle release of private data 

•  Signature valida$on is not compa$ble with a 
user centric model 

•  No authoriza$on – less required aOributes 
•  Iden$fica$on as post processing 

•  Need for improved seman$c defini$ons 



Current ID Seman$cs 

•  Presence of an aOribute says very liOle about 
what informa$on it holds 
– Organiza$on 
– Country 
– SERIALNUMBER 

– etc 



Possible solu$ons 

•  Metadata to map between aOributes and 
more precise seman$c 

•  .. may be embedded in cer$ficates (RFC 3739) 
and/or provided through repository/directory 

•  .. may be provided through valida$on 
informa$on 



Informa$on Card Founda$on 
ICF Claims Catalog 





ETSI ESI 
(Electronic Signature Infrastructure) 

•  ETSI ESI has approved a new standards task to 
enhance iden$ty informa$on expression in 
cer$ficates 

•  First step is to provide a Technical Report (TR) 
proposing a way forward 

•  The work is es$mated to start in the fall of 
2009 



Way forward 

•  Is this of any interest to PKIX? 
•  Would we benefit from a global standard with 
a EU profile instead of a pure EU standard? 


