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Origin Validation 
•  Prevent YouTube incident 
•  Prevent 7007 accident 
•  Prevents most accidental announcements 
•  Does not prevent malicious path attacks 

such as the Kapela/Pilosov attack 
•  That requires “Path Validation” and 

locking the data plane to the control 
plane, the next steps 
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RCynic Cache Gatherer 
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UUcust 
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Reliability Via Hosted Publication 
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Allocation in Reality 
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RPKI -> Router 
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Typical Exchange 
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 Cache                         Router

     ~                             ~

     | -------- Notify ----------> |  (optional)

     |                             |

     | <----- Serial Query ------- | R requests data

     |                             |

     | ----- Cache Response -----> | C confirms request

     | ------- IPvX Prefix ------> | C sends zero or more

     | ------- IPvX Prefix ------> |   IPv4 and IPv6 Prefix

     | ------- IPvX Prefix ------> |   Payload PDUs

     | ------  End of Data ------> | C sends End of Data

     |                             |   and sends new serial

     ~                             ~




Serial Query 
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 0          8          16         24        31

   .-------------------------------------------.

   | Protocol |   PDU    |                     |

   | Version  |   Type   |   reserved = zero   |

   |    0     |    1     |                     |

   +-------------------------------------------+

   |                                           |

   |                 Length=12                 |

   |                                           |

   +-------------------------------------------+

   |                                           |

   |               Serial Number               |

   |                                           |

   `-------------------------------------------'




IPv4 Prefix 
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   0          8          16         24        31

   .-------------------------------------------.

   | Protocol |   PDU    |                     |

   | Version  |   Type   |        Color        |

   |    0     |    4     |                     |

   +-------------------------------------------+

   |                                           |

   |                 Length=20                 |

   |                                           |

   +-------------------------------------------+

   |          |  Prefix  |   Max    |  Data    |

   |  Flags   |  Length  |  Length  |  Source  |

   |          |   0..32  |   0..32  | RPKI/IRR |

   +-------------------------------------------+

   |                                           |

   |                IPv4 prefix                |

   |                                           |

   +-------------------------------------------+

   |                                           |

   |         Autonomous System Number          |

   |                                           |

   `-------------------------------------------'




IPv6 Prefix 
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 0          8          16         24        31

   .-------------------------------------------.

   | Protocol |   PDU    |                     |

   | Version  |   Type   |        Color        |

   |    0     |    6     |                     |

   +-------------------------------------------+

   |                                           |

   |                 Length=40                 |

   |                                           |

   +-------------------------------------------+

   |          |  Prefix  |   Max    |  Data    |

   |  Flags   |  Length  |  Length  |  Source  |

   |          |  0..128  |  0..128  | RPKI/IRR |

   +-------------------------------------------+

   |                                           |

   +---                                     ---+

   |                                           |

   +---            IPv6 prefix              ---+

   |                                           |

   +---                                     ---+

   |                                           |

   +-------------------------------------------+

   |                                           |

   |         Autonomous System Number          |

   |                                           |

   `-------------------------------------------'




End of Data 
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 0          8          16         24        31

   .-------------------------------------------.

   | Protocol |   PDU    |                     |

   | Version  |   Type   |   reserved = zero   |

   |    0     |    7     |                     |

   +-------------------------------------------+

   |                                           |

   |                 Length=12                 |

   |                                           |

   +-------------------------------------------+

   |                                           |

   |               Serial Number               |

   |                                           |

   `-------------------------------------------'



