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= protocol model
requirements
validation approach
= scalability optimizations
protection perimeter
= deployment options
address assignment methods

binding anchor types
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" network-based + on path of packets

= three-step validation
identify legitimate addresses
bind legitimate addresses to binding anchor

enforce address legitimacy
through binding anchor verification

= validate close to hosts
easier to guarantee on-path property
binding anchor easier to find
= validate on switch if possible
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protection perimeter --> | +-------- +

Feommt  H---+t | SAVI |
| A ] | B | <-- hosts | switch |
-t -+ S S +
|...... oot e e e |
S + S + S o +
| SAVI |---------- | legacy | | SAVI |
| switch | | switch |---------- | switch |
S Y + S Y + Fomm e - +
| e e e e | ..o
S + S o +
| SAVI | : | legacy |
| switch | | switch |
S Y + Fomm e - +

+omadt -t

hosts --> | C | | D |
+---+ F+---+

reduce memory requirements
on links with multiple SAVI devices
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protection perimeter --> | +-------- +

Feommt  H---+t | SAVI |
| A ] | B | <-- hosts | switch |
-t -+ S SR +
|.... .. o e |
o ____ W + S + S +
| SAVI (|---------- | legacy | | SAVI |
| switch | | switch |--------=- | switch |
S Y + S Y + S +
PR .. ......:
S S + R g +
| SAVI | : | legacy |
| switch | | switch |
S Y + Fomm e - +

+omadt -t

hosts --> | C | | D |

untrusted bt 44

trusted  reduce memory requirements
on links with multiple SAVI devices
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= SAVI partly deployment-specific
identification of legitimate addresses
depends on address assignment

binding anchors depend on link layer

" requires modularity

= modules have different security properties
calls for deployment guidance
need to explain co-existence (prioritization)
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address assignment

method examples
via address authority DHCP
SLAAC or
autonomous : :
manual configuration
autonomous

with legitimacy proof SEE
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address assignment

method examples security strength
via address authority DHCP : spooﬁ.ng
impossible
SLAAC or spoofing impossible
autonomous : :
manual configuration @ for used addresses
autonomous SeND spoofing
with legitimacy proof impossible
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binding anchor
method

bound to
network attachment

bound to
attached host

bound to
legitimate user

examples

switch port

MAC address

SEND key,
security association
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binding anchor
method

bound to
network attachment

bound to
attached host

bound to
legitimate user

examples

switch port

MAC address

SEND key,
security association

security strength

strong

weak

strong
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