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Protocol	
  Model	
  

  network-­‐based	
  +	
  on	
  path	
  of	
  packets	
  
  three-­‐step	
  valida5on	
  

1.  iden5fy	
  legi5mate	
  addresses	
  
2.  bind	
  legi5mate	
  addresses	
  to	
  binding	
  anchor	
  
3.  enforce	
  address	
  legi5macy	
  

through	
  binding	
  anchor	
  verifica5on	
  

  validate	
  close	
  to	
  hosts	
  
  easier	
  to	
  guarantee	
  on-­‐path	
  property	
  
  binding	
  anchor	
  easier	
  to	
  find	
  
  ⇒	
  validate	
  on	
  switch	
  if	
  possible	
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Scalability	
  Op5miza5ons	
  
                                                   .............. 
                         protection perimeter -->  : +--------+ : 
            +---+  +---+                           : |  SAVI  | : 
            | A |  | B |  <-- hosts                : | switch | : 
            +---+  +---+                           : +--------+ : 
           ...|......|.............................:        |   : 
           : +--------+          +--------+          +--------+ : 
           : |  SAVI  |----------| legacy |          |  SAVI  | : 
           : | switch |          | switch |----------| switch | : 
           : +--------+          +--------+          +--------+ : 
           :   |        ...............................|........: 
           : +--------+ :                            +--------+ 
           : |  SAVI  | :                            | legacy | 
           : | switch | :                            | switch | 
           : +--------+ :                            +--------+ 
           :............:                             |      | 
                                                    +---+  +---+ 
                                         hosts -->  | C |  | D | 
                                                    +---+  +---+ 

reduce	
  memory	
  requirements	
  
on	
  links	
  with	
  mul5ple	
  SAVI	
  devices	
  

3 



Scalability	
  Op5miza5ons	
  
                                                   .............. 
                         protection perimeter -->  : +--------+ : 
            +---+  +---+                           : |  SAVI  | : 
            | A |  | B |  <-- hosts                : | switch | : 
            +---+  +---+                           : +--------+ : 
           ...|......|.............................:        |   : 
           : +--------+          +--------+          +--------+ : 
           : |  SAVI  |----------| legacy |          |  SAVI  | : 
           : | switch |          | switch |----------| switch | : 
           : +--------+          +--------+          +--------+ : 
           :   |        ...............................|........: 
           : +--------+ :                            +--------+ 
           : |  SAVI  | :                            | legacy | 
           : | switch | :                            | switch | 
           : +--------+ :                            +--------+ 
           :............:                             |      | 
                                                    +---+  +---+ 
                                         hosts -->  | C |  | D | 
                                                    +---+  +---+ 

reduce	
  memory	
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on	
  links	
  with	
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  SAVI	
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Deployment	
  Op5ons	
  

  SAVI	
  partly	
  deployment-­‐specific	
  
  iden5fica5on	
  of	
  legi5mate	
  addresses	
  
depends	
  on	
  address	
  assignment	
  

  binding	
  anchors	
  depend	
  on	
  link	
  layer	
  
  requires	
  modularity	
  
  modules	
  have	
  different	
  security	
  proper5es	
  

  calls	
  for	
  deployment	
  guidance	
  
  need	
  to	
  explain	
  co-­‐existence	
  (priori5za5on)	
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  Proper5es	
  	
  
of	
  Address	
  Assignment	
  Methods	
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