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1. Introduction

Thi s docunment specifies DNS64, a mechanismthat is part of the

tool box for IPv6-1Pv4 transition and co-existence. DNS64, used
together with an I Pv6/1Pv4 translator such as stateful NAT64
[I-D.ietf-behave-v6v4-xlate-stateful], allows an IPv6-only client to
initiate comunications by name to an | Pv4-only server

DNS64 i s a nmechani sm for synthesizing AAAA resource records (RRs)
fromA RRs. A synthetic AAAA RR created by the DNS64 from an
original A RR contains the same owner nane of the original A RR but
it contains an | Pv6 address instead of an | Pv4 address. The |Pv6
address is an | Pv6 representation of the |IPv4 address contained in
the original A RR The IPv6 representation of the IPv4 address is
algorithmcally generated fromthe | Pv4 address returned in the A RR
and a set of paraneters configured in the DNS64 (typically, an |Pv6
prefix used by | Pv6 representations of |Pv4 addresses and optionally
ot her paraneters).

Together with an 1 Pv6/1Pv4 translator, these two nmechani sns all ow an
I Pv6-only client to initiate comrunications to an |Pv4-only server
usi ng the FQDN of the server

These nechani sns are expected to play a critical role in the |Pv4-

I Pv6 transition and co-existence. Due to |Pv4 address depletion, it
is likely that in the future, many I Pv6-only clients will want to
connect to IPv4-only servers. |In the typical case, the approach only
requires the deploynent of IPv6/IPv4 translators that connect an

| Pv6-only network to an I Pv4-only network, along with the depl oynent
of one or nore DNS64-enabl ed nane servers. However, sone features
require performng the DNS64 function directly in the end-hosts

t hensel ves.

This docunent is structured as follows: section 2 provides a non-
normative overview of the behaviour of DNS64. Section 3 provides a
non-normati ve background required to understand the interaction

bet ween DNS64 and DNSSEC. The nornmative specification of DNS64 is
provided in sections 4, 5 and 6. Section 4 defines the term nol ogy,
section 5 is the actual DNS64 specification and section 6 covers

depl oynents issues. Section 7 is non-normative and provides a set of
exanpl es and typi cal depl oynent scenari os.

2. Overview
This section provides an introduction to the DNS64 mechani sm

We assune that we have one or nore | Pv6/|Pv4 transl ator boxes
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connecting an | Pv4 network and an | Pv6 network. The | Pv6/I1 Pv4
transl ator device provides transl ation services between the two

net wor ks enabl i ng conmmuni cati on between | Pv4-only hosts and | Pv6-only
hosts. (NOTE: By IPv6-only hosts we nean hosts running | Pv6-only
applications, hosts that can only use IPv6, as well as cases where
only I Pv6 connectivity is available to the client. By |Pv4-only
servers we nean servers running | Pv4-only applications, servers that
can only use I Pv4, as well as cases where only |Pv4 connectivity is
available to the server). Each IPv6/I1Pv4 translator used in
conjunction with DNS64 nust all ow comrmunications initiated fromthe
| Pv6-only host to the | Pv4-only host.

To allow an IPv6 initiator to do a standard AAAA RR DNS | ookup to

| earn the address of the responder, DNS64 is used to synthesize a
AAAA record froman A record containing a real |Pv4 address of the
responder, whenever the DNS64 cannot retrieve a AAAA record for the
queried name. The DNS64 service appears as a regular DNS server or
resolver to the IPv6 initiator. The DNS64 receives a AAAA DNS query
generated by the IPv6 initiator. It first attenpts a resolution for
the requested AAAA records. |If there are no AAAA records avail able
for the target node (which is the nornmal case when the target node is
an | Pv4-only node), DNS64 perforns a query for A records. For each A
record di scovered, DNS64 creates a synthetic AAAA RR fromthe
information retrieved in the A RR

The owner name of a synthetic AAAA RR is the sane as that of the
original ARR but an IPv6 representation of the |IPv4 address
contained in the original ARRis included in the AAAA RR  The | Pv6
representation of the IPv4 address is algorithmcally generated from
the | Pv4 address and additional parameters configured in the DNS64.
Anong those paraneters configured in the DNS64, there is at |east one
IPv6 prefix. If not explicitly mentioned, all prefixes are treated
equal ly and the operations described in this docunment are perforned
using the prefixes available. So as to be general, we will call any
of these prefixes Pref64::/n, and describe the operations nade with
the generic prefix Pref64::/n. The IPv6 address representing |Pv4
addresses included in the AAAA RR synt hesi zed by the DNS64 contain
Pref64::/n and they al so enbed the original |IPv4 address.

The sane algorithmand the sane Pref64::/n prefix(es) nust be
configured both in the DNS64 device and the | Pv6/1Pv4 translator(s),
so that both can algorithnmically generate the sane | Pv6
representation for a given |Pv4 address. In addition, it is required
that | Pv6 packets addressed to an | Pv6 destination address that
contains the Pref64::/n be delivered to an I Pv6/IPv4 translator that
has that particular Pref64::/n configured, so they can be transl ated
into | Pv4 packets.
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Once the DNS64 has synthesized the AAAA RRs, the synthetic AAAA RRs
are passed back to the IPv6 initiator, which will initiate an |IPv6
communi cation with the 1Pv6 address associated with the | Pv4
receiver. The packet will be routed to an | Pv6/IPv4 translator which
will forward it to the | Pv4d network.

In general, the only shared state between the DNS64 and the | Pv6/I| Pv4
translator is the Pref64::/n and an optional set of static
paraneters. The Pref64::/n and the set of static paraneters nust be
configured to be the sane on both; there is no communicati on between
t he DNS64 device and | Pv6/1Pv4 translator functions. The nechani sm
to be used for configuring the paraneters of the DNS64 is beyond the
scope of this neno.

The prefixes to be used as Pref64::/n and their applicability are
discussed in [I-D.ietf-behave-address-format]. There are two types
of prefixes that can be used as Pref64::/n.

The Pref64::/n can be the Well-Known Prefix 64: FF9B::/96 reserved
by [I-D.ietf-behave-address-format] for the purpose of
representing |IPv4 addresses in | Pv6 address space.

The Pref64::/n can be a Network-Specific Prefix (NSP). An NSP is
an |1 Pv6 prefix assigned by an organi zation to create |Pv6
representations of |Pv4 addresses.

The main difference in the nature of the two types of prefixes is
that the NSP is a locally assigned prefix that is under control of
the organi zation that is providing the translation services, while
the Well-Known Prefix is a prefix that has a gl obal neaning since it
has been assigned for the specific purpose of representing |Pv4
addresses in | Pv6 address space.

The DNS64 function can be perforned in any of three places. The
terns below are nore fornally defined in Section 4.

The first option is to |locate the DNS64 function in authoritative
servers for a zone. |In this case, the authoritative server provides
synthetic AAAA RRs for an IPv4-only host in its zone. This is one
type of DNS64 server.

Anot her option is to |ocate the DNS64 function in recursive nanme
servers serving end hosts. |In this case, when an | Pv6-only host
queries the nane server for AAAA RRs for an |IPv4-only host, the nane
server can performthe synthesis of AAAA RRs and pass them back to
the IPv6-only initiator. The main advantage of this nbde is that
current | Pv6 nodes can use this nechani smwi thout requiring any

nodi fication. This nmode is called "DNS64 in DNS recursive resol ver
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nmode". This is a second type of DNS64 server, and it is also one
type of DNS64 resol ver.

The last option is to place the DNS64 function in the end hosts,
coupled to the local (stub) resolver. 1In this case, the stub
resolver will try to obtain (real) AAAA RRs and in case they are not
avai |l abl e, the DNS64 function will synthesize AAAA RRs for interna
usage. This nmode is conpatible with some functions |ike DNSSEC
validation in the end host. The main drawback of this node is its
depl oyability, since it requires changes in the end hosts. This node
is called "DNS64 in stub-resolver node". This is the second type of
DNS64 r esol ver.

3. Background to DNS64- DNSSEC i nteraction

DNSSEC ([ RFC4033], [RFC4034], [RFC4035]) presents a special challenge
for DNS64, because DNSSEC i s designed to detect changes to DNS
answers, and DNS64 may alter answers coning froman authoritative
server.

A recursive resol ver can be security-aware or security-oblivious
Moreover, a security-aware recursive resolver can be validating or
non-val i dating, according to operator policy. 1In the cases bel ow,
the recursive resolver is also perform ng DNS64, and has a | oca
policy to validate. W call this general case vDNS64, but in all the
cases bel ow the DNS64 functionality shoul d be assuned needed.

DNSSEC i ncl udes sone signaling bits that offer sone indicators of
what the query originator understands.

If a query arrives at a vDNS64 device with the "DNSSEC OK" (DO bit
set, the query originator is signaling that it understands DNSSEC
The DO bit does not indicate that the query originator will validate
the response. It only nmeans that the query originator can understand
responses containi ng DNSSEC data. Conversely, if the DO bit is
clear, that is evidence that the querying agent is not aware of
DNSSEC

If a query arrives at a vDNS64 device with the "Checking Di sabl ed"
(CD) bit set, it is an indication that the querying agent wants al
the validation data so it can do checking itself. By local policy,
vDNS64 could still validate, but it nmust return all data to the
queryi ng agent anyway.

Here are the possibl e cases:
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1. A DNS64 (DNSSEC-aware or DNSSEC- oblivious) receives a query with
the DO bit clear. 1In this case, DNSSEC is not a concern, because
the queryi ng agent does not understand DNSSEC responses. The
DNS64 can do validation of the response, if dictated by its loca

policy.

2. A security-oblivious DNS64 receives a query with the DO bit set,
and the CD bit clear or set. This is just like the case of a
non- DNS64 case: the server doesn’t support it, so the querying
agent is out of |uck.

3. A security-aware and non-validating DNS64 receives a query with
the DO bit set and the CD bit clear. Such a resolver is not
val idating responses, likely due to local policy (see [RFC4035],
section 4.2). For that reason, this case anobunts to the sane as
the previous case, and no validati on happens.

4. A security-aware and non-validating DNS64 receives a query with
the DO bit set and the CD bit set. |In this case, the DNS64 is
supposed to pass on all the data it gets to the query initiator
(see section 3.2.2 of [RFC4035]). This case will not work with
DNS64, unless the validating resolver is prepared to do DNS64
itself. |If the DNS64 nodifies the record, the client will get
the data back and try to validate it, and the data will be
invalid as far as the client is concerned.

5. A security-aware and validati ng DNS64 resol ver receives a query
with the DO bit clear and CD clear. |In this case, the resolver
validates the data. |If it fails, it returns RCODE 2 (Server
failure); otherwise, it returns the answer. This is the idea
case for vDNS64. The resolver validates the data, and then
synt hesi zes the new record and passes that to the client. The
client, which is presunably not validating (else it should have
set DO and CD), cannot tell that DNS64 is invol ved.

6. A security-aware and validati ng DNS64 resol ver receives a query
with the DO bit set and CD clear. This works like the previous
case, except that the resolver should also set the "Authentic
Data" (AD) bit on the response.

7. A security-aware and validating DNS64 resol ver receives a query
with the DO bit set and CD set. This is effectively the sanme as
the case where a security-aware and non-validating recursive
resol ver receives a simlar query, and the sanme thing will
happen: the downstreamvalidator will mark the data as invalid if
DNS64 has perforned synthesis. The node needs to do DNS64
itself, or else comunication will fail.
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4. Terni nol ogy

This section provides definitions for the special terns used in the
docunent .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Authoritative server: A DNS server that can answer authoritatively a
gi ven DNS request.

DNS64: A logical function that synthesizes DNS resource records (e.g
AAAA records containing | Pv6 addresses) from DNS resource records
actually contained in the DNS (e.g., A records containing |Pv4
addr esses) .

DNS64 recursive resolver: A recursive resolver that provides the
DNS64 functionality as part of its operation. This is the same
thing as "DNS64 in recursive resol ver node".

DNS64 resol ver: Any resolver (stub resolver or recursive resol ver)
that provides the DNS64 function

DNS64 server: Any server providing the DNS64 function. This
i ncludes the server portion of a recursive resolver when it is
provi ding the DNS64 function

| Pv4-only server: Servers running |Pvd-only applications, servers
that can only use IPv4, as well as cases where only |Pv4
connectivity is available to the server

| Pv6-only hosts: Hosts running |IPv6-only applications, hosts that
can only use IPv6, as well as cases where only | Pv6 connectivity
is available to the client.

Recursive resolver: A DNS server that accepts requests from one
resol ver, and asks anot her server (of sonme description) for the
answer on behalf of the first resolver. Full discussion of DNS
recursion is beyond the scope of this docunent; see [ RFC1034] and
[ RFC1035] for full details.

Synthetic RR A DNS resource record (RR) that is not contained in
the authoritative servers’ zone data, but which is instead
synt hesi zed fromother RRs in the same zone. An exanple is a
synthetic AAAA record created froman A record
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| Pv6/ 1 Pv4 translator: A device that translates | Pv6 packets to | Pv4
packets and vice-versa. It is only required that the
comuni cation initiated fromthe 1 Pv6 side be supported.

For a detail ed understanding of this docunent, the reader should al so
be familiar with DNS terninol ogy from[RFC1034], [RFCL035] and
current NAT termninology from[RFC4787]. Some parts of this docunent
assune famliarity with the term nol ogy of the DNS security
extensions outlined in [RFC4035]. It is worth enphasizing that while
DNS64 is a |l ogical function separate fromthe DNS, it is neverthel ess
closely associated with that protocol. It depends on the DNS
protocol, and some behavior of DNS64 will interact with regular DNS
responses.

5. DNS64 Nornative Specification

DNS64 is a |l ogical function that synthesizes AAAA records fromA
records. The DNS64 function may be inplenented in a stub resol ver
in a recursive resolver, or in an authoritative name server. It
works within those DNS functions, and appears on the network as
though it were a "plain" DNS resolver or name server confornming to
[ RFC1034], and [ RFC1035].

The i npl enent ati on SHOULD support mappi ng of separate | Pv4 address
ranges to separate | Pv6 prefixes for AAAA record synthesis. This
al l ows handling of special use |Pv4 addresses [ RFC5735].

DNS nessages contain several sections. The portion of a DNS nessage
that is altered by DNS64 is the Answer section, which is discussed
below in section Section 5.1. The resulting synthetic answer is put
together with other sections, and that creates the nmessage that is
actually returned as the response to the DNS query. Assenbling that
response is covered below in section Section 5.4.

DNS64 al so responds to PTR queries invol ving addresses containing any
of the IPv6 prefixes it uses for synthesis of AAAA RRs.

5.1. Resolving AAAA queries and the answer section

When the DNS64 receives a query for RRs of type AAAA and class IN, it
first attenpts to retrieve non-synthetic RRs of this type and cl ass,
either by performing a query or, in the case of an authoritative
server, by examning its ow results. The query may be answered from
a local cache, if one is available. DNS64 operation for classes
other than IN is undefined, and a DNS64 MJUST behave as though no
DNS64 function is configured.

Bagnul o, et al. Expires April 4, 2011 [ Page 11]



Internet-Draft DNS64 Cct ober 2010

5.1.1. The answer when there is AAAA data avail abl e

If the query results in one or nore AAAA records in the answer
section, the result is returned to the requesting client as per

normal DNS semantics, except in the case where any of the AAAA
records match a special exclusion set of prefixes, considered in
Section 5.1.4. |If there is (non-excluded) AAAA data avail abl e, DNS64
SHOULD NOT i nclude synthetic AAAA RRs in the response (see Appendi x A
for an analysis of the notivations for and the inplications of not
complying with this recomendation). By default DNS64

i mpl enment ati ons MJUST NOT synthesize AAAA RRs when real AAAA RRs

exi st.

5.1.2. The answer when there is an error

If the query results in a response with RCODE other than O (No error
condition), then there are two possibilities. A result with RCODE=3
(Narme Error) is handl ed according to norrmal DNS operation (which is
normally to return the error to the client). This stage is stil
prior to any synthesis having happened, so a response to be returned
to the client does not need any special assenbly than would usually
happen in DNS operation

Any other RCODE is treated as though the RCODE were 0 (see sections
Section 5.1.6 and Section 5.1.7) and the answer section were enpty.
This is because of the large nunber of different responses from

depl oyed nane servers when they recei ve AAAA queries w thout a AAAA
record being available (see [ RFC4074]). Note that this nmeans, for
practical purposes, that several different classes of error in the
DNS are all treated as though a AAAA record is not available for that
owner nane.

It is inportant to note that, as of this witing, sone servers
respond with RCODE=3 to a AAAA query even if there is an A record
avai l abl e for that owner name. Those servers are in clear violation
of the meaning of RCODE 3, and it is expected that they will decline
in use as | Pv6 depl oynment increases.

5.1.3. Dealing with timeouts
If the query receives no answer before the tinmeout (which mght be
the timeout fromevery authoritative server, depending on whether the

DNS64 is in recursive resolver node), it is treated as RCODE=2
(Server failure).
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5.1.4. Special exclusion set for AAAA records

Sone | Pv6 addresses are not actually usable by IPv6-only hosts. If
they are returned to | Pv6-only querying agents as AAAA records,
therefore, the goal of decreasing the nunber of failure nodes wll

not be attained. Exanples include AAAA records with addresses in the
c:ffff:0:0/96 network, and possibly (depending on the context) AAAA
records with the site’s Pref::64/n or the Well-Known Prefix (see
bel ow for nore about the Well-Known Prefix). A DNS64 inplenentation
SHOULD provide a nechanismto specify IPv6 prefix ranges to be
treated as though the AAAA containing themwere an enpty answer. An
i mpl ementation SHOULD i nclude the ::ffff/96 network in that range by
default. Failure to provide this facility will mean that clients
querying the DNS64 function may not be able to comrunicate with hosts
that woul d be reachable from a dual -stack host.

When the DNS64 perforns its initial AAAA query, if it receives an
answer with only AAAA records containing addresses in the excluded
range(s), then it MJST treat the answer as though it were an enpty
answer, and proceed accordingly. |If it receives an answer with at

| east one AAAA record containing an address outside any of the

excl uded range(s), then it MAY build an answer section for a response
including only the AAAA record(s) that do not contain any of the
addresses inside the excluded ranges. That answer section is used in
the assenbly of a response as detailed in Section 5. 4.

Alternatively, it MAY treat the answer as though it were an enpty
answer, and proceed accordingly. It MJST NOT return the offending
AAAA records as part of a response.

5.1.5. Dealing with CNAME and DNAME

If the response contains a CNAME or a DNAME, then the CNAME or DNAME
chain is followed until the first termnating A or AAAA record is
reached. This nmay require the DNS64 to ask for an A record, in case
the response to the original AAAA query is a CNAME or DNAME without a
AAAA record to follow. The resulting AAAA or Arecord is treated

i ke any ot her AAAA or A case, as appropriate.

When assenbling the answer section, any chains of CNAME or DNAME RRs
are included as part of the answer along with the synthetic AAAA (if
appropriate).

5.1.6. Data for the answer when performing synthesis
If the query results in no error but an enpty answer section in the
response, the DNS64 attenpts to retrieve A records for the nane in

question, either by perfornming another query or, in the case of an
authoritative server, by examning its ow results. If this new ARR
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query results in an enpty answer or in an error, then the enpty
result or error is used as the basis for the answer returned to the
querying client. |If instead the query results in one or nore A RRs,
the DNS64 synt hesi zes AAAA RRs based on the A RRs according to the
procedure outlined in Section 5.1.7. The DNS64 returns the

synt hesi zed AAAA records in the answer section, renoving the A
records that formthe basis of the synthesis.

5.1.7. Perform ng the synthesis
A synthetic AAAA record is created froman A record as foll ows:
0 The NAME field is set to the NAME field fromthe A record
0o The TYPE field is set to 28 (AAAA).

0 The CLASS field is set to the original CLASS field, 1. Under this
specification, DNS64 for any CLASS other than 1 is undefined.

o The TTL field is set to the mininumof the TTL of the original A
RR and the SCA RR for the queried domain. (Note that in order to
obtain the TTL of the SOA RR, the DNS64 does not need to performa
new query, but it can renenber the TTL fromthe SOA RR in the
negative response to the AAAA query. |f the SOCA RR was not
delivered with the negative response to the AAAA query, then the
DNS64 SHOULD use a the mnimum of the TTL of the original A RR and
600 seconds. It is possible instead to query explicitly for the
SOA RR and use the result of that query, but this will increase
query load and tine to resolution for little additional benefit.)
This is in keeping with the approach used in negative caching
([ RFC2308] .

o0 The RDLENGTH field is set to 16

o0 The RDATA field is set to the IPv6 representation of the |Pv4
address fromthe RDATA field of the A record. The DNS64 MJST
check each A RR against configured | Pv4 address ranges and sel ect
the corresponding I Pv6 prefix to use in synthesizing the AAAA RR
See Section 5.2 for discussion of the algorithns to be used in
effecting the transfornmation

5.1.8. Querying in parallel

The DNS64 MAY performthe query for the AAAA RR and for the ARRInNn
parallel, in order to mnimze the del ay.

Note: Querying in parallel will result in performng unnecessary A RR
gueries in the case where no AAAA RR synthesis is required. A
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possi bl e trade-off would be to performthem sequentially but with a
very short interval between them so if we obtain a fast reply, we
avoid doing the additional query. (Note that this discussion is
relevant only if the DNS64 function needs to performexternal queries
t fetch the RR If the needed RRinformation is available |ocally,
as in the case of an authoritative server, the issue is no |onger

rel evant.)

5.2. Ceneration of the IPv6 representati ons of |Pv4 addresses

DNS64 supports nultiple algorithns for the generation of the |IPv6
representation of an | Pv4 address. The constraints inposed on the
generation algorithns are the foll ow ng:

The sane algorithmto create an | Pv6 address from an | Pv4 address
MUST be used by both a DNS64 to create the | Pv6 address to be
returned in the synthetic AAAA RR fromthe | Pv4 address contai ned
inan original ARR and by a IPv6/1Pv4 translator to create the

| Pv6 address to be included in the source address field of the

out going | Pv6 packets fromthe | Pv4 address included in the source
address field of the incom ng |Pv4 packet.

The al gorithm MUST be reversible; i.e., it MJST be possible to
derive the original |IPv4 address fromthe | Pv6 representation

The input for the algorithm MJST be linmted to the | Pv4 address,
the 1Pv6 prefix (denoted Pref64::/n) used in the |IPv6
representations and optionally a set of stable paraneters that are
configured in the DNS64 and in the NAT64 (such as fixed string to
be used as a suffix).

For each prefix Pref64::/n, n MJST be |less than or equal to 96
If one or nore Pref64::/n are configured in the DNS64 through
any neans (such as manual ly configured, or other automatic
means not specified in this docunent), the default al gorithm
MUST use these prefixes (and not use the Well-Known Prefix).

If no prefix is available, the algorithm MJUST use the Vel -
Known Prefix 64: FF9B::/96 defined in
[I-D.ietf-behave-address-format] to represent the |Pv4 unicast
address range

[[anchor6: Note in docunent: The value 64: FF9B::/96 is proposed as
the value for the Well-Known prefix and needs to be confirned
wheni s published as RFC.]][I-D.ietf-behave-address-format]

A DNS64 MUST support the algorithmfor generating |Pv6

representations of |Pv4 addresses defined in Section 2 of
[I-D.ietf-behave-address-format]. Mreover, the aforenmenti oned
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al gorithm MJUST be the default algorithmused by the DNS64. \While the
normative description of the algorithmis provided in
[I-D.ietf-behave-address-format], a sanple description of the
algorithmand its application to different scenarios is provided in
Section 7 for illustration purposes.

5.3. Handling other Resource Records and the Additional Section
5.3.1. PTR Resource Record

If a DNS64 server receives a PTR query for a record in the | P6. ARPA
domain, it MJUST strip the | P6. ARPA | abels fromthe QNAME, reverse the
address portion of the QNAME according to the encodi ng schene
outlined in section 2.5 of [ RFC3596], and exam ne the resulting
address to see whether its prefix matches any of the locally-
configured Pref64::/n or the default Well-known prefix. There are
two alternatives for a DNS64 server to respond to such PTR queri es.

A DNS64 server MJST provide one of these, and SHOULD NOT provi de both
at the same tine unless different |P6. ARPA zones require answers of
different sorts:

1. The first option is for the DNS64 server to respond
authoritatively for its prefixes. |If the address prefix matches
any Pref64::/n used in the site, either a NSP or the Wl | -Known
Prefix (i.e. 64:FF9B::/96), then the DNS64 server MAY answer the
query using locally-appropriate RDATA. The DNS64 server MAY use
the sane RDATA for all answers. Note that the requirenent is to
match any Pref64::/n used at the site, and not nerely the
| ocal | y-configured Pref64::/n. This is because end clients could
ask for a PTR record matching an address received through a
different (site-provided) DNS64, and if this strategy is in
ef fect, those queries should never be sent to the gl obal DNS
The advantage of this strategy is that it nakes plain to the
querying client that the prefix is one operated by the (DNS64)
site, and that the answers the client is getting are generated by
DNS64. The disadvantage is that any useful reverse-tree
information that might be in the global DNS is unavailable to the
clients querying the DNS64.

2. The second option is for the DNS64 naneserver to synthesize a
CNAME mappi ng the |1 P6. ARPA nanespace to the corresponding | N
ADDR. ARPA name. In this case, the DNS64 naneserver SHOULD ensure
that there is RDATA at the PTR of the correspondi ng | N ADDR. ARPA
nane, and that there is not an existing CNAME at that nane. This
is in order to avoid synthesizing a CNAMVE that makes a CNAME
chain longer or that does not actually point to anything. The
rest of the response would be the nornmal DNS processing. The
CNAME can be signed on the fly if need be. The advantage of this
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approach is that any useful information in the reverse tree is
available to the querying client. The disadvantage is that it
adds additional |load to the DNS64 (because CNAMES have to be
synt hesi zed for each PTR query that matches the Pref64::/n), and
that it may require signing on the fly.

If the address prefix does not match any Pref64::/n, then the DNS64
server MJST process the query as though it were any other query; i.e.
a recursive naneserver MJST attenpt to resolve the query as though it
were any ot her (non-A/ AAAA) query, and an authoritative server MJST
respond authoritatively or with a referral, as appropriate.

5.3.2. Handling the additional section

5.

3.

DNS64 synt hesi s MJUST NOT be perfornmed on any records in the
addi ti onal section of synthesized answers. The DNS64 MJST pass the
addi ti onal section unchanged.

NOTE: It may appear that adding synthetic records to the
additional section is desirable, because clients sonetinmes use the
data in the additional section to proceed wi thout having to re-
query. There is in general no prom se, however, that the
additional section will contain all the relevant records, so any
client that depends on the additional section being able to
satisfy its needs (i.e. without additional queries) is necessarily
broken. An IPv6-only client that needs a AAAA record, therefore,
will send a query for the necessary AAAA record if it is unable to
find such a record in the additional section of an answer it is
consuming. For a correctly-functioning client, the effect would
be no different if the additional section were enpty. The
alternative, of renoving the A records in the additional section
and replacing themw th synthetic AAAA records, may cause a host
behind a NAT64 to query directly a nameserver that is unaware of
the NAT64 in question. The result in this case will be resolution
failure anyway, only later in the resolution operation. The

prohi bition on synthetic data in the additional section reduces,
but does not elimnate, the possibility of resolution failures due
to cached DNS data from behind the DNS64. See Section 6.

3. Oher Resource Records

If the DNS64 is in recursive resolver node, then considerations
outlined in [I-D.ietf-dnsop-default-Iocal-zones] nay be rel evant.

Al'l other RRs MJST be returned unchanged. This includes responses to
queries for A RRs.
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5.4. Assenbling a synthesized response to a AAAA query

A DNS64 uses different pieces of data to build the response returned
to the querying client.

The query that is used as the basis for synthesis results either in
an error, an answer that can be used as a basis for synthesis, or an
enpty (authoritative) answer. |If there is an enpty answer, then the
DNS64 responds to the original querying client with the answer the
DNS64 received to the original (initiator’s) query. Oherw se, the
response i s assenbled as foll ows.

The header fields are set according to the usual rules for recursive
or authoritative servers, depending on the role that the DNS64 is
serving. The question section is copied fromthe origina
(initiator’s) query. The answer section is popul ated according to
the rules in Section 5.1.7. The authority and additional sections
are copied fromthe response to the final query that the DNS64
performed, and used as the basis for synthesis.

The final response fromthe DNS64 is subject to all the standard DNS
rul es, including truncation [ RFC1035] and EDNSO handling [ RFC2671].

5.5. DNSSEC processing: DNS64 in validating resolver node

We consider the case where a recursive resolver that is perfornmnng
DNS64 al so has a local policy to validate the answers according to
the procedures outlined in [ RFC4035] Section 5. W call this genera
case VDNS64.

The vDNS64 uses the presence of the DO and CD bits to make sone
deci si ons about what the query originator needs, and can react
accordi ngly:

1. If CDis not set and DOis not set, vDNS64 SHOULD perform
validation and do synthesis as needed. See the next itemfor
rul es about how to do validation and synthesis. In this case,
however, vDNS64 MJST NOT set the AD bit in any response.

2. If CDis not set and DOis set, then vDNS64 SHOULD perform
val idation. Whenever vDNS64 perforns validation, it MJST
val i date the negative answer for AAAA queries before proceeding
to query for A records for the same name, in order to be sure
that there is not a legitimte AAAA record on the Internet.
Failing to observe this step would allow an attacker to use DNS64
as a nechanismto circunvent DNSSEC. |If the negative response
val i dates, and the response to the A query validates, then the
vDNS64 MAY perform synt hesis and SHOULD set the AD bit in the
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6

6

answer to the client. This is acceptable, because [ RFC4035],
section 3.2.3 says that the AD bit is set by the nane server side
of a security-aware recursive nanme server if and only if it
considers all the RRSets in the Answer and Authority sections to
be authentic. In this case, the nane server has reason to
believe the RRSets are all authentic, so it SHOULD set the AD
bit. |If the data does not validate, the vDNS64 MJST respond wth
RCODE=2 (Server failure).

A security-aware end point nmight take the presence of the AD bit
as an indication that the data is valid, and may pass the DNS
(and DNSSEC) data to an application. |If the application attenpts
to validate the synthesized data, of course, the validation will
fail. One could argue therefore that this approach is not
desirabl e, but security aware stub resolvers nust not place any
reliance on data received fromresolvers and validated on their
behal f without certain criteria established by [ RFC4035], section
4.9.3. An application that wants to performvalidation on its
own should use the CD bhit.

3. If the CD bit is set and DO is set, then vDNS64 MAY perform
val i dation, but MJST NOT performsynthesis. It MJST return the
data to the query initiator, just like a regular recursive
resol ver, and depend on the client to do the validation and the
synthesis itself.
The di sadvantage to this approach is that an end point that is
transl ati on-oblivious but security-aware and validating will not
be able to use the DNS64 functionality. 1In this case, the end
point will not have the desired benefit of NAT64. |In effect,
this strategy neans that any end point that w shes to do
validation in a NAT64 context must be upgraded to be transl ation-
aware as wel|.

Depl oynent not es

While DNS64 is intended to be part of a strategy for aiding | Pv6

depl oynent in an internetworking environment with sonme | Pv4-only and
| Pv6-only networks, it is inmportant to realise that it is

i nconpatible with sone things that may be deployed in an |IPv4-only or
dual - st ack cont ext.

1. DNS resol vers and DNS64

Ful | -service resolvers that are unaware of the DNS64 function can be
(ms)configured to act as m xed-node iterative and forwarding

resolvers. In a native |IPv4d context, this sort of configuration may
appear to work. It is inpossible to make it work properly without it
bei ng aware of the DNS64 function, because it will likely at sone
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poi nt obtain IPv4-only glue records and attenpt to use them for
resolution. The result that is returned will contain only A records,
and without the ability to performthe DNS64 function the resol ver
will be unable to answer the necessary AAAA queries

6.2. DNSSEC val i dat ors and DNS64

An exi sting DNSSEC validator (i.e. that is unaware of DNS64) night
reject all the data that comes from DNS64 as havi ng been tanpered
with (even if it did not set CD when querying). |If it is necessary
to have validation behind the DNS64, then the validator nust know how
to performthe DNS64 function itself. Alternatively, the validating
host may establish a trusted connection with a DNS64, and all ow the
DNS64 recursive resolver to do all validation on its behal f.

6.3. DNS64 and nul ti honed and dual - st ack hosts
6.3.1. |IPv6 nmultihoned hosts

Synt heti ¢ AAAA records may be constructed on the basis of the network
context in which they were constructed. |If a host sends DNS queries
to resolvers in nmultiple networks, it is possible that sone of them
will receive answers froma DNS64 wi thout all of them being connected
via a NAT64. For instance, suppose a systemhas two interfaces, il
and i2. \Whereas il is connected to the |IPv4d Internet via NAT64, i2
has native | Pv6 connectivity only. 11 night receive a AAAA answer
froma DNS64 that is configured for a particular NAT64; the |Pv6
address contained in that AAAA answer will not connect with anything

via i2.

T + o m e +

| il (IPv6)+----NAT64-------- +l Pv4 I nternet|

| | o m e e e oo - +

| host [

| Fomm e e +

| i2 (IPVB)+----mommmmme - +l Pv6 Internet|

T + o m e +

Figure 1: IPv6 nultihomed hosts

This exanple illustrates why it is generally preferable that hosts
treat DNS answers fromone interface as local to that interface. The
answer received on one interface will not work on the other

interface. Hosts that attenpt to use DNS answers gl obally may
encounter surprising failures in these cases.

Note that the issue is not that there are two interfaces, but that
there are two networks involved. The sanme results could be achieved
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with a single interface routed to two different networks.
6.3.2. Accidental dual-stack DNS64 use

Simlarly, suppose that i1l has |IPv6 connectivity and can connect to
the I Pv4 Internet through NAT64, but i2 has native |IPv4 connectivity.
In this case, il could receive an | Pv6 address froma synthetic AAAA
that woul d better be reached via native IPv4. Again, it is worth
enphasi sing that this arises because there are two networks invol ved.

. + . +
| il (IPv6)+----NAT64-------- +l Pv4 I nternet|
| | e +
| host |

| o m e e e oo - +
[ 12 (IPv4)4------mmmemm oo - +l Pv4 I nternet|
. + . +

Fi gure 2: Accidental dual-stack DNS64 use

The default configuration of dual-stack hosts is that IPv6 is
preferred over |IPv4 ([RFC3484]). In that arrangenent the host wll
of ten use the NAT64 when native | Pv4 woul d be nore desirable. For
this reason, hosts with I Pv4 connectivity to the Internet should
avoi d using DNS64. This can be partly resolved by | SPs when
providing DNS resolvers to clients, but that is not a guarantee that
the NAT64 will never be used when a native |Pv4 connection should be
used. There is no general -purpose nmechanismto ensure that native
IPv4 transit will always be preferred, because to a DNS64-obli vious
host, the DNS64 | ooks just like an ordinary DNS server. Operators of
a NAT64 shoul d expect traffic to pass through the NAT64 even when it
is not necessary.

6.3.3. Intentional dual -stack DNS64 use

Finally, consider the case where the I Pv4 connectivity oni2 is only
with a LAN, and not with the IPv4 Internet. The IPv4 Internet is
only accessible using the NAT64. |In this case, it is critical that
the DNS64 not synthesize AAAA responses for hosts in the LAN, or el se
that the DNS64 be aware of hosts in the LAN and provi de context-
sensitive answers ("split view' DNS answers) for hosts inside the
LAN. As with any split view DNS arrangenent, operators nust be
prepared for data to | eak fromone context to another, and for
failures to occur because nodes accessible fromone context are not
accessi ble fromthe other.
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R LT + T +
il (IPv6)+----NAT64-------- +l Pv4 I nternet|
| o m e e e oo - +

I
i2 (IPv4)+---(local LAN only)

Figure 3: Intentional dual-stack DNS64 use

It is inportant for deployers of DNS64 to realise that, in sone
circunstances, making the DNS64 avail able to a dual -stack host will
cause the host to prefer to send packets via NAT64 instead of via
native I Pv4, with the associated | oss of performance or functionality
(or both) entailed by the NAT. At the sane tine, some hosts are not
able to |l earn about DNS servers provisioned on | Pv6 addresses, or
simply cannot send DNS packets over | Pv6.

7. Deploynent scenarios and exanpl es

In this section we illustrate how the DNS64 behaves in different
scenarios that are expected to be common. In particular we wll
consider the follow ng scenarios defined in
[I-D.ietf-behave-vév4-framework]: the an-1Pv6-network-to-IPv4-
Internet scenario (both with DNS64 in DNS server node and in stub-
resol ver node) and the I Pv6-Internet-to-an-I1Pv4-network setup (with
DNS64 in DNS server node only).

In all the exanples below, there is a |Pv6/IPv4 translator connecting
the | Pv6 domain to the I Pv4 one. Also there is a name server that is
a dual -stack node, so it can communicate with I Pv6 hosts using | Pv6
and with I Pv4 nodes using IPv4. 1In addition, we assune that in the
exanpl es, the DNS64 function learns which IPv6 prefix it needs to use
to map the | Pv4 address space through manual configuration

7.1. Exanple of An-1Pv6-network-to-1Pv4-Internet setup with DNS64 in
DNS server node

In this exanple, we consider an I Pv6 node located in an | Pv6-only
site that initiates a communication to an | Pv4 node | ocated in the
| Pv4 | nternet.

The scenario for this case is depicted in the follow ng figure:
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Fom e e e oo + T +
| I Pv6 network | | | Pv4 |
[ I e + | Internet [
[ |--] Name server |--| [
[ | | with DNS64 | | +----+ |
| ] e R |
|1 HL |- | |t |
| +---+ | R + | 192.0.2.1 |
| [---] IPv6/IPv4 |--]| |
[ [ | Translator | | [
| | e + |
I I I I I
Fom e e e oo + T +

Figure 4: An-1Pv6-network-to-1Pv4-Internet setup with DNS64 in DNS
server node

The figure shows an | Pv6 node H1 and an | Pv4 node H2 with | Pv4
address 192.0.2.1 and FQN h2. exanpl e. com

The 1 Pv6/1Pv4 Transl ator has an | Pv4 address 203.0.113.1 assigned to
its IPv4 interface and it is using the WKP 64: FF9B: : /96 to create

| Pv6 representations of |Pv4 addresses. The sane prefix is
configured in the DNS64 function in the | ocal nane server

For this exanple, assume the typical DNS situation where |Pv6 hosts
have only stub resolvers, and they are configured with the I P address
of a name server that they always have to query and that perforns
recursive | ookups (henceforth called "the recursive naneserver").

The steps by which Hl establishes comunication with H2 are:

1. Hl does a DNS | ookup for h2.exanmple.com Hl does this by sending
a DNS query for a AAAA record for H2 to the recursive nane
server. The recursive nane server inplenents DNS64
functionality.

2. The recursive nane server resolves the query, and di scovers that
there are no AAAA records for H2.

3. The recursive nanme server perforns an A-record query for H2 and
gets back an RRset containing a single Arecord with the |IPv4
address 192.0.2.1. The nane server then synthesizes a AAAA
record. The IPv6 address in the AAAA record contains the prefix
assigned to the IPv6/1Pv4 Translator in the upper 96 bits and the
received I Pv4 address in the lower 32 bits i.e. the resulting
| Pv6 address is 64:FF9B::192.0.2.1
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4. Hl receives the synthetic AAAA record and sends a packet towards
H2. The packet is sent to the destination address 64: FF9B::
192.0. 2. 1.

5. The packet is routed to the IPv6 interface of the | Pv6/IPv4d
translator and the subsequent conmunication flows by neans of the
| Pv6/ 1 Pv4 transl ator nechani sns.

7.2. An exanple of an-1Pv6-network-to-1Pv4-Internet setup with DNS64 in
st ub-resol ver node

This case is depicted in the follow ng figure:

e e e e e e e e o + e e e o +
| 1 Pv6 network [ [ | Pv4 [
| | e + | Internet |
| | ----- | Name |----] |
| +----- + | | server | | +---+ |
| JoHL ] e ol H |
| Jwith |---] | |4t |
| | DNS64| | R + | 192.0.2.1 |
| +----+ [---] IPv6/IPv4d |--]| [
| | | Translator | | |
| | e + |
I I I I I
e e e e e e e e o + e e e o +

Figure 5. An-1Pv6-network-to-1Pv4-Internet setup with DNS64 in stub-
resol ver node

The figure shows an | Pv6 node Hl inplenmenting the DNS64 function and
an | Pv4 node H2 with | Pv4 address 192.0.2.1 and FQDN h2. exanpl e. com

The 1 Pv6/1Pv4 Transl ator has an | Pv4 address 203.0.113.1 assigned to
its IPv4 interface and it is using the WKP 64: FF9B:: /96 to create

| Pv6 representations of |Pv4 addresses. The sane prefix is
configured in the DNS64 function in HIl.

For this exanple, assune the typical DNS situation where |Pv6 hosts
have only stub resolvers, and they are configured with the |IP address
of a name server that they always have to query and that perforns
recursive | ookups (henceforth called "the recursive naneserver").

The recursive nane server does not performthe DNS64 function

The steps by which Hl establishes comunication with H2 are:
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1. Hl does a DNS | ookup for h2.exanple.com Hl does this by sending
a DNS query for a AAAA record for H2 to the recursive nane
server.

2. The recursive DNS server resolves the query, and returns the
answer to Hl. Because there are no AAAA records in the gl oba
DNS for H2, the answer is enpty.

3. The stub resolver at Hl then queries for an A record for H2 and
gets back an A record containing the | Pv4 address 192.0.2.1. The
DNS64 function within HL then synthesizes a AAAA record. The
| Pv6 address in the AAAA record contains the prefix assigned to
the 1Pv6/1Pv4 translator in the upper 96 bits, then the received
| Pv4 address i.e. the resulting | Pv6 address is 64: FF9B::
192.0.2. 1.

4, Hl sends a packet towards H2. The packet is sent to the
destination address 64: FF9B: :192. 0. 2. 1.

5. The packet is routed to the IPv6 interface of the |1Pv6/I1Pv4d
transl ator and the subsequent conmunication flows using the |Pv6/
| Pv4 transl ator mechani sms.

7.3. Exanple of IPv6-Internet-to-an-1Pv4-network setup DNS64 in DNS
server node

In this exanple, we consider an |IPv6 node located in the |Pv6
Internet that initiates a communication to an | Pv4 node located in
the I Pv4 site.

In some cases, this scenario can be addressed w thout using any form
of DNS64 function. This is so because it is possible to assign a
fixed 1 Pv6 address to each of the IPv4 nodes. Such an |IPv6 address
woul d be constructed using the address transformation al gorithm
defined in [I-D.ietf-behave-address-fornmat] that takes as input the
Pref64::/96 and the | Pv4 address of the I Pv4 node. Note that the

| Pv4 address can be a public or a private address; the latter does
not present any additional difficulty, since an NSP nust be used as
Pref64::/96 (in this scenario the usage of the Well-Known prefix is
not supported as discussed in [I-D.ietf-behave-address-format]).
Once these | Pv6 addresses have been assigned to represent the |Pv4
nodes in the IPv6 Internet, real AAAA RRs containing these addresses
can be published in the DNS under the site’s domain. This is the
recomended approach to handle this scenario, because it does not

i nvol ve synt hesi zi ng AAAA records at the tinme of query.

However, there are sone nore dynam c scenari os, where synthesizing
AAAA RRs in this setup may be needed. |In particular, when DNS Update
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[ RFC2136] is used in the IPv4 site to update the A RRs for the | Pv4
nodes, there are two options: One option is to nodify the DNS server
that receives the dynam c DNS updates. That would normally be the
authoritative server for the zone. So the authoritative zone woul d
have normal AAAA RRs that are synthesized as dynam ¢ updates occur
The other option is nodify all the authoritative servers to generate
synthetic AAAA records for a zone, possibly based on additiona
constraints, upon the receipt of a DNS query for the AAAA RR The
first option -- in which the AAAA is synthesized when the DNS update
message is received, and the data published in the relevant zone --

i s recomended over the second option (i.e. the synthesis upon
recei pt of the AAAA DNS query). This is because it is usually easier
to sol ve problens of m sconfiguration when the DNS responses are not
bei ng generated dynami cally. However, it may be the case where the
primary server (that receives all the updates) cannot be upgraded for
what ever reason, but where a secondary can be upgraded in order to
handl e the (conparatively snmall anount) of AAAA queries. |n such
case, it is possible to use the DNS64 as described next. The DNS64
behavi or that we describe in this section covers the case of

synt hesi zi ng the AAAA RR when the DNS query arrives.

The scenario for this case is depicted in the follow ng figure:

o e oo + o e e ee oo +
| | | | Pvd site |
| | Pv6 | R + +----+
| I'nternet |----] IPv6/I1Pv4 |--]|---] H2 | [
| | | Translator | | +----+
I I Hommmeeoo + | I
| | | | 192.0.2.1 |
I I AR + I
| | ----|] Name server|--| |
[ [ | with DNS64 | | [
S + S + |
I I I I
oo | |
| HL | R e +
+--- -+

Figure 6: | Pv6-Internet-to-an-|Pv4-network setup DNS64 in DNS server
node

The figure shows an | Pv6 node H1 and an | Pv4 node H2 with | Pv4
address 192.0.2.1 and FQDN h2. exanpl e. com

The 1 Pv6/1Pv4 Translator is using a NSP 2001:DB8::/96 to create | Pv6
representations of |Pv4 addresses. The sanme prefix is configured in
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the DNS64 function in the |ocal name server. The nanme server that
i mpl ements the DNS64 function is the authoritative name server for
the | ocal donain.

The steps by which Hl establishes comunication with H2 are:

1. Hl does a DNS | ookup for h2.exanple.com Hl does this by sending
a DNS query for a AAAA record for H2. The query is eventually
forwarded to the server in the IPv4 site.

2. The local DNS server resolves the query (locally), and discovers
that there are no AAAA records for H2.

3. The name server verifies that h2.exanple.comand its A RR are
anong those that the local policy defines as allowed to generate
a AAAARR from If that is the case, the name server synthesizes
a AAAA record fromthe A RR and the prefix 2001:DB8::/96. The
| Pv6 address in the AAAA record is 2001: DB8::192.0.2.1

4. Hl receives the synthetic AAAA record and sends a packet towards
H2. The packet is sent to the destination address 2001: DBS:
192.0.2. 1.

5. The packet is routed through the IPv6 Internet to the |IPv6
interface of the IPv6/IPv4 translator and the communi cation flows
using the 1 Pv6/1Pv4 transl ator nechani sns.

8. Security Considerations

DNS64 operates in conmbination with the DNS, and is therefore subject
to what ever security considerations are appropriate to the DNS node
in which the DNS64 is operating (i.e. authoritative, recursive, or
stub resol ver node).

DNS64 has the potential to interfere with the functioning of DNSSEC
because DNS64 nodi fies DNS answers, and DNSSEC i s designed to detect
such nodification and to treat nodified answers as bogus. See the
di scussi on above in Section 3, Section 5.5, and Section 6. 2.

Additionally, for the correct functioning of the translation
services, the DNS64 and the NAT64 need to use the sane Pref64. |If an
attacker nanages to change the Pref64 used by the DNS64, the traffic
generated by the host that receives the synthetic reply will be
delivered to the altered Pref64. This can result in either a DoS
attack (if resulting | Pv6 addresses are not assigned to any device)
or in a flooding attack (if the resulting | Pv6 addresses are assi gnhed
to devices that do not wish to receive the traffic) or in
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eavesdroppi ng attack (in case the Pref64 is routed through the
attacker).
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Appendi x A,  Mtivations and Inplications of synthesizing AAAA Resource
Records when real AAAA Resource Records exi st

The notivation for synthesizing AAAA RRs when real AAAA RRs exist is
to support the follow ng scenario:

An | Pv4-only server application (e.g. web server software) is
runni ng on a dual -stack host. There nmay al so be dual -stack server
applications running on the sane host. That host has fully
routable IPv4 and | Pv6 addresses and hence the authoritative DNS
server has an A and a AAAA record.

An | Pv6-only client (regardless of whether the client application
is |Pv6-only, the client stack is IPv6-only, or it only has an
| Pv6 address) wants to access the above server

The client issues a DNS query to a DNS64 resol ver.

If the DNS64 only generates a synthetic AAAA if there’'s no real AAAA
then the communication will fail. Even though there’'s a real AAAA
the only way for communication to succeed is with the translated
address. So, in order to support this scenario, the adm nistrator of
a DNS64 service may want to enable the synthesis of AAAA RRs even
when real AAAA RRs exi st.

The inplication of including synthetic AAAA RRs when real AAAA RRs
exist is that translated connectivity nay be preferred over native
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connectivity in some cases where the DNS64 is operated in DNS server
node.

RFC3484 [ RFC3484] rul es use longest prefix match to select the
preferred destination address to use. So, if the DNS64 resol ver
returns both the synthetic AAAA RRs and the real AAAA RRs, then if
the DNS64 is operated by the sanme donmain as the initiating host, and
a gl obal unicast prefix (called an NSP in
[I-D.ietf-behave-address-format]) is used, then a synthetic AAAA RR
is likely to be preferred.

This means that without further configuration

In the "An I Pv6 network to the IPv4 Internet" scenario, the host
will prefer translated connectivity if an NSP is used. If the
Vel | -Known Prefix defined in [I-D.ietf-behave-address-format] is
used, it will probably prefer native connectivity.

In the "I Pv6 Internet to an | Pv4 network" scenario, it is possible
to bias the selection towards the real AAAA RR if the DNS64

resol ver returns the real AAAA first in the DNS reply, when an NSP
is used (the Well-Known Prefix usage is not supported in this
case)

In the "An I Pv6 network to | Pv4 network" scenario, for |oca
destinations (i.e., target hosts inside the local site), it is
likely that the NSP and the destination prefix are the sane, so we
can use the order of RRin the DNS reply to bias the selection
through native connectivity. |If the Well-Known Prefix is used,
the | ongest prefix match rule will select native connectivity.

The probl em can be sol ved by properly configuring the RFC3484
[ RFC3484] policy table.
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