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Abstract

A stateless | Pv4/1Pv6 translator may receive | CMPv6 packets
cont ai ni ng non | Pv4-transl at abl e addresses as the source that should
be passed across the translator as an | CMP packet directed to the the
| Pv4-transl atabl e destination. This docunent discusses the

consi derations and the statel ess address mapping al gorithns for
source address translation in | CMPv6 headers for such cases.

Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 15, 2011
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I nt roducti on

The 1 P/1CVWP transl ati on docunent of |Pv4/1Pv6 translation [ RFC6145]
states that "the I Pv6 addresses in the | CMWv6 header nmay not be |Pv4-
transl at abl e addresses and there will be no correspondi ng | Pv4
addresses represented of this IPv6 address. In this case, the
translator can do stateful translation. A mechanism by which the
translator can instead do stateless translation is left for future
work." This docunment defines such a stateless translation nmechani sm

Not ati onal Conventi ons

The key words MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ RFC2119].

Probl em St at ement and Consi der ati ons

When a statel ess I Pv4/1Pv6 transl ator receives an | CMPv6 nmessage (for
exanpl e "Packet Too Big") sourced froman non-I1Pv4-transl atable | Pv6
address, directed to an | Pv4-translatable |1 Pv6 address, it needs to
generate an | CMP nessage. For the reasons di scussed bel ow, choosing
the source | Pv4 address of this | CMP nessage is problematic.

The address used should not cause the | CVWP packet to be a candidate
for discarding, particularly in the contest of uRPF filters

[ RFC3704]. This consideration precludes the use of private |Pv4
address space [ RFC1918] in this context.

It is also a consideration that the I Pv4/1Pv6 translation is intended
for use in contexts where | Pv4 addresses nmay not be readily
available, so it is not considered to be appropriate to use |Pv4-
transl atable | Pv6 addresses for all internal points in the |IPv6
network that may originate | CMPv6 nessages.

It is also an objective that it is possible for the | Pv4 recipient of
the 1 COWP nmessage be able to distinguish between different |Pv6 | CMPVE
originations (for exanple, to support a traceroute diagnostic utility
that provides sone limted network | evel visibility across the |Pv4/
IPv6 translator). This inplies that a | Pv4/IPv6 translator needs to
have a pool of |Pv4 addresses to be used for mapping the source
address of | CMPv6 packets generated fromdifferent originations.

These addresses are for use in the source address of | CWMP packets,

and therefore are not intended to be used as a destination address
for any packet. It is therefore possible to use a conmon address
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pool for the IPv4/1Pv6 translation protocol, and, considering an

obj ective of constraining the use of these I Pv4 addresses in this
application, it is feasible to use a common address pool for napping
the source addresses of non-translatable | CMPv6 packets as a part of
the protocol specification

These considerations |eads to the reconmendati on of drawi ng an | Pv4
/24 prefix fromthe | ANA Speci al Purpose Address Registry as a "Wl -
Known Prefix" for use by IPv4/1Pv6 translators for the purpose of
mappi ng ot herwi se untransl atable | Pv6 source addresses of | CVMPv6
nmessages to | Pv4 | CMP nmessages

Rout i ng Consi derations

Addresses fromthe assigned address prefix are intended to be used as
source addresses and not as destination addresses in the context of
the public network. As packets passing through the public network
need to pass through conventional packet filters, including uRPF
filters [RFC3704], this inplies that the assigned address nmay be used
in routing advertisenents. Such routing advertisements are non-

excl usi ve and should be accepted fromany originating AS in an
anycast fashion.

Possi bl e Statel ess Address Mappi ng Al gorithms

When an I Pv4 /24 prefix is allocated to represent the source address
of ICWP, the Last Octet can be generated using one of the follow ng
al gorithns.

o0 The translator can randomy generates the Last Cctet of the /24
prefix for different non | Pv4-transl atabl e addresses. However, in
this case the translator may need to naintain states to ensure
same non | Pv4-transl atable | Pv6 address maps to sane | Pv4 address.

0 The translator can copy the "Hop Count" in the |Pv6 header of the
ICVMPV6 to the Last Octet. Routers typically emit |CWPv6 packets
with the sane hop count, thus as the | CMPv6 packet is routed
through the network its hop count is decreased. However, if the
routers emt | CWMPv6 packets with different hop counts, it may give
the appearance of a routing loop to tools such as traceroute.

That mnor side-effect in that particular case cannot be avoi ded
while still being stateless.

0 Hashing of the I1Pv6 address to generate a 8 bit value which wll

be used to generate the last octet. |In this case, there is no
need to mai ntain expensive states, except hashing table which
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shoul d be sinple with m ninmal nenory usage and consune mni nal CPU
cycles. If the hashing function is good and there are linited
nunber of 1Pv6 routers (< 256) on the |IPv6 side of the network, we
will get unique |IPv4 addresses to map the addresses of the |IPv6
routers with (1) | ookup

The sel ection of the algorithm SHOULD be a configuration function in
the | Pv4/1Pv6 translator.

Security Considerations

The use of an address for source addresses in | CMP packets is
considered "safe" in so far as | CMP packets are not intended to
generate responses directed to the source address.

However it is possible to use this address as a neans of gaining
anonynmity when | aunching a denial of service attacks by using this
address as the source address for other fornms of malicious traffic.
Packet firewall filters should be configured to treat addresses in
the 1 ANA-assigned /24 network as martian addresses by discarding al
non- | CMP packets that use the | ANA-assigned /24 network as a source
address, and all packets that use the | ANA-assigned /24 network as a
destination address.

| ANA Consi der ati ons

I ANA is requested to nake a permanent assignnent of a /24 fromthe
| Pv4 Special Purpose Address Registry [RFC5736]. The assigned
address is to be used in the context of generating an | Pv4 source
address for mapped | CMPv6 packets bei ng passed through a statel ess
| Pv4/ 1 Pv6 translator. The assignment is under the category of a
speci al i zed use of a designated address bl ock in an anycast context
associated with an Internet Standards Track protocol

The |1 ANA | Pv4 Special Purpose Address Registry records are:

o Prefix 192.70.192.0/24

0 Description: To be used in the context of generating an |Pv4
source address for mapped | CMPv6 packets being passed through a
statel ess | Pv4/1Pv6 transl ator.

0 Begin: 2011-06-01

o End: Never
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0 Purpose: Stateless | CWv6/I CMP translation

0o Contact: See RFC

0 Scope: Addresses fromthe assigned address prefix are intended to
be used as source addresses and not as destination addresses in
the context of the public network.

o RFC This draft.
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