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1.

I nt roducti on

NEA has standardi zed a transport agnostic Posture Broker (PB)
protocol defined in [ RFC5793] to effect a network endpoi nt assessnent
bet ween a Posture Broker Cient and a Posture Broker Server. These
PB nessages can be transported inside the already defined Type-
Lengt h- Val ue containers in existing TLS-based tunne EAP nethods such
as PEAP, EAP-FAST and TTLS. Similarly, this docunment also defines a
TCP based transport, PT-TCP, that uses TLVs encapsul ated within TLS

Speci fication Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

Prot ocol Layering Mdel
When using EAP as the transport, the PB nessages can be encapsul ated
in the TLVs defined by the tunnel EAP nethods. For TLS a new TLV
container is defined to facilitate the PB transport over TCP. The

foll owi ng di agram denonstrates the rel ati onshi p between protocols
when an EAP tunnel nethod is used:

| EAP tunnel based met hod |

[ Carrier Protocol (EAPOL, RADIUS, D aneter, etc.)

EAP based Protocol Layering Mde

The follow ng di agram denonstrates the protocol relationship of PB
when PT-TCP is used:
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PT- TCP based Protocol Layering Mdel

4. Protocol Flows
There are two distinct phases in TLS based transport operation:

1. TLS Setup Phase: are the nmessages used to establish TLS channe
protection for the posture nessages. The TLS Setup Phase begins
with either the Posture Transport Cient or Posture Transport
Server initiating the TLS Handshake protocol to establish the
protected TLS channel

2. Data Transport Phase: are the nessages that are protected by the
TLS Record encapsul ation. This phase is usually broken up into
an optional entity authentication phase foll owed by the exchange
of TLVs carrying NEA dat a.

4.1. PT-TCP Protocol Flow

This section describes the general flow of nmessages between the NEA
Posture Transport Cient and the NEA Posture Transport Server

4.1.1. Initiating a PT-TCP session
Wth the use of TLS as the transport, it is possible for either the
Posture Transport Cient or the Posture Transport Server to initiate
a PT-TCP sessi on.

4.1.2. TCP Port Usage
I ANA is requested to allocate a TCP Port nunber for the use of PT-TCP
so that both the Posture Transport Cient and Posture Transport
Server can communi cate on a known all ocated port.

4.1.3. TLS Setup Phase

Typically, it is the NEA Cient (e.g. the Posture Transport Cient)
that initiates the TLS Setup Phase. However, either party, e.g. the
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Posture Transport Client or the Posture Transport Server may
establish a TCP connection and initiate the TLS Handshake protocol
Furt hernmore, the TLS Handshake protocol is also used to establish the
cryptographic protections used to secure the data carried within TLS
Recor ds

In typical deploynments, it is expected for the initiator of a NEA
exchange to initiate the TLS Setup. However, this specification
allows for multiple NEA data transactions and as such, each
transaction may originate fromeither the NEA client or the NEA
server. Furthernore, through the use of the TLS session
capabilities, PT-TCP also allows for the re-use of the TLS based (PT-
TCP) session to allow either the NEA Cient or the NEA Server to
trigger subsequent NEA exchanges.

4.1.4. NEA Data Transport Phase in PT-TCP

Once the PT-TCP session has been established, either the NEA dient
or the NEA Server can trigger a NEA data transaction (typically a
posture assessnment). The initiator for the NEA data transaction
encapsul ates the PB nmessages in a TLV as described in Section 5.1

As PT-TCP is full-duplex (by the TLS design), it supports the ful
capabilities of the PB-TNC state machi ne.

4.1.5. Entity Authentication using SASL in PT-TCP

| npl enent ati ons nmay support entity authentication through the use of
SASL [ RFC4422]. This section details the SASL profile for PT-TCP

Typically, the PT-TCP initiator will also initiate the SASL exchange.
The responder presents a list of SASL mechanismit supports through
the use of the SASL-AUTH MECH TLV. The initiator may request a list
of SASL aut hentication nechani sns by sending an enpty |ist of
mechani sms in the SASL- AUTH MECH TLV.

The initiator starts the authentication by sending a SASL-AUTH TLV
with the mech field containing the nane of the mechanismit selects.
If the selected nmechanismhas an initial response then the client

i ncludes that response in the auth-data field. |f necessary the
responder sends a SASL-AUTH TLV with the auth-data field containing a
SASL chal l enge for the selected nmechanism The SASL- AUTH exchange
continues in this manner until the authentication conpletes upon
compl etion the responder sends a SASL-RESULT TLV. If the

aut hentication is successful the SASL-RESULT TLV contains an result
code of success. |If the authentication fails the SASL-RESULT TLV
contains a result code indicating the reason for the failure. The
initiator may abort the exchange by sending a SASL-RESULT TLV with an
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ABORT result code

| mpl enent ati ons MUST provide the EXTERNAL SASL nechanismif the
initiator is authenticated during the TLS establishnent.
| mpl enent ati ons MJST al so support the PLAIN SASL nechani sm

4.1.5.1. Service Nane
The service nanme for PT-TCP is "nea-pt-tcp".

4.1.5.2. Mechani sm Negotiation
Mechani sm Negotiation is perforned using the SASL- AUTH MECH TLV. The
SASL- AUTH MECH TLV contains the list of nechanisns supported by the
responder. The initiator may send a SASL- AUTH MECH TLV with an
enptily list to request a list format fromthe responder

4.1.5.3. Message Definition
The initiator starts authentication by sending a SASL-AUTH TLV
i ndi cating the sleeted nechanism The initial nmessage may contain an
initial response if required by the sel ected nechanism Subsequent
chal | enges and response are carried within SASL-AUTH TLVs between the
initiator and responder carrying the authentication data for the
nmechani sm  The authentication outcome is comunicated in a SASL-
RESULT TLV contai ning a status code.

4.1.5.4. Authorization Identity

The nea-pt-tcp protocol does not nmake use of an authorization
identity.

4.1.5.5. Aborting Authentication

The initiator nmay abort the authentication exchange by sending the
SASL- AUTH RESULT TLV with a status code of ABORT.

4.1.5.6. Security Layers

The NEA PT-TCP protocol always runs under the protection of TLS
SASL security layers are not used.

4.1.5.7. Miltiple Authentications
Only one authentication may be in progress at any one tine. Once an

aut henti cation conpl etes, successfully on unsuccessfully, a new
aut hentication nmay be initiated.
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4.2. Tunnel EAP Message Fl ow

This section discusses the general flow of messages between the NEA
Client’s Posture Transport Cient and the NEA Server’'s Posture
Transport Server in order to perform NEA assessnents when using a
tunnel EAP net hod.

When NEA data exchange is conducted in a tunnel EAP nethod, it
typically consists of four phases:

1. Establishnent of EAP tunnel nethod: a secure and protected TLS
channel is established between the Transport Cient and Transport
Server, after the Transport Server’s identity has been
aut henticated and a shared secret encryption key is established
bet ween t hem

2. Entity authentication: during this phase, the NEA dient’s
Posture Transport Client’s identity m ght be optionally
aut henti cated, so appropriate posture assessment policy could be
applied according to the authenticated entity. Typically, it is
done via an inner EAP nethod or authentication exchanges wthin
the protected tunnel. |In addition, the identity could also be
aut henticated as part of the tunnel establishnent instead (e.g.
the client sends a client certificate as part of the tunne
establishment).

3. Posture assessment: the posture data are exchanged between the
NEA Cient’'s Posture Transport client and NEA Server’'s Posture
Transport Server. The posture data is encapsulated in a TLV or
TLV li ke type object, as described in Section 5. 2.

4. Concl usion phase: the result of the authentication and/or posture
assessnent is exchanged between the client and server, so they
wi || have synchroni zed state. Optional cryptographic binding
m ght be done to ensure both peers are involved in both the
tunnel establishnent and the inner nmethod exchanges. Both sides
are ready to tear down the tunnel and finish the EAP net hod.

At the end of the tunnel EAP nethod, an EAP-Success or EAP-Failure
will be sent by the EAP server to indicate the end of the EAP

aut hentication, and the NAS will apply appropriate authorization
policy based on the authentication and posture assessnment result.

5. Packet Formats

As there is no explicit authentication expected in the PB-PA nessage
exchanges, no new inner EAP nethod is required; rather, the TLV
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formats defined in existing EAP tunnel methods can be used to
encapsul ate and transport PB-PA nmessages. Simlarly, when using TLS
a TLV format can be defined to carry NEA data. This section

descri bes how NEA data can be carried in either a tunnel EAP nethod
or TLS.

5.1. PT-TCP transport Format

This section defines a Type-Length-Value (TLV) encapsul ation for
carrying NEA data in a TLS channel. The TLS channel MJST be
protected to carry NEA data using the encapsul ati on defi ned bel ow.
The fields are transmitted fromleft to right.

1 2 3
1234567890123456789012345678901
B i i S T e S S e s i I S e e e
R | TLV Type | Length |
e S s s R T S S L h N RPN DR SRS

Length | Dat a [

B s T T ST S o i ST L o S i T ot ST S S S S
Dat a |

B i i S T e S S e s i I S e e e

0
0

+— 4+

Reserved, set to zero (0)

TLV Type

TLV Type Code. Allocated Types incl ude:

0 Reserved
1 NEA TLV
2 SASL- MECH TLV
3 SASL- AUTH TLV

4  SASL- RESULT TLV
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Length

The length of the Data field in octets.

Dat a
Data according to the TLV type.
5.1.1. NEA TLV

1 2 3
1234567890123456789012345678901
B i s i T T i St S e T i i S S S S
R | TLV Type | Length |
e T S e e T s ol ol S R R SR R S S T S i sl S S S S S S

Length | PB- TNC Header |

T R e s i e e o e e R i st S R N R o
PB- TNC Header [ PB- PA Message. .. [

B i s i T T i St S e T i i S S S S
PB- PA Message. .. [
e T S e e T s ol ol S R R SR R S S T S i sl S S S S S S

o o

F— 4+

Reserved, set to zero (0)

TLV Type

1 for NEA TLV

Length

The length of the Value field in octets.

PB- TNC Header

The PB- TNC encapsul ati on header as described in [ RFC5793].
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PB- PA Message

The message between the Posture Broker dient and Posture Broker
Server as described in [ RFC5793].

5.1.2. SASL- MECH TLV

1 2 3
1234567890123456789012345678901
B s T e e e i T e s i sl sl S S S S S S S S
R | TLV Type | Length |
B T e e S e i e i i S T S S e S S i o i TR S N

Length [ Mech- Name- Lengt h [

B T T S T T i i S o T sl i S S I S
Mechani sm Nane |
+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!I-
Mech- Narre- Lengt h | |

R i i i S e e S et oI B S R |
I

+

Mechani sm Nane

+-
I
+-
I
+-
|
I
+-
I
+-
I
B S i i o S e e e e S A S S S i Sue S

The SASL- MECH TLV contains a |ist of supported SASL nechanisns. Each
mechani sm nane consists of a name length foll owed by the nane. The
total length of the list is determined by the TLV length field.

Reserved, set to zero (0)

TLV Type

2 for SASL-MECH TLV
Length

The length of the Value field in octets. The value field contains
the list of nmechani sm nanes.
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Mech- Name- Lengt h
Length of the mechani sm nane in bytes.
Mech- Name
SASL nmechani sm Nanme adhering to the rules defined in [ RFC4422].

5.1.3. SASL-AUTH TLV

1 2 3
1234567890123456789012345678901
B i s T T S T et S S T S I T s sl s ol ST S S S
| R TLV Type | Length |
B T i S S i S T h T i S S S S e
| Length | Mech- Nare- Lengt h |
B E e r e s i s i o T T s S S S S 2
| Mechani sm Nare
-
I
I
I
+-

B S T i S S e e e e s s i S S e S o

—_——

Mechani sm Dat a |
B e T i e S i T e o R e S e S S i ot e TR S N S

The SASL- AUTH TLV contains data pertaining a SASL nechanism The
mechani sm nane is included in each SASL-AUTH TLV. The TLV is used by
the initiator to select froma list of supported nmechani sns provided
by the responder. The initial response fromthe initiator may
contain Mechani sm Data containing the initial response. |f the
mechani sm sel ect ed does not use an initial response then the
mechanismdata field is not included. The SASL-AUTH TLV is al so used
to comuni cate SASL nechani smdata fromthe responder to the
initiator.

Reserved, set to zero (0)
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TLV Type

3 for SASL-AUTH TLV

Lengt h

The length of the Value field in octets. The value field contains
a mechani sm nane and optional nechani sm dat a.

Mech- Name- Lengt h
Length of the mechani sm nane in bytes.
Mech- Name

SASL nmechani sm Nanme adhering to the rules defined in [ RFC4422].
This is the mechani sm sel ected for use by the initiator.

Mech- Nane

SASL nmechani sm data for named nmechanism This field nmay be
omtted in the initial response fromthe initiator if the selected
mechani sm does not use an initial response.

5.1. 4. SASL-RESULT TLV

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| R TLV Type [ Lengt h [
B e i i e o e e S T S e e s i i TR S
| Length [ Resul t - Code |
B e o i T o S e i T e e e S i s ot o S R TR S

The SASL- RESULT TLV contains the result of the SASL Exchange. A
result code of O indicates success. Oher result codes indicate sone
sort of failure. A result code of 1 indicates the exchange was
aborted by the sender. A result code of 2 indicates a failure within
the mechanism Only the responder side of the conversation may send
a successful result code. Either side may send a failure result code
which term nates the current authentication conversation
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Reserved, set to zero (0)

TLV Type

4 for SASL-Result TLV

Length

The length of the Value field in octets. This field is set to 2

Result Code

The val ue of the result code.

0 Success
1 Abort

2 Mechani sm Fail ure

5.2. Using tunnel EAP to transport NEA data

This section describes the TLV encapsul ation used in three
predom nant tunnel EAP nethods depl oyed today: PEAP, EAP-FAST and
TTLS. Wien using EAP tunnel nethods, the tunnel MJST be protected.

5.2.1. Carrying NEA data in PEAP or EAP-FAST
As TLV format for PEAP and EAP-FAST are the sane, the diagram bel ow
shows how PB- PA nessages can be encapsulated in the TLVs. Note

however that the type assignnents when using PEAP versus EAP-FAST nay
be different. The fields are transmitted fromleft to right.
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| MRl TLV Type [ Lengt h [
I T i e i i e e o S S SR SR
[ PB- TNC Header [
e e e e i e s S e R CE o o R
| PB- PA Message. .. |
B i S S T s i S T st i S S S S S S S S i

0 Optional TLV

1 Mandatory TLV

Reserved, set to zero (0)

TLV Type

The EAP- FAST NEA TLV type:

TBD

Length

The length of the Value field in octets.

PB- TNC Header
The PB-TNC encapsul ati on header as described in [ RFC5793].
PB- PA Message

The nmessage between the Posture Broker Cient and Posture
Br oker Server as described in [ RFC5793].
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5.2.2. Carrying NEA data in TTLS

The TTLS AVP Format to carry PB-PA nessages is defined and descri bed
below. The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| AVP Code |
B T i S S i S T h T i S S S S e
AVP Fl ags | AVP Length |

B E e r e s i s i o T T s S S S S 2
| PB- TNC Header |

B i s T T S T et S S T S I T s sl s ol ST S S S
+-

PB- PA- Message. . . [
B e i i S e S i e S T S R S e o o T S s

AVP Code

The TTLS NEA AVP type code:
TBD

AVP Fl ags

The AVP flags are set to O.

AVP Length

The length of the AVP in octets.

PB- TNC Header
The PB-TNC encapsul ati on header as described in [ RFC5793].
PB- PA Message

The nmessage between the Posture Broker Cient and Posture
Br oker Server as described in [ RFC5793].
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6

Bi ndi ng the PA exchange to the TLS Tunnel

Sone i npl enentations of the NEA systemallow for the externa
validation of the data collected and sent by the posture collector
In these cases, an external neasurenent agent (EMA) signs the data
sent by the collector. |In order to prevent posture data of the
endpoi nt from bei ng used on anot her machi ne, the TLS tunnel and the
posture data signed by the EMA nust be bound together. This is done
using the "tls-uni que" channel binding defined in RFC 5929 [ RFC5929].
The data fromthe first TLS Fini shed nessage sent on the nobst recent
TLS connection handshake is included in the data signed by the EMA
The PA attributes used are specific to the EMA used by the posture
col I ector.

The "tls-uni que" channel -bi nding data can be used whenever a TLS
transport is provided, including TLS over TCP and TLS used in tunne
EAP nethods. It is RECOMMENDED that posture collectors that support
an EMA provide a PA attribute to carry the "tls-unique" channe

bi ndi ng data. The channel binding data MAY be conbi ned with other
data using a cryptographic hash or simlar technique. The channe

bi nding attribute MJUST be signed by the EMA. Posture validators that
recei ve channel binding data MJUST verify that it is consistent with

t he channel binding data obtained fromthe server-side of the TLS
connecti on.

Security Consi derations

The NEA TLV contai ner carries network endpoi nt assessnent infornation
bet ween the Posture Broker Cient and the Posture Broker Server. As
some of this data can be sensitive, TLS cipher suites that provide
encrypti on are RECOVVENDED.

To address the potential man-in-the-middle attack simlar to the
Asokan attack described in [I-D. sal owey-nea-asokan] the channe

bi ndi ng mechani sm defined in Section 6 SHOULD be used whenever an EMA
is available to sign the posture data.

| ANA Consi derations

I ANA is requested to assign a TCP port nunber in the "Registered
Port" range with the keyword "pt-tcp". This port will be the default
port for PT-TCP defined in this docunent.

IANA is requested to allocate a TLV type fromthe EAP-FAST TLV Type
registry for carrying posture data as specified in Section 5.2.1
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10.

10.

10.

I ANA is requested to allocate a Di ameter AVP code fromthe Di aneter
AVP code registry for carrying posture data as specified in
Section 5.2. 2.

This docunment defines a registry for TLV types to be carried within
PT-TCP, which may be assigned by Specification Required as defined in
[ RFC2434]
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Appendi x A.  Eval uati on Agai nst NEA Requirenents

This section evaluates both the PT-TCP and EAP based protocols
agai nst the PT requirenents defined in the NEA Overvi ew and
Requi rements and PB- TNC speci ficati ons.

A. 1. Evaluation Against Requirenent C1
Requirement C-1 states

C-1 NEA protocols MJST support nultiple round trips between the NEA
Client and the NEA Server in a single assessnent.

PT-TCP neets this requirenment. By using the TLS protocol over TCP
mul tiple roundtrips of TLS records and thus PT-TCP nessages are
al | oned.

Tunnel EAP neets this requirenent. All available Tunnel EAP net hods
are based on the TLS design which allows for multiple round trips.

A. 2. Evaluation Agai nst Requirement C 2
Requi rement C- 2 states:

C-2 NEA protocols SHOULD provide a way for both the NEA dient and
the NEA Server to initiate a posture assessnent or reassessnment as
needed.

PT-TCP neets this requirenment. PT-TCP allows either the NEA dient
or the NEA Server to initiate an assessnent or reassessnent.

Tunnel EAP does not neet this requirenent. The typical use case
scenario for using a Tunnel EAP nmethod is to service the layer 2
network stack. |In this use case, the endpoint would not have an IP
address yet as it is requesting network access and thus would not be
abl e to accept requests fromthe NEA Server. However, once network
access has been granted, then yes, the NEA Cient could receive
(re)assessnent requests fromthe NEA Server

A. 3. Evaluation Agai nst Requirement C 3
Requi rement C- 3 states:

C-3 NEA protocols including security capabilities MJST be capabl e of
protecting agai nst active and passive attacks by internediaries and

Cam W nget, et al. Expi res Septenber 8, 2011 [ Page 19]



Internet-Draft TLS Based NEA Transports March 2011

endpoi nts including prevention fromreplay based attacks.

PT-TCP neets this requirenent. TLS includes nmechani sms that provide
strong cryptographi c authentication, nmessage integrity and

confidentiality for NEA. |In addition, to further nmitigate man-in-the
m ddl e attacks, the use of channel binding at the PA | ayer nust be
used.

Tunnel EAP neets this requirenent. All available Tunnel EAP net hods
are based on the TLS desi gn which provide strong cryptographic

aut hentication, nessage integrity and confidentiality for NEA. In
addition, to further mitigate nan-in-the mddle attacks, the use of
channel binding at the PA [ ayer nust be used.

A. 4. Evaluation Against Requirenent C 4
Requirement C- 4 states:

C-4 The PA and PB protocols MIUST be capabl e of operating over any PT
pr ot ocol

This requirenent is not applicable to PT, though the PT-TCP protoco
i s i ndependent of both the PA and PB | ayer

This requirement is not applicable to PT, though the Tunnel EAP
protocol s are independent of both the PA and PB | ayer.

A.5. Evaluation Agai nst Requirenent C5
Requirement C-5 states:

C-5 The selection process for NEA protocols MJIST eval uate and prefer
the reuse of existing open standards that neet the requirenents

bef ore defining new ones. The goal of NEAis not to create
additional alternative protocols where acceptabl e solutions al ready
exi st.

As TLS is a widely used open standard, it should neet this
requirenent.

As EMJ is still in the early stages of standardizing a Tunnel EAP
nmet hod, this specification reuses already wi dely depl oyed, published
Tunnel EAP nethods. Rather than defining a new Tunnel EAP net hod,
this specification proposes to adopt already used ones and provides
gui dance for how new Tunnel EAP nethods can nmeet this criteria to
all ow for NEA to use the nethod standardi zed by EMJ at some future
dat e.
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A. 6. Evaluation Agai nst Requirement C 6
Requi rement C-6 states:

C-6 NEA protocols MJIST be highly scal abl e; the protocols MJST support
many Posture Collectors on a large nunber of NEA Clients to be
assessed by nunerous Posture Validators residing on nultiple NEA
Servers.

PT-TCP neets this requirenent. As PT-TCP is a protocol to establish
a protected channel by which NEA data can be transported, it is

i ndependent of the content of the data it is transporting and thus
can allow for carrying batches of data to nultiple Posture Validators
or Posture Coll ectors.

Tunnel EAP nethods neet this requirenment. As the Tunnel EAP net hods
define a protected transport channel that is independent of the
content it transports, it can carry batches of data fromand to
mul ti ple Posture Coll ectors and Posture Validators.

A. 7. Evaluation Agai nst Requirenent C7
Requirement C 7 states:

C-7 The protocols MJIST support efficient transport of a |arge nunber
of attribute nmessages between the NEA Client and the NEA Server.

PT-TCP neets this requirenent. The PT-TCP usurps 6 octets of
over head per PT-TCP nessage; a snmall overhead to the ability to carry
very many PA-TNC attributes within a PB-TNC bat ch.

The Tunnel EAP nethods neet this requirenents subject to the
limtations of the underlying EAP protocol and encapsul ation

mechani sns. Note that a typical use case for the Tunnel EAP nethods
is that the assessnents are brief and used for enabling network
access; as such, it is not recommended to use Tunnel EAP nethods to
carry large amounts of attributes

A. 8. Evaluation Agai nst Requirenent C 8
Requirement C-8 states:

C-8 NEA protocols MIST operate efficiently over | ow bandwi dth or high
| at ency |i nks.

PT-TCP neets this requirenent. As TLS was originally designed to

work at the TCP | ayer, it has been proven to work well over either
| ow bandwi dth or high |atency |inks.
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EAP Tunnel methods meet this requirenent. The underlying EAP
framewor k was desi gned and proven to work under constrained and | ow
| at ency |inks.

A.9. Evaluation Agai nst Requirenent C 9
Requirement C-9 states:
C-9 For any strings intended for display to a user, the protocols
MUST support adapting these strings to the user’s |anguage
pr ef er ences.

PT-TCP neets this requirement. The PT-TCP protocol does not define
nmessages i ntended for display to the user.

EAP Tunnel nethods neet this requirenent. The EAP Tunnel nethods do
not define nessages intended for display to the user

A.10. Eval uation Agai nst Requirenent C 10
Requi rement C- 10 states:
C- 10 NEA protocols MJST support encoding of strings in UTF-8 fornmat.

PT-TCP neets this requirement. The PT-TCP protocol does not define
nmessages i ntended for display to the user.

EAP Tunnel nethods neet this requirenent. The EAP Tunnel nethods do
not define nessages intended for display to the user

A.11. Eval uation Against Requirenent C 11
Requi rement G 11 states

C-11 Due to the potentially different transport characteristics

provi ded by the underlying candidate PT protocols, the NEA dient and
the NEA Server MJST be capabl e of becom ng aware of and adapting to
the linmtations of the available PT protocol

PT-TCP neets this requirement. The PT-TCP protocol uses TLS which is
designed to provide reliable transport that can adapt to constrained
or | ow bandwi dth I|inks.

EAP Tunnel methods nmeet this requirenent. The EAP Tunnel nethods are
based on TLS which is designed to provide reliable transport and have
been proven to adapt and work well| under high |atency or |ow
bandw dt h conditi ons.
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A.12. Eval uation Agai nst Requirenent PT-1
Requi rement PT-1 states:

PT-1 The PT protocol MJST NOT interpret the contents of PB nessages
being transported, i.e., the data it is carrying nust be opaque to
it.

PT-TCP neets this requirenent. The PT-TCP protocol encapsul ates PB
messages in a TLV container without interpreting their contents.

EAP Tunnel methods nmeet this requirenent. The EAP Tunnel nethods
define encapsul ations for carrying arbitrary data without
interpreting their contents.

A.13. Eval uation Agai nst Requirenment PT-2
Requi rement PT-2 states:

PT-2 The PT protocol MJST be capabl e of supporting mutua

aut hentication, integrity, confidentiality, and replay protection of
the PB nessages between the Posture Transport Cient and the Posture
Transport Server.

PT-TCP neets this requirenent. The PT-TCP protocol uses TLS to
provi de mutual authentication, integrity, confidentiality, and replay
protection.

EAP Tunnel nethods neet this requirenent. The EAP Tunnel nethods are
based on TLS which is designed to provide nmutual authentication
integrity, confidentiality, and replay protection

A.14. Eval uation Agai nst Requirement PT-3
Requi renent PT-3 states:

PT-3 The PT protocol MJST provide reliable delivery for the PB
protocol. This includes the ability to performfragnentati on and
reassenbly, detect duplicates, and reorder to provide in-sequence
delivery, as required

PT-TCP neets this requirement. The PT-TCP protocol is designed to
wor k over TCP which provides the fragnentation and reassenbly
services, detect duplicates and reorder nessages if they arrive out
of order.

EAP Tunnel nmethods neet this requirenent. The EAP Tunnel nethods are
based on the EAP franework whi ch provides retransnissions, while
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reordering and fragnmentation are handl ed by the individual EAP Tunne
met hods.

A.15. Eval uation Agai nst Requirenment PT-4
Requi renent PT-4 states:

PT-4 The PT protocol SHOULD be able to run over existing network
access protocols such as 802.1X and | KEv2.

PT- TCP does NOT neet this requirenent as it is designed to operate
over TCP

EAP Tunnel nmethods nmeet this requirenent. The EAP Tunnel nethods are
based on EAP which has been enabl ed on both 802. 1X and | KEv2.

A.16. Eval uation Agai nst Requi renment PT-5
Requi rement PT-5 states:

PT-5 The PT protocol SHOULD be able to run between a NEA dient and
NEA Server over TCP or UDP (simlar to Lightweight Directory Access
Pr ot ocol (LDAP))

PT-TCP neets this requirement. The PT-TCP protocol is designed to
operate over a TCP connection

EAP Tunnel nethods do NOT neet this requirenent. The EAP Tunne
met hods are designed to work pre-network adm ssion and thus are not
able to conmmunicate at the I P |ayer.
A.17. Eval uation Agai nst Requirement PT-6
Requi renent PT-6 states:

PT-6 The PT protocol MJST be connection oriented; it MJST support
confirmed initiation and cl ose down.

PT-TCP neets this requirement. The PT-TCP protocol is designed to
operate over a TCP connection which is connection oriented and
supports initiation and tear down of the connection

EAP Tunnel methods nmeet this requirenent. The EAP Tunnel nethods are
based on EAP which provides both initiation and shutdown.
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A.18. Eval uation Agai nst Requirenent PT-7
Requi rement PT-7 states:
PT-7 The PT protocol MJST be able to carry binary data.

PT-TCP neets this requirement. The PT-TCP protocol is capabl e of
carrying binary data.

EAP Tunnel nethods neet this requirenent. The EAP Tunnel nethods are
capabl e of carrying binary data.

A.19. Eval uation Agai nst Requirenent PT-8
Requi rement PT-8 states:

PT-8 The PT protocol MJST provide nechanisns for flow control and
congestion control

PT-TCP nmeets this requirenment. The PT-TCP protocol operates over TCP
whi ch provides flow control and congestion control

EAP Tunnel nethods neet this requirenent. The EAP Tunnel nethods are
based on EAP which, by use of the hal f-dupl ex, round-robin nessage
exchange, flow and congestion control are provided.

A.20. Eval uation Agai nst Requirement PT-9
Requi renent PT-9 states:
PT-9 The PT protocol specifications MIST describe the capabilities
that they provide for and limtations that they inpose on the PB
protocol (e.g. half/full duplex, nmaxi mum nessage size).

PT-TCP neets this requirenment. This specification has provided the
required information.

EAP Tunnel methods nmeet this requirenent. This specification has
provi ded the required information.
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