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Abstract

Feedback from GSS- APl inplenmentors and application devel opers
suggests that the APl as it currently exists would benefit from

i mprovenents. This neno collects sone specific suggestions of KITTEN
WG partici pants.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 13, 2011

Copyright Notice
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Copyright (c) 2010 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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I ntroduction
Experi ences of GSS-API inplenentors and GSS- APl application
devel opers, particularly with the C bindings, suggest that the GSS-
APl woul d benefit fromcertain i nprovenents. Sone of these
suggestions collected fromthe KITTEN working group incl ude:
1. initialization/new credentials
2. listing/iterating credentials
3. exporting/inporting credentials
4. error message reporting
5. asynchronous calls
6. security strength reporting

7. programmer friendliness

This summary is not conplete; it is meant as a starting point.
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Asynchronous calls

The desire for supporting asynchronous calls is a specific case of a
general |y accepted goal of increasing concurrency. Proponents of
this goal typically note that new conputers appear to be gaining nore
processor cores faster than they are gaining conputing speed per

core. Asynchronous calls (or event-based solutions) are an
alternative to the traditional multi-threadi ng nodel for increasing
concurrency.

The existing C bindings say nothing about thread safety for the GSS-
APl . Inplementors have considered various interpretations of thread
safety, including using internal mutex |ocks within a GSS- AP

i mpl ementation to provide thread safety for callers. Wile the

exi sting C bindings allow for such an approach, the traditiona

t hreaded progranm ng nodel has its drawbacks

In addition, sone GSS-APlI nechanisns are nearly inpossible to
implement in a way that prevents gss_init_sec_context and such from
bl ocking on I/ O operations, particularly network 1/O An application
that attenpts to achi eve high concurrency nust dedicate a thread for
each context establishnent operation, for exanple. This can be
probl ematic on platforns where threads are expensive.

Forcing callers to call into an event |oop provided by GSS-APlI is not
desirabl e.
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Error nessage reporting

Exi sting GSS-API facilities for obtaining error information are
limted to 32-bit major and m nor status codes. This prevents
callers fromobtaining detailed (perhaps textual) infornmation that
may assist in troubleshooting. |In addition, the existing GSS-API
specifications do not have provisions for gracefully dealing with
potentially conflicting mnor status codes in nulti-mnmechani sm

i npl ement ations, particularly ones that allow for runtime |oading of
GSS- APl nechani sns.

Concrete approaches for inproving GSS-APlI error reporting appear to
be somewhat | acking, apart fromthe "PGSSAPI" proposal by N co

Wl lianms, which adds semantics to the actual pointer value passed as
the m nor_context argunment. Several working group participants find
the "PGSSAPI" approach di st ast ef ul
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Security strength reporting

There is sone interest in adding an interface to report the security
strength of the established context, for use with inplenentations of
protocol s such as SASL. Sone debate has taken place about whether a
nuneric report of security strength is an appropriate neans of
conmuni cating this information to an application.
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Progranmer friendliness

In the GSS-API C bindings, the gss_accept_sec_context function takes
11 paraneters, and the gss_init_sec_context function takes 13. Many
of these paraneters accept a default value, and in fact application

devel opers sonetines unnecessarily provide non-default val ues, which
often unintentionally results in reduced functionality.

Sone programmers find that needing to explicitly | oop over
gss_init_sec_context and gss_accept_sec_context (as is currently
required by a conform ng GSS-API application during context
establishnent) is cunbersone. It nmay be beneficial to define a
sinpler interface for programrers who do not require the additiona
control afforded by explicitly calling the context establishment
functions in a | oop
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6. Security Considerations
Addition of an interface to report security strength of a GSS-API

context enables applications to nmake better-infornmed decisions about
security policy.

Yu Expi res January 13, 2011 [ Page 8]



Internet-Draft Desired changes to the GSS- AP

Aut hor’ s Addr ess

Yu

Tom Yu

M T Ker beros Consortium
77 Massachusetts Ave
Bui | di ng WB2 Room 145
Canbri dge, MA 02139

)

Phone: +1 617 253 1753
Enmail: tlyu@rit.edu

Expi res January 13, 2011

July 2010

[ Page 9]






