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Abstract

Thi s docunent describes DHCPv6 Route Options for provisioning | Pv6
routes on nodes with DHCPv6 clients. This is expected to inprove the
ability of an operator to configure and influence a node’s ability to
pi ck an appropriate route to a destination when this node is nmulti-
honed and where ot her means of route configuration may be

i mpractical .

Requi renents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 1, 2011.
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1.

I nt roducti on

The Nei ghbor Di scovery (I CMPv6) protocol [RFC4861] provides a
mechani sm for hosts to discover one or nore default routers on a
directly connected network segnent. Extensions to the protoco
defined in [RFC4191] allow hosts to discover the preferences for

mul tiple default routers on a given link, as well as any specific
routes advertised by these routers. This allows network

adm nistrators to better handl e nulti-honed host topol ogies and

i nfluence the route selection by the host. This ND based nmechani sm
however is sub optinmal or inpractical in sonme nulti-hom ng scenari os,
where DHCPv6 is seen to be nore viable.

This draft defines the DHCPv6 Route Option for provisioning | Pv6
routes on DHCPv6 clients. The proposed option is primarily envisaged
for use by DHCPv6 client nodes that are capable of making basic IP
routing decisions and maintaining an | Pv6 routing table, broadly in
line with the capabilities of a generic host as described in

[ RFC4191] .

Thr oughout the docunent the words node and client are used as a
reference to the device with such routing capabilities, hosting the
DHCPv6 client software. The route information is taken to be
equivalent to static routing, and linmited in the nunber of required
routes to a handful

Pr obl em over vi ew

The followi ng scenario is used to illustrate the problemas found in
mul ti-homed residential access networks. It is duly noted that the
problemis not specific to | Pv6, occurring also with | Pv4, where it
is today solved by nmeans of DHCPv4 cl assless route information option
[ RFC3442], or alternative configuration nechani sns.

In multi-homed networks, a given user’s node may be connected to nore
than one gateways. Such connectivity may be realized by neans of
dedi cat ed physical or logical links that may al so be shared with

ot her users nodes. In such multi-homed networks it is quite common
for the network operator to offer the delivery of a particular type
of IP service via a particular gateway, where the service can be
characterised by neans of specific destination | P network prefixes.
Thus, froman |IP routing perspective in order for the user node to
sel ect the appropriate gateway for a given destination |IP prefix,
recourse needs to be made to classic |ongest destination match IP
routing, with the node acquiring such prefixes into its routing
table. This is typically the renit of dynam c Internal Gateway
Protocols (I GPs), which however are rarely used by operators in
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residential access networks. This is primarily due to operationa
costs and a desire to contain the complexity of user nodes and IP
Edge devices to a mnimum \Vhile, I P Route configuration may be

achi eved using the | CMPv6 extensions defined in [ RFC4191], this
mechani sm does not lend itself to other operational constraints such
as the desire to control the route information on a per node basis,
the ability to deternine whether a given node is actually capabl e of
recei vei ng/ processi ng such route information. A preferred nechani sm
and one that additionally also lends itself to centralized managenent
i ndependent of the managenent of the gateways, is that of using the
DHCP protocol for conveying route information to the nodes.

3. DHCPv6 Based Sol uti on

A DHCPv6 based solution allows an operator an on denand and node
specific neans of configuring static routing information. Such a
solution also fits into network environnments where the operator
prefers to manage RG configuration information froma centralized
DHCP server. [I-D.troan-multihom ng-w thout-nat66] provides
addi ti onal background to the need for a DHCPv6 solution to the
probl em

In terms of the high | evel operation of the solution defined in this
draft, a DHCPv6 client interested in obtaining routing information
request the route option using the DHCPv6 Option Request Option (ORO
sent to a server. A Server, when configured to do so, provides the
requested route information as part of a nested options structure
covering; the next-hop address; the destination prefix; the route
metric; any additional options applicable to the destination or next-
hop. The overall DHCPv6 design follow a simlar approach to that
used in the design of the A NA A TA and | A PD options in [ RFC3633]

4., DHCPv6 Route Option

A DHCPv6 client interested in obtaining routing information includes
the OPTION IA RT in its DHCPv6 Option Request Option (OCRO sent to a
server. A Server, when configured to do so, provides the requested
route information using the OPTION IA RT option. So as to allow the
route option to be both extensible, as well as conveying detail ed
info for routes, use is nade of a nested options structure. An |ART
conveys one or nore OPTI ON_NEXT_HOP options that specify the | Pv6
next hop addresses. Each OPTI ON_NEXT_HOP conveys in turn one or nore
OPTI ON_RT_PREFI X options that represents the | Pv6 destination

prefi xes reachable via the given next hop. The Formats of the
OPTION_I A RT, OPTI ON_NEXT_HOP and OPTION_RT_PREFI X are defined in the
foll owi ng sub-sections
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The DHCPv6 Route Option format borrows fromthe principles of the
Route Information Option defined in [RFC4191]. One not abl e exception
with respect to [ RFC4191] is however that a Route Lifetime elenent is
not defined. The information conveyed by the DHCPv6 Route Option is
considered valid until changed or refreshed by general events that
trigger DHCPv6 or route table state changes on a node, thus not
requiring a specific route lifetinme. In the event that it is desired
for the client to request a refresh of the route information (and
other statel ess DHCPv6 options), use of the generic DHCPv6
Information Refresh Tine Option, as specified in [RFC4242] is

envi saged.

4.1. DHCPv6 Route Option Fornmat

To separate routing information from other options conveyed in a
DHCPv6 nmessage, the DHCPv6 Route Option is defined and is used to
convey to a client one or nore |Pv6 routes. Each |Pv6 route consists
of an I Pv6 next hop address, an |IPv6 destination prefix (a.k.a. The
destination subnet), and a host preference value for the route.

El ements of such route (e.g. Next hops and prefixes associated with
then) are conveyed in IA RT's options, rather than in the A RT
option itself.

0 1 2 3
01234567890123456789012345678901
R R e R e s s e o S S e R e o o
| OPTION_I A RT | option-Ilen |
B i S S T s i S T st i S S S S S S S S i
I I
. | A_RT options .
.+- B R e et e s o o R E ok Tk T +-.+
Figure 1: I Pv6 Routes Option Format

option-code: OPTION |IA RT (TBD).
option-len: Length of the IA RT options field.

I ART options: Options associated with this IA RT. This includes,
but is not limted to, OPTION_NEXT HOP options that specify
next hop addresses.

The Route option MJST NOT appear in the foll owi ng DHCPv6 nessages:
Solicit, Request, Renew, Rebind, Information-Request. The Route
Option MAY appear in ADVERTI SE and REPLY nessages.

Di scussion: Traditionally, grouping options (1A NA |A TA and | A RD)
contain an identifier field (IAID) that nust be uni que anobng
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identifiers generated by one client. It is used to differentiate
bet ween several options of the sane type (e.g. several | A NA options)
that may be used sinultaneously. However, it is assunmed that client
wi Il never use nore than one | A RT option therefore such an
identifier is not needed.

4.2. Next Hop Option Fornmat

The Next Hop Option defines the |IPv6 address of the next hop, usually
corresponding to a specific next-hop router. For each next hop
address there are one or nore prefixes reachable via that next hop.
0 1 2 3
01234567890123456789012345678901
B T T S T T i i S o T sl i S S I S
OPTI ON_NEXT_HOP | option-Ilen |
B s T e e e i T e s i sl sl S S S S S S S S

(16 octets)

+-

I

+-

I

| | Pv6 Next Hop Address
I

I

B I S i e S i S S i S S I i i S o
I
I

NEXT_HOP options

——y——

.+- B T S S o e i T T S S i aTir S S S e +
Figure 2: I Pv6 Route Option Format
option-code: OPTI ON_NEXT_HOP (TBD) .
option-len: 16 + Length of NEXT_HOP options field.

| Pv6 Next Hop Address: 16 octet long field that specified | Pv6
address of the next hop.

NEXT_HOP options: Options associated with this Next Hop. This
includes, but is not limted to, OPTION_RT_PREFI X options
that specify prefixes available via specified next hop.

4.3. Route Prefix Option Fornat
The Route Prefix Option is used to convey information about a single

prefix that represents the destination network. The Route Prefix
Option is used as a sub-option in the previously defined Next Hop

Opti on.
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0 1 2 3
01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_RT_PREFI X [ option-len [
T T e i T e e s . i I SR S
| Prefix-Length | Metric [ |
e o S e i I S R SR |
| Prefix |
[ (16 octets) |
I I
| i i i o i HE R SR R S
I I I
e e i ol e R SR |

RT_PREFI X opti ons
o e e e e e e e e e e b e e e e e e e e b e e e e e e e e e e e 4
Figure 3: Route Prefix Option Fornmat

option-code: OPTION_RT_PREFI X (TBD).

option-len: 18 + length of RT_PREFI X opti ons.

Prefix Length: 8-bit unsigned integer. The length in bits of the IP
Prefix. The value ranges fromO to 128. This field
represents the nunber of valid leading bits in the prefix.

Metric: Route Metric. 8-bit signed integer. The Route Metric
i ndi cates whether to prefer the next hop associated with
this prefix over others, when nmultiple identical prefixes
(for different next hops) have been received.

Prefix: Fi xed I ength 16 octet field containing an |IPv6 prefix.

RT_PREFI X options: Options specific to this particular prefix.

5. DHCPv6 Server Behavi or

When configured to do so s DHCPv6 server shall provide the Routes
Option in ADVERTI SE and REPLY nessages sent to a client that
requested the route option. Each Next Hop Option sent by the server
must convey at |east one Route Prefix Option.

Servers SHOULD NOT send Route Option to clients that did not
explicitly requested it, using the ORO
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Servers MJST NOT send Route Option in nessages other than ADVERTI SE
or REPLY.

Servers MAY al so include Status Code Option, defined in Section 22.13
of the [RFC3315] to indicate the status of the operation

Servers MJUST include the Status Code Option, if the requested routing
configuration was not successful and SHOULD use status codes as
defined in [ RFC3315] and [ RFC3633].

Di scussi on: How should server indicate that there are no specific
routes for this particular client? The reasonable behavior is to
return enpty IA RT option, possibly with Status Code indicating
Success. Anot her approach could be to sinply not return any A RT
option.

6. DHCPv6 C i ent Behavi or

A DHCPv6 client conpliant with this specification MIST request the
Route Option (option value TBD) in an Option Request Option (ORO in
the follow ng nessages: Solicit, Request, Renew, Rebind, Infornmation-
Request or Reconfigure. The nessages are to be sent as and when
specified by [ RFC3315].

When processing a received Route Option a client MJST substitute a
received 0::0 value in the Next Hop Option with the source | Pv6
address of the received DHCPv6 nessage. It MJST al so associate a
recei ved Link Local next hop addresses with the interface on which
the client received the DHCPv6 nessage containing the route option
Such a substitution and/or association is useful in cases where the
DHCPv6 server operator does not directly know the | Pv6 next-hop
address, other than knowing it is that of a DHCPv6 rel ay agent on the
client LAN segnent. DHCPv6 Packets relayed to the client are sourced
by the relay using this relay’'s | Pv6 address, which could be a link

| ocal address.

The Cdient MAY refresh assigned route information periodically. The
generic DHCPv6 Informati on Refresh Time Option, as specified in

[ RFC4242], can be used when it is desired for the client to
periodically refresh of route information.

The routes conveyed by the Route Option should be considered as
complinentary to any other static route | earning and nai nt enance
mechani sm used by, or on the client with one nodification: The client
MUST flush DHCPv6 installed routes following a link flap event on the
DHCPv6 client interface over which the routes were installed. This
requirenent is necessary to autormate the flushing of routes for

Dec, et al. Expires April 1, 2011 [ Page 8]



Internet-Draft DHCPv6 Route Option Sept enber 2010

7

10.

10.

clients that may nove to a different network

| ANA Consi der ati ons

A DHCPv6 option nunber of TBD for the introduced Route Option. |ANA
is requested to allocate three DHCPv6 option codes referencing this
docunent: OPTION_| A RT, OPTI ON_NEXT_HOP and OPTI ON_RT_PREFI X

Security Considerations

The overall security considerations discussed in [RFC3315] apply al so
to this docunment. The Route option could be used by mali cious
parties to misdirect traffic sent by the client either as part of a
deni al of service or man-in-the-niddl e attack. An alternative denial
of service attack could also be realized by nmeans of using the route
option to overflowi ng any known nenory linitations of the client, or
to exceed the client’s ability to handle the nunber of next hop

addr esses.

Nei t her of the above considerations are new and specific to the
proposed route option. The nechanisns identified for securing DHCPv6
as well as reasonabl e checks perforned by client inplenentations are
deenmed sufficient in addressing these problens.
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