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Use case

• Provide a secure overlay for industrial control systems 
to operate over a less trusted, shared infrastructure IP 
network

• 777 assembly line, Everett WA
• Supported by HIP overlays
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Problem statement
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• Provide layer-2 connectivity between SCADA (IPv4) devices

HIP gateway
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Why HIP?

• Existing VPN implementations and standards are 
tailored more towards the remote access environment

• We envision the future need for address family agility and 
mobility

• We want to support mesh-like connectivity

• Particularly interested in the opportunity to deploy and 
provision in a managed identity environment

• Identity and policy management in backend services such as 
LDAP and IF-MAP*

* http://www.infoblox.com/solutions/if-map.cfm
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User view (existing prototype)

• Overlay provides a “layer-2 VPN”-like service to legacy 
IPv4 devices

• Illusion of a single L2 flooding domain (unicast, multicast)
• IP traffic only
• A given device may be reachable from more than one overlay 

interface
• Ethernet MTU (1500 bytes) is supported 
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User view (proposed specification)

• Overlay provides a “layer-2 VPN”-like service to legacy 
IPv4 devices

• Illusion of a single L2 flooding domain (unicast, multicast)
• IP traffic only
• A given device may be reachable from more than one overlay 

interface
• Ethernet MTU (1500 bytes) is supported 
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All L2 traffic now desired

Relax the constraint that this support only IP traffic
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Standards view

• Virtual Private LAN Service (VPLS) defined in Section 2 
of RFC 4664 “Frameworks for L2VPN”

VPLS Reference Model (Figure 2 of RFC 4664)
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Standards view (continued)

• Service is described in Section 5 of RFC 4665 “Service 
Requirements for Layer 2 Provider-Provisioned Virtual Private 
Networks”

VPLS-PE Reference Model (Figure 3 of RFC 4664)
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Implementation view

• Secure tunneling between end points
• HIP gateway-- a VPLS-PE device implementing HIP for the 

VPLS Forwarder functionality
• May require directory services for tunnel endpoint discovery 

(overlay definition) and DNS (rendezvous) functions
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Naming view (deployment goals)

• Multiple overlays supported
• Each overlay has a unique name

• Each PE device has a name (an asset tag)
• Also, a DNS name of form <asset-tag>.domain.com

• IP address ranges are allowed to overlap in the two 
domains
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Differences from existing HIP

• HIP is deployed as a “bump-in-the-wire” (BITW) 
instead of “bump-in-the-stack” (BITS)

• Entire Ethernet frames are encapsulated (not ESP 
transport mode)

• Host identities in the system are bound via certificates 
to other names (asset tags)

• Requires development of HIP CERT specification
• Could be integrated to enterprise PKI
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Related Work

L2VPN solutions
• Secure Pseudowire with IPsec/L2TPv3
• Microsoft Server and Domain Isolation
• OpenVPN project, supports ethernet bridging:  

• http://openvpn.net/index.php/documentation/miscellaneous/et
hernet-bridging.html

IP-oriented solutions
• ISI X-Bone
• Virtual Enterprise Traversal (VET) with Subnetwork 

Encapsulation and Adaptation Layer (SEAL)
• RFCs 5558 and 5320, and RFC 5720 (RANGER)

• HIP BONE
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Walk-through
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Walk-through

ARP must be 
proxied or 
carried over the
overlay

ARP request (who has 10.0.0.21?)
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Walk-through

at least one
gateway needs
to respond

ARP response (10.0.0.21 is at  [TBD MAC])



BRT_NST_Template.ppt | 17

Engineering, Operations & Technology | Boeing Research & Technology

Copyright © 2010 Boeing. All rights reserved.

FaST | Networked Systems Technology

Walk-through

remote IP address maps to
a particular HIP gateway

Data to 10.0.0.21

remote HIP gateway maps 
to an underlying IP address

Access controls applied
(can A34 talk to A78?)

configuration data may be 
stored locally or fetched 
from an LDAP DB
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Walk-through

Access controls may also
be applied here

Base exchange
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Walk-through

Ethernet frame is encapsulated
and tunneled through HIP SA

Data to 10.0.0.21
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